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1. Overview

The Vectra threat detection & response platform captures packets and logs across your public cloud,
Saas, federated identity, and data center networks. It applies patented security-led Al to the surface,
prioritizes threats, and integrates into your security stack for rapid response.

Vectra ServiceNow Application

This application fetches Entities and Detections from the Vectra Detect based on the provided API filters
and ingests data into the ServiceNow platform. It provides the capability of creating “ Incidents” based
on the defined condition/criteria. It also provides support to perform some manual actions on fetched

entities and detections.
System Architecture

The diagram below depicts the high-level architecture of the integration.
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1.1.

Application Features

The main features of the application are listed below.

1.2.

Ability to fetch Entities from the Vectra Detect based on the different types of API filters.
Ability to fetch detections associated with the Entities.

Ability to configure Incident creation criteria and create Incidents based on them.
Set the Cl Lookup Rules.

Ability to map Entity fields with ServiceNow Incident fields.

Ability to download a PCAP attached to a detection.

Ability to mark/unmark the detection(s) as fixed from ServiceNow.

Ability to mark all detections as fixed from an entity.

Ability to resolve the detection.

Ability Add/Update Assignment to Entity on Vectra Detect.

Ability to fetch the detections from the entity form view.

Ability to get latest details of detection by performing Describe detection action.
Ability to assign the user to the entity on the Vectra platform from Incident.
Ability to assign a group to the entity by running the action “Add to Group”.

Compatibility Matrix

ServiceNow Version:
e Washington DC
e Xanadu
e Yokohama

Vectra Detect API Version:
e 34
® SOAR Actions: All APIs have current version 3.4 as of May. 27.

2.  Vectra XDR for ITSM Integration

2.1.1.

2.1.2.

Installation

This section describes how to download and install the Vectra XDR for ITSM Integration
application from the ServiceNow app store.

Application Download and Installation

e Download the Vectra XDR for ITSM Integration app from the ServiceNow app store on
the ServiceNow instance and enter your user credentials.
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2.1.2.1.

Log in to the instance you want to install the application.
Navigate to System Applications > All Available Applications > All.

SErviCenoOW. serice Management

System Application )

= *

Getting Started
Studio
'V All Available Applications
All
Avallable To Obtain From Store
ServiceNow Products
My Company Applications
My Application Import History
Application Cross-Scope Access
Application Restricted Caller Ac...

Application Design Access

(O]

All Applications

'V Obtained
Installed
Updates
Customized

Installation Scheduled

V Price

V' License Status
Subscription not required
Subscribed

Subscription unknown

V¥ Product family

Governance, Risk, and

Compliance

Customer Service

Q System Administrator ~

QO R

¢ d :’("D FindinStore = Request Plugin

1008 results Sortby = A-Z v

Action Status Automation
Customer Service Management

This plugin tracks blocking records created for tasks and updates the action status
indicators on the task list.

5] Install
Id: com.sn_action_status | Paid | by ServiceNow
Adaptive Authentication
Other

Click on the “Not Installed tab”. A list of applications available for installation will be

displayed.

Locate the Vectra XDR for ITSM Integration app, select it, and click “Install”.
The application will be installed on your instance.

Configure Application scope

Follow the mentioned below steps to change the scope of the app.

e Click on the “Application Scope” i

Favorites History Workspaces Admin

Incident Profiles v

Q Search v

Y & IncidentProfiles | Order

Q. Name

Authentication Configuration Order ~ Active

~ | Search

®)

Application scope: Vectra Cloud for ITSM

Update set: System Administrator [Vectra

ITSM]

Update set: System Administratc

Last Collection Time

Search Search

e Click on the arrow.

Favorites History Workspaces

Admin Incident Profiles ¢y
= V¥V & IncidentProfiles| Order ~ | Search

Authentication Configuration Order ~ Active

Search Search Search Search

Q  Search

Search

®) <

Application scope: Vectra Cloud fer.ITS!

Application scope: Vectra Cloud

Update set: System Administrato

Last Collection Time

e Enter application name to search application scope.

Favorites History Workspaces

Admin Incident Profiles ¢

Y & Incident Profiles | Order ~ | Search

Q_ Search

Q. Name

Search Search

Authentication Configuration Order ~ Active

Last Collection Time

‘ Search Search ‘ Search
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e From the Application Picker drop-down select “Vectra XDR for ITSM” as the
application scope.
e Note - Similarly, configure the application scope in other ServiceNow versions.

2.1.2.2. Scheduled Jobs Activation

Required roles: System administrator
The user needs to activate all the required scheduled jobs before continuing. Follow
below steps to activate all the required scheduled jobs
e Navigate to All -> Vectra XDR for ITSM -> Configuration -> Scheduled Jobs
e activate all the scheduled jobs listed here

= ¥V & ScheduledJobs| Name | Search | @ & | Actionsonselectedrows.. v| m
All > Application = Vectra XDR for ITSM
[] @ Name « Active Class Updated
Search ] | search Search Search |
Entity Scheduler false Incident Scheduler 2025-05-2123:53:31
Vectra Cloud Profile Invocation false Scheduled Script Execution 2025-05-2123:53:31
Vectra Cloud Scheduled Data Import Queue Processor false Scheduled Script Execution 2025-05-21 23:53:31
Vectra Detections Scheduled Data Import 01 false Scheduled Data Import 2024-04-0405:21:50
Vectra Detections Scheduled Data Import 02 false Scheduled Data Import 2024-04-0405:21:44
Vectra Entity Scheduled Data Import 01 false Scheduled Data Import 2024-04-0405:21:39
Vectra Invalidate Process Monitor Job false Scheduled Script Execution 2025-05-21 23:53:31
2.1.3. Permissions and Roles

These ServiceNow roles and permissions are required to install the application:

Role Contains role Permissions
NA e CanInstall the
System application
administrator e (Can create Incident
Profile
e (Can access Contact
Support

Can access Log module
Can access Process

monitor
e Can run the SOAR actions

® x_cdsp_vectra_c_it.vectra_admin e (Can Install the
® x_cdsp_vectra_c_it.vectra_user application

e Can configure the
Authentication

Configuration.
e Can create Incident

Page 9 of 53



L]
SerVICen W Vectra XDR for ITSM Integration User Guide

Profile
Vectra Admin e (Can access Contact
(x_cdsp_vectra_c Support
_it.vectra_admin e (Can access Log module
+personalize_dict ® (Can access Process
ionary + itil) monitor

e Can run the SOAR actions

® X _cdsp_vectra_c_it.vectra_user ® Accessing the
Vectra Analyst e export_set_scheduler Application.
(x_cdsp_vectra_c ® Read access to the
_it.vectra_user+P Incident Profile module.
ersonalize e Canrunthe SOAR
dictionary + itil actions.
(to view the ® Process Monitor (Read
Incident)) Only)

e Read Access to the
Detections and Entities
tables (Only Deeplink
navigation access)

e (Can access Support
Contact.

Accessing tables

MSP Admin ® x_cdsp_vectra_c_it.vectra_admin e Scheduled Data Import
e personalize_dictionary Pool
o til e Data Source Pool
® x_cdsp_vectra_c_it.msp_admin

Entites Staging
Detection Staging

2.1.4. Create Users : Non - MISP

The ServiceNow platform admin creates the various users for the Vectra ITSM applications
for ServiceNow.

Username (for example) Role to be assigned

Security Admin x_cdsp_vectra_c_it.vectra_admin
personalize_dictionary
itil

Security Analyst X_cdsp_vectra_c_it.vectra_user
personalize_dictionary
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The example below shows how to create a Vectra user and assign a role to it.

Role Required: System Administrator

Procedure:

1. Create Security Admin User
o Navigate to Organization > Users.
e Click the Users module.

SErviCeNOW. service Management

— * ® ST A

O,  =userd = Name
Configuration
Search Search
¥ ClLifecycle Management
(@  hastitest hasti test

Cl State Registered Users

aes.creator Creator User

©

Password Reset

Help Desk User 1

e

Blocked Users

manifah.masood Manifah Masood

Organization

©|0

= guillermo.frohich Guillermo Frohlich

Performance Analytics Security Center

Territories i
(®  instancesecuser o
Users -
(@  andrewoch Andrew Och
System Security
(@  agib.mushtaq Aqib Mushtaq
W Users and Groups
@  aahajarha Arya Hajarha
Users
()  bushra.akhtar Bushra Akhtar
Groups
(@  slAManager SLA Manager
Roles
@  slAAdmin SLAAdmin

(O)

= Email

Search

help.desk@example.com

manifah.masood@example.com

guillermo.frohlich@example.com

andrew.och@example.com

agib.mushtag@example.com

arya-hajarha@example.com

bushra.akhtar@example.com

sla.manager@example.com

sla.admin@example.com

= Active

Search

true

true

true

true

true

true

true

false

true

true

true

true

= Created V

Search

2022-02:030331:52
2022-01-1101:52:08
iogﬁcmros 08:13:35
%?2%191-08 07:04:03

2022-01-05 00:52:12
3moago

202:

2

2022-01-04 08:32:04
2022-01-04 08:25:39
2022-01-04 01:16:14

2022-01-04 01:15:35

2-16 01:07:54
th ag

1-04 08:45:02

1-04 08:35:36

(Bl systemadn v = e M @ sysemadministrator -

1

Q@ &

to200of621 B PP

= Updated

Search

2022-02-03 04:51:44

2mo ago

2022-02-03 02:31:10

2mo ago

2022-02-03 02:31:10
ago

2022-02-03 02:31:13

2022-02-03 02:31:11

2022-02-03 02:31:17

2022-02-03 02:31:12
mo ago

2022-02-03 02:31:13
mo ago

2022-02-03 02:31:10
2mo ago

e Above the User ID list, Click the “New” button. A new User form will be

displayed.
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ServiCenOW. serice Management @ SystemAdministrator + Q. ¢ () &

- User -— -
() < = Newrecord & = ooo Ssubmit

= * ©)

UserID  security_admin Email
Configuration
First name security Calendar integration Outlook v
¥ ClLifecycle Management
Last name admin Time zone System (America/Los_Angeles) v
CI State Registered Users
Title Q Business phone
Password Reset
Department Q Mobile phone
Blocked Users
Password  seseseses Photo Click to add...
Organization
Password needs reset Geolocation tracked
Users
Locked out Location Q
Territories
Active Vv
Users
Web service access only
System Security
Internal Integration
'V Users and Groups User

@ Date format System (yyyy-MM-dd) v

e Fillin the form.

Note: Example values for the User ID title and email address are shown in the table below.

Field Description

User ID Unique User ID for the role in your ServiceNow
Platform instance. An example is security admin.

First Person you are assigning

Name

Last Person you are assigning

Name

Title Job Title, for example, security user

Zasswor Unique password created for this role

Email Unigue email address

e Click “Submit.” Once submitted, you can assign the role.
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SErviCeNOW. service Management

= *
Configuration
'V ClLifecycle Management
Cl State Registered Users
Password Reset
Blocked Users
Organization
Users
Teritories
Users
System Security
W Users and Groups
Users
Groups

Roles

(O)

(o= Usr
== New record
User ID
First name
Last name
5 Company
Title
Department
Password
Password needs reset
Locked out

Active

Related Links

View linked accounts

View Subscriptions

[

(Bl systemadn v

Test.user
Test
used
Acer Qo
Q
Q.
v

Email
Calendar integration
Time zone

Business phone
Mobile phone

Photo

vip

Managed domain

5 R @ oo -

Outlook

System (America/Los_Angeles)

Click to add.

A
Tt

000

Q@&

Submit

e Click the name of the new user you created.

SErviCenOW. service Management

(©)
= * ©

Configuration
¥ ClLifecycle Management
Cl State Registered Users
Password Reset
Blocked Users
Organization
Users
Territories

Users

System Security

W Users and Groups
Users
Groups

Roles

(O)

(Bl systemadn v
vses [ seoren creme v s

@© Primary email device created for security admin

(B T oA
& Q

= UserID

Search

security_admin

aes.creator

© 0 ©

©

Help Desk

e

manifah.masood

guillermo.frohich

© e

instance.sec.user

@

andrew.och

@

aqib.mushtag

@

arya hajarha

bushra.akhtar

@

= Name

Search

security admin

hasti test

Creator User

User1

Manifah Masood

Guillermo Frohlich

Performance Analytics Security Center
User

Andrew Och

Aqib Mushtaq

Arya Hajarha

Bushra Akhtar

= Email = Active
Search Search
true
true
true
help.desk@example.com true
manifah.masood@example.com true
guillermo.frohlich@example.com true
true
andrew.och@example.com true
aqib.mushtaq@example.com false
arya.hajarha@example.com true
bushra.akhtar@example.com true

= Created ¥
Search

2022-03-2822:11:40
just now

2022-02-16 0107:54
2022-02:030331:52
2022-01-1101:52:08
2022-01-0808:13:35

2022-01-08 07:04:03

2022

01-05 00:52:12

2022-01-04 08:45:02
2022-01-04 08:35:36

2022-01-04 08:32:04

2022-01-04 08:25:39

to200f622 P

= Updated
Search

2022-03-28 22:11:40

2022-02-03 04:51:44
2moago

2022-02-03 02:31:10
2mo ago
2022-02-03 02:31:10
2mo ago
2022-02-03 02:31:13
2mo ago
2022-02-03 02:31:10
2mo ago
2022-02-03 02:31:14
2mo ago
2022-02-03 02:31:11

2022-02-03 02:31:17

2022-02-03 02:31:12

= s @ semniminiswator - O @) BB

»>>

X

® Once the record is open, scroll down and go to the Roles section, and
click “Edit”.
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SErviCenOW. service Management

®
= * o

Configuration
¥ ClLifecycle Management
Cl State Registered Users
Password Reset
Blocked Users
Organization
Users
Teritories
Users
System Security
W Users and Groups
Users
Groups

Roles

(O)

— Use
< = security admin

Department
Password

Password needs reset
Locked out

Active v

Update | Delete

Related Links
View linked accounts
View Subscriptions
Reset a password

Roles = Groups Delegates Visibility domains

S/ User=security admin

& Q

Search

= Role = State

SystemAdn v VMware Car v

Y ‘.__—. 000  Update

Photo Click to add...
VIP

Managed domain

= Inherited = Inheritance Count

No records to display

Delete

= @SystemAdminislmtor ML =) B

¥

e When the Edit Members form displays, enter x_cdsp_vectra_c_it.vectra_admin in
the Collection field.
® Inthe Collection column, select x_cdsp_vectra_c_it.vectra_admin and move to
the Roles list.

Click the Save button.
Scroll down and open the role: “ x_cdsp_vectra_c_it.vectra_admin”
Scroll down and click on the “Edit” button.

Search the roles to be added.
Select the roles and move it to “Contains Roles List” by either double-clicking on
the role or clicking on the right arrow.
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Cancel m

AddFilter || Runfilter |®

-- choose field -- v ‘--oper-- v -—-value--
Collection Roles List
Q vectraadmin vectraadmin
action_category_creator itil

action_designer
activity_admin

personalize_dictionary
x_cdsp_vectra_c_itvectra_admin

activity_creator
actsub_admin
actsub_user

admin

agent_admin Ey
agent_security_admin (
agent_workspace_user E]
ais_admin

ais_high_security_admin

aisa_admin

analytics_admin

analytics_task_admin

analytics_viewer

Annatncamant admin

e When the Edit Members form displays, enter sn_si.admin and
export_set_scheduler in the Collection field.

® Inthe Collection column, select x_cdsp_vectra_c_it.vectra_admin and move and
export_set_scheduler to the Roles List.

® Click the Save button.

2. Create Analyst User
e All of the steps for creating admin users are applicable for analyst users also, but
you must add roles specific to analyst i.e. x_cdsp_vectra_c_it.vectra_user.
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Edit Members Cancel m

lAddFilter Runfilter |®

-- choose field -- v | —-oper-- v --value--
Collection Roles List
Q analyst analyst
action_category_creator personalize_dictionary
action_designer x_cdsp_vectra_c_itvectra_user
activity_admin

activity_creator
actsub_admin
actsub_user

admin

agent_admin
agent_security_admin
agent_workspace_user
ais_admin
ais_high_security_admin
aisa_admin
analytics_admin
analytics_task_admin
analytics_viewer

Annatncamant admin

&

A

Cancel w

2.1.5. Create Users: MSP

The ServiceNow platform admin creates the various users for the Vectra ITSM applications
for ServiceNow.

Username (for example) Role to be assigned

Security Admin x_cdsp_vectra_c_it.vectra_admin
personalize_dictionary
itil

Security Analyst X_cdsp_vectra_c_it.vectra_user

personalize_dictionary

MSP Admin x_cdsp_vectra_c_it.vectra_admin
personalize_dictionary
itil

X_cdsp_vectra_c_it.msp_admin

The example below shows how to create a Vectra user and assign a role to it.

Role Required: System Administrator
Procedure:

1. Create Security Admin User
e Navigate to Organization > Users.
e Click the Users module.
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SErviCeNOW. senvcewanagement D &I @ svcrrimiisno - O R @ &
() = Usersm Search | Created ' 1 to200f621 P PP

<
= * O RS
3 (o} = UserID = Name = Email = Active = Created ¥ = Updated
Configuration
Search Search Search Search Search Search
W Cl Lifecycle Management
(©  hastitest hasti test true 2022-02-16 01:07:54 2022-02-16 01:07:54
Cl State Registered Users
®  aesaeator @y o 2022-02-03 03:31:52 2022-02-03 04:51:44
Password Reset e e
(@  HelpDesk User1 help.desk@example.com true 2022-01-1101:52:08 2022-02-0302:31:10
Blocked Users e 2moago
Organizati (@  manifah.masood Manifah Masood manifah.masood@example.com true 2022-01-0808:13:35 2022-02-0302:31:10
rganization 3moago 020
e @  guillermofrohich Guillermo Frohlich guillermo.frohlich@example.com true 2022-01-0807:04:03 2022:02:03 02:31:13
Teritories ®  instancesecuser Performance Analytics Security Center — 2022-01-05 00:52:12 2022-02-03 02:31:10
" User 3mo ago 2mo ago
u '
sers @  andrewoch Andrew Och andrew.och@example.com true 2022-01-04 08:45:02 2022:02:03 02:31:14
System Security ~ 2 e
@  agibmushtag Aqib Mushtaq agib.mushtag@example.com false RIS 2022:02:03 02:31:11
W Users and Groups
® Arya Hajarha arya.hajarha@example.com true 2022-01-04 08:32:04 2022-02:030231:17
Users
()  bushraakhtar Bushra Akhtar bushra.akhtar@example.com true 01-04 08:25:39 1‘}(22‘;91'03 02:31:12
Groups
(@  slAManager SLA Manager sla.manager@example.com true 2022-02:0302:31:13
Roles il
@ @  slAAdmin SLA Admin sla.admin@example.com true ARTEIBEEED ??2%;92'03 02:31:10
i i “ " b f illb
e Above the User ID list, Click the “New” button. A new User form will be
ServiCeNOW. service Management @ sysemadminsatr - Q. (R (B B
d = e f = oo submit

UserID  security_admin Email =
Configuration
First name security Calendar integration Outlook v
'V Cl Lifecycle Management
Lastname  admin Time zone System (America/Los_Angeles) v
Cl State Registered Users
Title Q Business phone
Password Reset
Department Q Mobile phone
Blocked Users
Password e Photo  Click to add.
Organization
Password needs reset Geolocation tracked
Users
Locked out Location Q
Territories
Active Vv
Users
Web service access only

System Security

Internal Integration
'W Users and Groups User

@ Date format System (yyyy-MM-dd) v

o Fill in the form.

Note: Example values for the User ID title and email address are shown in the table below.
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Field

Description

User ID

Unique User ID for the role in your ServiceNow
Platform instance. An example is security admin.

First
Name

Person you are assigning

Last
Name

Person you are assigning

Title

Job Title, for example, security user

Passwor
d

Unique password created for this role

Email

Unique email address

e Click “Submit.”

SErVviCeNOW. serviceManagement

users

=] *
Configuration
¥ ClLifecycle Management
CI State Registered Users
Password Reset
Blocked Users
Organization
Users
Teritories
Users
System Security
W Users and Groups
Users
Groups

Roles

(O)

< = Newrecord

User ID

First name
Last name
s Company
Title
Department
Password

Password needs reset

Locked out
Active
Related Links
View linked accounts

View Subscriptions

Test.user

Test

Once submitted, you can assign the role.

o AR @ - QPO @

Email

Calendar integration

used

Acer

Time zone

Business phone

Q Mobile phone

Q Photo

VIP

Managed domain

Outlook

System (America/Los_Angeles)

Click to add.

—

000 Submit

® Click the name of the new user you created.
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SErviCenOW. service Management

= * (C]
Configuration
¥ ClLifecycle Management
Cl State Registered Users
Password Reset
Blocked Users
Organization
Users
Territories
Users
System Security
W Users and Groups
Users

Groups

Roles

(O)

o 5P @ o~ QP @ @

= ves [ sern | comed v seaen

@® Primary email device created for security admin

(B F oA
B QO =userd
Search
0 [ ]
(@  hastitest

e

aes.creator

Help Desk

@

manifah.masood

© e

guillermo.frohich

@

instance.sec.user

@

andrew.och

@

aqib.mushtaq

arya.hajarha

bushra.akhtar

© ©

= Name

Search

security admin

hasti test

Creator User

User1

Manifah Masood

Guillermo Frohlich

Performance Analytics Security Center
User

Andrew Och

Aqib Mushtaq

Arya Hajarha

Bushra Akhtar

= Email

Search

help.desk@example.com

manifah.masood@example.com

guillermo.frohlich@example.com

andrew.och@example.com

agib.mushtag@example.com

arya-hajarha@example.com

bushra.akhtar@example.com

= Active

Search

true

true

true

true

true

true

true

true

false

true

true

= Created ¥
Search

2022-03-28 22:11:40
justnow

22-02-16 01:07:54

about a month ag:

2022-02:030331:52
2022-01-1101:52:08
1022701708 08:13:35
3?2%121-08 07:04:03
??2%191-05 00:52:12
szZZV-?l-M 08:45:02
2022-01-04 08:35:36
2022-01-04 08:32:04

2022-01-04 08:25:39

1 to200f622

= Updated
Search
2022-03-28 22:11:40

2022-02-16

abouta month

07:54

2022-02-03 04:51:44
2mo ago
2022-02-03 02:31:10
2mo ago
2022-02-03 02:31:10
2mo ago
2022-02-03 02:31:13
2mo ago

2022-02-03 02:31:10

2022-02-03 02:31:11

2022-02-03 02:31:17

2022-02-03 02:31:12

> >

X

click “Edit”.

SErviCeNOW. service Management

()

=] * ®©
Configuration

¥ ClLifecycle Management

Cl State Registered Users

Password Reset

Blocked Users
Organization

Users
Teritories

Users

System Security

W Users and Groups

Users
Groups

Roles

(O)

(= Usr
= security admin

Department

Password

Password needs reset

Locked out
Active v

Update Delete

Related Links

View linked accounts

View Subscriptions

Reset a password
Roles = Groups Delegates

User =security admin

Q, = Role

N

Visibility domains

v | Search

= State

SystemAdn v

= Inherited

No records to display

VMware Car v

Photo

vIP

Managed domain

Once the record is open, scroll down and go to the Roles section, and

&

—

Click to add...

= Inheritance Count

000

Update  Delete

= QSysKemAdminislmtor MRS =) I

¥

[ ]

the Collection field.
[ ]

the Roles list.

Click the Save button.
[ ]

Scroll down and open the role: “ x_cdsp_vectra_c_it.vectra_admin”

When the Edit Members form displays, enter x_cdsp_vectra_c_it.vectra_admin in

In the Collection column, select x_cdsp_vectra_c_it.vectra_admin and move to
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Scroll down and click on the “Edit” button.

Search the roles to be added.

Select the roles and move it to “Contains Roles List” by either double-clicking on
the role or clicking on the right arrow.

Edit Members Cancel m

[ AddFitter || Runfitter |@

-- choose field -- v | --oper-- v --value--

Collection Roles List
Q vectraadmin vectraadmin
action_category_creator itil
action_designer personalize_dictionary
activity_admin x_cdsp_vectra_c_itvectra_admin
activity_creator
actsub_admin

actsub_user

admin N
agent_admin ‘Ll
agent_security_admin )
agent_workspace_user E’
ais_admin

ais_high_security_admin

aisa_admin

analytics_admin
analytics_task_admin
analytics_viewer

Annatncamant admin

B -

e When the Edit Members form displays, enter sn_si.admin and
export_set_scheduler in the Collection field.

e In the Collection column, select x_cdsp_vectra_c_it.vectra_admin and move and
export_set_scheduler to the Roles List.

e C(lick the Save button.

2. Create Analyst User
e All of the steps for creating admin users are applicable for analyst users also, but
you must add roles specific to analyst i.e. x_cdsp_vectra_c_it.vectra_user.
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Edit Members

3. Create MSP Admin

e All of the steps for creating admin users are applicable for MSP Admin also, but

AddFilter || Runfilter |®

‘ -- choose field -- v | —-oper-

Collection

v --value--

Roles List

Q

analyst analyst

action_category_creator
action_designer
activity_admin
activity_creator
actsub_admin
actsub_user

admin

agent_admin
agent_security_admin
agent_workspace_user
ais_admin
ais_high_security_admin
aisa_admin
analytics_admin
analytics_task_admin
analytics_viewer

Annatncamant admin

personalize_dictionary
x_cdsp_vectra_c_itvectra_user

(]

Cancel ﬁ

you must add roles specific to MSP Admin i.e. x_cdsp_vectra_c_it.msp_admin.

2.2.

2.2.1.

Collection

@

action_category_creator
action_designer
activity_admin
activity_creator
actsub_admin
actsub_user

admin

agent_admin
agent_security_admin
agent_workspace_user
ais_admin
ais_high_security_admin
aisa_admin
analytics_admin
analytics_filter_admin
analytics_task_admin
analytics_viewer

Configurations

Authentication Configuration

am) \ /

Roles List

Abel Tuter

itil

personalize_dictionary
x_cdsp_vectra_c_it.vectra_admin
x_cdsp_vectra_c_it.msp_admin

Cancel m

Required roles: Application admin OR System administrator

The user needs to configure the Authentication Configuration to establish the
authentication and communication between ServiceNow and Vectra Detect.
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e Users should be able to see the ServiceNow Incident Response Integration with
Vectra SAAS Authentication Configuration by navigating to

e All

e Vectra XDR for ITSM

e Authentication Configurations.

Open the Vectra Cloud for Authentication Configurations and add details in the
below-listed fields and submit.
« Name: String field where the user will enter the name of the integration
configuration.
< Vectra Detect URL: URL type field where the user will enter Vectra
Detect instance URL in “https://<vectra-instance-url>” format.
< Client Id: Password type field where the user will enter the Client ID of
the authorization credentials.

‘7‘ _ Authentication Configuration P
[~ ) = Auth-2

E= ‘ Update H Delete ‘

This authentication configuration record is used to connect to the Vectra XDR platform

« Name: Unique name to identify the Authentication Configuration
o Vectra XDR URL: Provide the URL of the Vectra XDR platform

o Client ID: Provide the Client ID

o Client Secret Key: Provide the Client Secret Key

Note: Vectra XDR URL should be in https://00000000000.xyz.portal.vectra.ai format

> Name Auth-2

> VectraXDRURL https://308714519558.cc1.portalvectra.ai ‘ a8

> Client 1D

> Client Secret Key | eooeosscce

‘: Update H Delete ‘

% Client Secret Key: Password type field where the user will enter a Client
secret key.

K2

< All the fields are mandatory and are highlighted with an asterisk.

2.2.2. Cl Lookup Rule

Based on the configured ClI Lookup rules,it will attach the Cl records that exist in the
CMDB and link with the Incident.

Note: The table selected in the Cl Lookup rule does not have configuration items then
Incident will not have association with Cl and remain blank.

Login to the ServiceNow instance.

Search for the “Cl Lookup”.

Click on New Button.

Provide the Name,Look up method ,Source field and select value in destination
fields “Search on table” and Search on field.

o Click on the Submit button.
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_ VectraCloud CI Lookup Rule ¢ =
~ Rule-1 -

« Name: The name of the rule

« Order: The order in which this rule should be evaluated relative to other rules

o Lookup method: The method used for matching which is either a custom script or selecting a table and field in the CMDB
o Active: The flag that indicates whether the rule is active or disabled

« Source field: The specific source field from Vectra Cloud Finding data that is being used as input to this rule

> Name | [0TSR > Order 100

Lookup Method | Field Matching v\ Active [ ]

Define the source field from Vectra Cloud Finding data for the lookup rule

> Source Field ‘ name ‘

Description

For Field matching rules, specify the table and field to search within the CMDB. Fields must be a string or number. For Script rules, implement the script following the comments included in the
template of the default function.

| X Search OnTable | Hardware [cmdb_ci_hardware] ‘ | >k SearchOnField | Name v

e When using the lookup method as “script” make sure to include domain query
in the script, to avoid mapping incorrect Cl items during data ingestion.

<| = Vectra XDR Cl Lookup Rule P
=~ Initech

i)

-

o Active: The flag that indicates whether the rule is active or disabled
» Source field: The specific source field from Vectra XDR Finding data that is being used as input to this rule

> Name ‘ Initech ‘ > Order 100

Lookup Method | Script v Active

Define the source field from Vectra XDR Finding data for the lookup rule

* SourceField | name |

Description

For Field matching rules, specify the table and field to search within the CMDB. Fields must be a string or number. For Script rules, implement the script following the comments included in the template of the default function.

> Script @) Turn on ECMAScript 2021 (E512) mode @

o olew[sE]Alv[~]E[@[EB][%] %] ]
17 var gr = new GlideRecord("“cmdb_ci_hardware”);
18 gr.addQuery (“name" , sourcevalue);
19 gr.addQuery("sys_domain”, "c94122494a362312007f2ce5bd787681]"); |
2 // OR gr.addQuery("sys_domain”,rule.sys_domain);
21 Br.query();
22 if(gr.next()){
2 return gr.getvalue("sys_id");
24
25 return null;

26 })(rule, sourcevalue, sourcePayload);

2.2.3. Incident Profiles

This section describes options for bringing Vectra entities and detections into ServiceNow
and creating Incidents based on Incident creation criteria. Set conditions like when a
Vectra entity should generate ServiceNow Incidents in an automated way.

Role Required: Vectra admin/System admin
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® As ServiceNow Vectra App Admin, | should be able to configure the profile to control the
Vectra Detect data flow. | should be able to control what data to fetch from the Vectra
Detect and convert it to Incidents in ServiceNow.

2.2.3.1. Basic Configuration
Role Required: Vectra admin

Procedure:

Login to the ServiceNow instance.

Navigate to Vectra application > Incident Profile.

Enter Profile Name and select “Source Integration”.

Provide the order in which the scheduler picks the Incident Profile.

Provide the details in Filter Criteria.

Entity Prioritized is default set to “True” so select value accordingly.

Provide the value in the “Entity Urgency” field. Entity Urgency accepts a value
between 0 to 100.

— Incident Profile
= Profile-1

Incident Creation Criteria Field Mapping Scheduling

used to connect to the Vectra XDR.
ntify the Incident Profile.

. 4
« Description: Brief description of the Incident Profile.
« ord scheduler picks the Incident Profile.

Filtering Criteria

Configure filters tofetch Entity from Vectra XDR.

ities.
Select category of 3 Detection.
* Detection Type: Provide type of 2 Detection.

Entity Prioritized | False

Detection Category | Lateral Movement

Detection Type

® Select the Value for “Entity Prioritized”. The default value is “All”.

® Provide a “Tag” to filter data tag-wise.(Tag populates in the list after one
successful job run).

® Select “Detection Category” and provide “Detection Type” to filter data and
based on the Detection filters, it fetches the detections.

e Now click on the Next button to move to the Incident CreationCriteria tab.

2.2.3.2. Incident Creation

Procedure:

e Login to the ServiceNow instance.
e Navigate to Vectra application > Incident Profile.
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Complete the Basic Configuration.

Click on Next to move to “Incident Creation”.

[J=

Incident Profile
Profile -1

Basic Configuration

Incident Creation

Incident Creation Criteria

Define what kind of Entities should be converted to Incident. Filter conditions are case-sensitive.

« Entity Criteria: Used to apply filter conditions on fields associated with the Entity .
« Detection Criteria: Used to apply filter conditions on Detection fields.

Entity Criteria ‘ Add Filter Condition H Add "OR" Clause ‘

-- choose field --

v | -—-oper-—

Detection Criteria ‘ Add Filter Condition H Add "OR" Clause ‘

Entity Criteria:

Entity Criteria has an Entities field to choose from.

-- choose field --

v | —oper—

--value -

--value -

Field Mapping

Select the fields to create single or multiple conditions; based on the
condition, it will create Incidents from entities.

Select “AND” or “OR” to add multiple conditions.

Between Entity and Detection criteria there is an OR condition so if
either of the conditions gets matched, the application will create the

Incident.

e.g. if there are no entities matching the condition provided here, it will
look for the detection condition, if the detection condition gets matched

application will create the incident based on the detection condition.

Detection Criteria:

Detection Criteria has a Detections field to choose from.
Select the fields to create single or multiple conditions and based on
that, Incidents should be created.

Select “AND” or “OR” to add multiple conditions.
Note: “OR” condition applies between Entity Criteria and Detection so if

any of the conditions match, the application will create incidents.
Fallback User:

Specify the user to assign the entity to that user on Vectra Respond UX

if assigned to users of Incident is not present on Vectra Detect.
Click on the “Next” button to save the changes and move to the next

tab.

If the provided “Fallback User” does not exist on Vectra Respond UX

then “Fallback User provided does not exist on Vectra Detect” an error

message should be displayed.
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2.2.3.3.

e When assigning the user from the Incident and the selected user is not
present on Vectra then in this case, it will check for the user provided in
the Fallback user and will assign that user on Vectra entity.

Incident Creation

Define what kind of Entities should be converted to Incident. Filter conditions are case-sensitive.

« Entity Criteria: Used to apply filter conditions on fields associated with the Entity .
» Detection Criteria: Used to apply filter conditions on Detection fields.

Entity Criteria [ Add Filter Condition H Add "OR" Clause ]

‘ Entity Type v H is V‘ ‘ host ‘ | AND HE‘

Detection Criteria \ Add Filter Condition H Add "OR" Clause ‘

Fallback User

‘ -- choose field -- v ‘ -- oper -- --value --

By default "Assigned to" field of a Incident will be utilized to assign the entities to a user on Vectra XDR. If the respective user doesn't exist on Vectra XDR then the fallback user will be the

default assignee.

>k Fallback User [l ]

‘ Previous ‘m

Field Mapping

This section shows how to map Vectra Entity fields with ServiceNow ITSM Incident

fields.

Role Required: Vectra admin

Procedure:
® Login to the ServiceNow instance.
e Navigate to Vectra application > Incident Profile.
e Complete the Basic Configuration and Incident Creation Criteria.
® Click on Next to move to the “Mapping” tab.
e Inthe “Field mapping” tab, there are two sections. On the left side, there

are fields for “Entities” and on the right side, there are fields for “ Incidents”.
Provide which fields of Entities get mapped with which fields of Incidents.
You can also provide Input expression value by entering the value in the text
field.

Create multiple field mappings and can also drag and drop entities fields to
map with Incident fields.

Add a custom value (Input Expression) to the entity field after dropping it to
the right side in the Ul apart from the reference fields of the Incident table.
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e To add “Add More” pairs of Input Expressions to map more fields and to
remove a pair of Input Expressions click on the remove icon to remove the
mapping.

e You can add/remove Incident fields by clicking on the remove (minus)/add
(plus) buttons.

e Different Incident fields can be selected from the dropdown list as needed.

e To map default fields click on the “Apply Defaults” button on the right side of
the “Mapping Entity Fields to Incident Fields” heading in the “Field
Mapping” tab. When it is clicked the default field mapping should be
applied.

o Now click on the Next button to move to the Scheduling section.

® Note: Single field of Vectra can be mapped against single field of ServiceNow
fields. One field cannot be mapped twice with the ServiceNow field.

) o inddenrotie
= = we

Basic Confguration Incident Creston Crtaria Fied Mapping Scheduling

Mapping Entity Fields to Incident Fields

Incidant Fields

2.2.3.4. Scheduling

Use this page to control when or how often data is collected from Vectra Detect.
There are two settings that can be configured: Recurring Data Collection and
One-Time Data Collection.

Role Required: Vectra admin
Procedure:

Login to the ServiceNow instance.

Navigate to Vectra application > Incident Profile.

Complete the Basic Configuration, Incident Creation Criteria, and Mapping.
Click on Next to move to the “Scheduling” tab.

Check the Recurring data collection checkbox.

Enter time Interval in seconds. The default Interval time is 60 Seconds.
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® Provide the Collection Start time as per the need from the calendar. The
Collection Start date can be a future date only.

e If the future date is provided then ingestion will start at that provided future
time.

e Optionally, to configure data ingestion for a bounded window of time in the
past, check the One Time Collection Checkbox.
Provide a One-time data collection Start time in “Collection Start Time”.
Once the One-time data collection is completed the Recurring ingestion will
start based on the date provided.

® Now Click on the “Finish button”. After clicking on Finish, a pop-up window
warns that the profile is inactive and suggests activating the profile.

® Next you are navigated to the Incident Profile page and you can see the
profile you created in the list.
You can create multiple profiles with different sources..
Inactive profile can make active by selecting the checkbox of Active from the
Basic Configuration tab while editing/updating the profile.

Notes:

e |If a user deletes the Authentication Configuration source which is configured
in the profile then that source will get deleted from the profile also and it
will not run the scheduler.

.
(] = iy o = o [

Basic Configuration Incident Creation Criteria Field Mapping Schedulin

Set a schedule to retrieve data and ingest Entities that match the criteria in the profile.

Recurring Data Collection

Recurring Data Collection

One-Time Data Collection

One-Time Data Collection

2.3. Use Cases

2.3.1. MSP Support

To use the MSP support user must activate the “Domain Separation” Plugin, to activate the
plugin follow below steps:
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a. Sign in to your Instance email account from https://support.servicenow.com/

b. From My Instance, under Instance Action, select Activate Plugin

.
servicennow. Now Support Search knowledge articles, product documentation, and more Q ‘ Tasks ja) &) Senvice-nowicom
My Support Instances ~ Automation Store Manage Accounts Trust Center Help Center
Instance Details
STATUS IP ADDRESS DATA CENTER PLUGINS Actions
(® Family release available I
San Diego Patch 7
Sep 27,2022 (Last Updated) Administration Reports x
3
Activate Plugin Database Footprint E
Admin Password Reset List of backups for the instance 2
Scheduled change(s) / case(s) P1-Free: 100% Updat .
@ gef =) ® ¢‘ P Remove Demo Data My IP Information
Rename an Instance
Changes
Reprovision Email
* Retire an Instance
- No upcoming ct Upgrade or Patch an Instance
g Seems like there is no data cy
- zBoot an Instance (Non-Prod)

c. Search for the plugin “Domain Support - Domain Extensions Installer” and click
Activate > Activate plugin

d. Once you click Activate plugin, a request is sent for plugin activation. Once the
Plugin is activated, you will receive a notification mail indicating so.

Activate Plugin &
Your ServiceNow Administrator can activate most plugins within an instance as listed on the Plugin Product Documentation.
1. Each activation is separate, please submit only 1 plugin per request.
2. Plugin activation scheduling:
* Allrequests require at least 2 business days for processing.
* Ifyou need the plugin sooner than the 48-hour timeframe, please update the record with your request. After your plugin request

has been approved, you can modify the planned start date to the next available time by clicking the Reschedule button at the top of
the record.

o Ifthereisa ServiceNow Change freeze in effect, THE PLUGIN ACTIVATION MAY BE DELAYED.

3. Store Apps are available here. For assistance with installing Store Apps, please reach out to Technical Support by opening a case.

*What is your target instance
o IS

If you are not able to find the on-premise instance in the choice list, create a case with technical support.

*Which plugin would you like to activate

[ Domain Support - Domain Extensions Installer] Q ‘

Domain Support - Domain Extensions Installer

Cancel

e. Once the plugin is activated on the instance, you can install the application.
After the plugin is activated user may see the following changes in that instance:

e [f any configuration is configured by the user with any domain, then we can see that those
configurations will be made in the same domain of the user.
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e create a new incident profile click the button on the top right corner.

= ¥V & IncidentProfiles Order - Ibearch ] <:)| ml

Al

Q Name Authentication Configuration Order Active Last Collection Time State Updated Created

® Once the profile is created users may change the layout using the gear icon on the top right
corner to see the domain column.

= Y © icdentprfie] e e ] "6 [ rctomonsetctcarne. - [

Al

[] @ Name Authentication Configuration Order Active Last Collection Time State Updated Created

Initech Initech false (empty) Waiting for Data 2025-05-27 22:18:09 2025-05-27 22:16:51

® |n the “Personalize List Column” select “domain” and shift it to “Selected” list

Personalize List Columns X
Available Selected

API Filter - Name &

Active Tab Authentication Configuration

Advance Detection Filter Order

Changed Input Initial Collection ... Active

Collection Start Time Last Collection Time

Created by State

Description Updated

Detection Category Created

Detection Criteria

DormatTeatT
Endpoint

Entity Criteria
Entity Prioritized
Entity State

Callbaclel L

v v

Wrap columntext [ | Compactrows | | Active row highlighting
Modern cell coloring

Enable list edit Double click to edit

Reset to column defaults m

e Now we can see the domain of the configured profile.

= ¥ © IncidentProfiles| Order - [search | @ | Actionsonsetectedrovs.. - [
Al
[] @ Name Authentication Configuration Order « Active Last Collection Time Domain State Updated Created
Initech Initech false (empty) TOP/Initech Waiting for Data 2025-05-27 22:18:09 2025-05-27 22:16:51

e Now if any entity, detection, incident is pulled/created by these profiles then those will be
populated in the same domain.

Note : Domain Separation is never activated on production instances containing customer data.
Instead, it is enabled on a new instance, and customer data is migrated directly into the
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2.3.2.

appropriate domains. This is because, prior to Domain Separation being activated, all data
resides in the global domain. Once Domain Separation is enabled, any data remaining in the
global domain becomes visible across all domains, potentially exposing sensitive information.

Entity and Detection Ingestion

Ingest entities and Detections from Vectra Detect to populate the entities in the Entities

table and Detection into the Detections table in ServiceNow.

Once you configure the Profile and active data collection the application starts fetching the

entities and detections from Vectra Detect and populates them in the entities and

detection table in ServiceNow.

Role Required: Vectra admin.

Procedure:
e Login to the ServiceNow instance.
e Navigate to Vectra ITSM> Select Incident Profile
® Provide the Incident creation criteria
e Navigate to the Entities table.
e Open any record to view the details
® See associated detection in the related list.
e Now navigate to the Detection table
® Both the tables are now populated with data.
e Open any record to view the details
e See the associated entity in the related list
2.3.2.1. Detection:
o All the fetched detections will be listed under the Detection table.
o Open any detection record to view, all fields will be read-only except .
o Users can mark detection as fixed. For that, click on the “Mark as Fixed”
button then detection will get inactive on the Vectra Detect. If Detection
is already fixed then the message “Detection is already fixed on Vectra
Detect” will be displayed on top of the form view.
o To download the PCAP file, click on the " Download PCAP” button the
PCAP file will be downloaded from Vectra Detect and attach the file to
the detection record.
o Note - Users should not be able to create detection records manually
from ServiceNow.
2.3.2.2. Entity:
o All the fetched entities will be listed under the Entity table.
o Open a record to view, all fields will be read-only.
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Note -Entity and Detection records cannot be updated or detected from
ServiceNow.

2.3.3. Automatic Incident Creation

® You can create a ServiceNow Incident automatically based on the Incident Creation

criteria(Entity and Detection).

e [f you have provided any conditions under” Incident creation criteria”, the app will

create an Incident and link entities in the Incident based on those conditions.

e Entities fields are mapped to Incident fields based on the saved profile in the Field

Mapping section of the Incident Profile.

e |[f the specified condition does not match then no incident gets created.

2.3.4. SOAR Actions

You can perform the actions from entities and Incident from the top menu. To view the

Vectra entities and Detection in the Incident form view, have to enable the “Show All

Related Lists”.Change the view of Incident to enable tabs on the Incident form view under

related list. And to do that please follow the below steps.

Change the view to enable the tabs “Vectra XDR Entity” and “Vectra XDR Detections”

e Click on the icon “Additional Action” and select the “View”.
Select “Vectra XDR” so it enables the tabs.

= Incident

Save

Add to Visual Task Board
Copy Incident

Create Incident Task
Create Outage

Create Problem

Create Request

Create Child Incident
Create Normal Change
Create Standard Change
Create Emergency Change
Refresh Impacted Services
Metrics Timeline

Follow on Live Feed

Analyze Access

Configure
Export

View

Create Favorite
Copy URL
Copy sys_id
Show XML
History

Notes

Reload form

v

Cxs_popup
Default view
ITAM Workspace
Major incidents
Metrics
Mobile
Password
playbook_card
Self Service
Service Operations Workspace
Service Operations Workspace New Record
Service Portal
SOW Assign Modal
SOW Incident Resolve Modal
SOW Modal
SOW-Incident-Overview
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Configuration Iltems | Affected Users | Child Security Incidents | Similar Security Incidents | Related Configuration Items | Related Users | Associated Observables

Response Tasks | Associated Phish Emails | Associated Phish Headers| | Vectra XDR Detections | Vectra XDR Entitiy (1)

2.3.4.1. Manual Incident Creation

You can create Incidents manually from an entity. A manually-created Incident’s
fields are populated based on the Field Mapping settings of the Incident Profile that
ingested the entities.

You can create Incidents only for an entity in an Active state.

Role Required: Vectra analyst
Procedure:

e Login to the ServiceNow instance.
e Navigate to Vectra > Entity

ServiCeNOW. service Management Bl octauit cic v Global B @ ssennmnsor - QL (R @) B
® = Alerts EEPNEINEPIEEE  search  Incident v | Search 1 to200f391 B PP

® (X I~
& O =o SRunState  =FirstEventTime = Reason Sincident v = SecurityIncident  =Severity ~ =TargetValue  =Type =DeviceName = Policy Name
Favorites
Search Search Search search Search Search search Search Search Search Search
VMware Carbon Black Cloud
a2b6bol6-
2= Configurations @ DB gy 020525TIz0506z e PPN Cmd e SIR0010211 2 Low caanamics ORUYEREVS62 Cyborg_Monitor
= U 6a 05 2oTL Invoked a system. PY) - wilent yborg |
aae99abel05a
lerts.
1930055¢-
= Application Logs 9c0b-ches- Aknown virus (PUP:
@ DIDNOT_RUN  2020523T16559:042 o Lol e ompty) SIR0010212 3 Low CBANALYTICS  Desktop-CB Cyborg_Monitor
(@ support Contact 9le22afbasof
Sedsbeet:
VMware Carbon Black Cloud 7832.0b35 The application
® e RAN 2022.05-24T07:43:297  202b521e-6242-4076- (empty) (empty) 3 MEDIUM CBANALYTICS  t564-w10byod default
Configurations 352896e8f8fb 2902
be2cclde:
Alests oo The application
@ RN 2022-0527T12:12:487  0e3d6d2d-06cc-486d- (empty) (empty) 3 MEDIUM CBANAYTICS  t564-w10byod default
Application Logs. b 9465-..
PP 5 9a746b9e3636
Support Contact 20839b3-
@ (I o wor RN 20205 24Tinassez A KTV Vs (Trojan (empty) (empty) 3 HIGH CBANALYTICS  SECA-Client VMRay-AV
Configuration V' ael: -NOT Kryptik) was dete. P! Pty - Y
b0219e479d94
M g The application
@ LA gy 202205-22T13:16:497  exq Ia:)sprexemvaksd (empty) (empty) 4 MISSON_CRITICAL CB_ANALYTICS T WN- Fortress Polic
vCenter i -05-22T13:16: P PY) PY) £ - KT6GOSGEPRU J
509b5b9bsaa3 ano-
Data Center
daafdscs-
~ ldi7-4494.
[0} @ s DID_NOT_RUN  2022-05-22T16:58:20Z (empty) (empty) 3 MEDIUM CB_ANALYTICS  Desktop-CB default

e Click to view any entity record in an Active state.

e Click on the Create Incident button (top/bottom).

e Clicking the “Create Incident” button creates the Incident for that
entity, maps the entity fields to the Incident field, and displays the
Incident ID in the entity record. You can navigate to the Incident by
clicking “Preview this record”.

e Open the Incident by clicking “Preview this record” > “Open record”.

e To view the list of entities associated with an Incident, perform the
following actions:
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Scroll down on the Incident Page

Under “Related Links,” click on “Show All Related Lists”

A new set of tabs will appear underneath.

Click on the “Entity” tab to view the list of entities associated with the

Incident.

e C(lick on the “Detection” tab to view the list of detections associated
with the Incident.

e On the entity page, you can also relate an entity to a pre-existing
Incident by clicking on the “Search” button next to the “ Incident” field (
i.e. “Looking using list”).

e The Incident table will be opened in a new tab.

e Search and select any Incident to attach the entity to the Incident.

® You can then open the Incident from the reference provided as

mentioned in the above steps.

2.3.4.2. Create Assignment

Can assign the user to the entity on the Vectra platform from Incident.
Role Required: Vectra analyst
Procedure:

Login to the ServiceNow instance.

Navigate to Vectra > Incident

Open record

Select the Group

Select the User to whom want to assign entity on Vectra

Click on the Update button to assign the user to the Entity.

It will assign the selected user to the entity on Vectra platform

If the selected user does not exist on the Vectra platform it shows an
error message stating user does not exist on the Vectra platform and
hence it assigns the user that is set as Fallback user in Incident profile.
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_ Incident ==
= INC0010305 View: Vectra Al 2 @ F*r =
Follow Update (| Addto Group H Create Security Incident H List Detections ” Mark all Detections as Fixed ] Reso
Number | INC0010305 | Channel | ~~None - v
> Caller ‘ ‘ Q ‘ State ‘ New v
Category ‘ Inquiry / Help v‘ Impact ‘ 3-Low v
Subcategory ‘ --None -- V‘ Urgency ‘ 3-Low v
Service ‘ ‘ Q ‘ Priority 5-Planning
Service offering ‘ ‘ Q ‘ I Assignment group I‘ Q

Configuration item ‘ ‘ Q ‘ I Assigned to I Q

Note: Create user with ID, Name and email ID while creating user.

2.3.4.3. Close Incident in ServiceNow

If you close an Incident with detections associated with it, then that incident gets closed
in ServiceNow only, it won't get synced with the Vectra entity.

Role Required: Vectra analyst

Procedure:
® Login to the ServiceNow instance.
e Navigate to Incident > Show All Incidents.
e Select any Incident that has detection linked to it.
e Go to the State field, select Recover, right-click on the Incident taskbar, and

select the Save Option
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_ Incident 2 e . . . . )
= INC0010114 View: Vectra_ai e * = [ Discuss H Follow H Update ” List Detections ” Mark all Detections as Fixed ][
Number ‘ INC0010114 Channel | --None-- v‘
> Caller ‘ Q | State " New VI
) New

Category ‘ Inquiry / Help v Impact | |, Progress ‘

OnHold
Subcategory ‘ --None - v Urgency | Resalved l

Service ‘ Q Priority | Canceled
Service offering ‘ Q Assignment group ‘ ‘ Q ‘
Configuration item ‘ Q Assigned to ‘ Q ‘

> Short description ‘ This Incident is created from Vectra Al for Entity:63 ‘ Q

Description | This Incident is created from Vectra Al for Entity: 63.Name: CABOT-DESKTOPENntity Type: hostUrgency Score: 28Entity
Importance: 1Privilege Category :LowLast Detection Timestamp: 2023-08-31 08:28:56

Related Search Results >

Notes | Related Records | Resolution Information

For “State”, select “Closed”.

_ Incident = o i : . . . (
= INC0010114 View: Vectra_ai e * = [ Discuss H Follow H Update H List Detections H Mark all Detections as Fixed ] Res
Number | INC0010114 Channel | - None - v
> Caller ‘ Q State [ New VI
N New
Category ‘ Inquiry / Help v Impact In Progress ‘
On Hold
Subcategory ‘ --None -- v Urgency
Service ‘ Q Priority.
Service offering ‘ Q Assignment group ‘ ‘ Q ‘
Configuration item ‘ Q Assigned to ‘ Q
> Short description ‘ This Incident is created from Vectra Al for Entity:63

Description | This Incident is created from Vectra Al for Entity: 63.Name: CABOT-DESKTOPENntity Type: hostUrgency Score: 28Entity
Importance: 1Privilege Category :LowLast Detection Timestamp: 2023-08-31 08:28:56

Provide a “Resolution code” and “Resolution note” in Closure Information
and right-click on the incident taskbar and click the Save option.

2.3.4.4. Download PCAP

Description: As a ServiceNow Vectra App Admin and Vectra Analyst, | should be able

to download the PCAP file from the detection form view.

Role Required: Vectra analyst
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Procedure:

e From the detection form view this action can be performed.
Click on the “Download PCAP” button to perform the action.
Once it downloads successfully the file should be attached to the detection and
a note should be generated under the “Activities” inside the Notes Section.

e |[f the PCAP file is already attached and the user again clicks on “Download
PCAP”, then the new attachment should be appended with an old attachment
after downloading.

[ﬂ = foECtIO:nS S += || Describe Detection ‘[ Download PCAP H Mark as Fixed

DetectionID 105 Incident Profile  Profile -1 ‘T
Name [ | Detection Type 4 ]
Detection Category lateral_movement State active
SrclIP TScore 80
Threat 80 CScore 70
Certainty 70 Sensor :
Sensor Name VectraX Assigned Date
Assigned To Last Timestamp 2023-09-11 19:11:08
2.3.4.5. Mark all detections as fixed for an entity

As a ServiceNow Vectra App Admin and Vectra Analyst, | should be able to mark all
the Detections for specific Entity as fixed in ServiceNow and the same changes should
also get reflected in the Vectra Detect.

Role Required: Vectra analyst

Procedure:

Login to the ServiceNow instance.
Navigate to Vectra application > Entity
Open entity form view

Click on “Mark all Detections as Fixed”

e On the entity form view there will be a button of “Mark all Detections
as Fixed” if the Detection is not fixed on the ServiceNow

Page 37 of 53



L]
SerV|Cen W Vectra XDR for ITSM Integration User Guide

2.3.4.6.

e Select single or multiple entities and click on “Mark all Detections as
Fixed”. So it will fix all the detection on the ServiceNow as well as on the
Vectra detect platform.

® You can also perform an action from the Incident, open any incident,
click on Entity Tab, select single or multiple Entity, and select the action
“Mark all Detections as Fixed” . So here it will mark Fix for the
detections which are not fixed. E.g. you have selected 20 entities and of
which 20 detections are there out of 20, 10 are fixed and 10 are not. So
it will show the pop-up “” and run the action.

e The Detections should be reflected as marked as fixed in the Vectra
Detect after marking fixed from ServiceNow and the “Fixed” checkbox
should get checked in the form in ServiceNow

Mark/Unmark Detection as fixed

As a ServiceNow Vectra App Admin and Vectra Analyst, | should be able to add a note
to an Entity in ServiceNow, and the same changes should also get reflected in the
Vectra Detect.

Role Required: Vectra analyst

Procedure:

Login to the ServiceNow instance.

Navigate to Vectra application > Detection

Open record to view

Select detection to open

“Mark as Fixed” is visible in the Detection form view when Detection is not fixed
on ServiceNow.

<]

(<< <]

Y & Detections | DetectionID ~ | Search + @

I Actions on selected rows...

Vl

Actions on selected rows...

Q. DetectionID Detection Category Detection Type Entity ID Fixed Certainty Threat
Search Search Search Search Search Search Search
76 reconnaissance AWS Sus'pect Escalation 10 true 40 40  2023-0
Reconnaissance
9 reconnaissance File Share Enumeration 17  true 5 5 2023-0i
37 command_and_control Hidden HTTPS Tunnel 63 false 0 0 2023-0
38 info New Host 63 false 0 0 2023-0i
10 reconnaissance Port Sweep 17  true 5 5 2023-0
6 reconnaissance Port Sweep 10 false 5! 5 2023-0 Re
41 reconnaissance Port Sweep 63 false 5 5 2023-0
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e Unmark as Fixed” is visible in the Detection form view when Detection is fixed
on ServiceNow.

e Based on the detection status Fixed/Not Fixed, the application shows the button
“Mark as Fixed /Unmark as Flxed”.

e Click on the button to perform the action, Mark as Fixed, so a confirmation
pop-up will be displayed.

e Click on the “Yes” button on the confirmation pop-up then that particular
Detection will be marked/unmarked as fixed on the Vectra Detect. Moreover, it
will add the notes in ServiceNow detection, based on action (Mark as
Fixed/Unmark as Fixed).

e Now select the detection which is fixed so the button “Unmark as Fixed” is
visible now click on the button so it shows the pop up when click on Yes, it will
mark all the selected detections as Not fixed on ServiceNow and on Vectra
Detect. Moreover, it will add the notes In ServiceNow detection, based on action
(Mark as Fixed/Unmark as Fixed).

® When clicking on “No” on the confirmation pop-up, the application will not
perform the action.

2.3.4.7. Describe Entity

Role Required: Vectra analyst

Login to the ServiceNow instance.

Navigate to Vectra application > Search for the Entity table

Open the record and you will see the button “Describe Entity”.

Click on the button

It will fetch the latest updated details of the entity from the Vectra platform and
update the entity details in the ServiceNow.

= Entit'y 414556547 t-1/lambdazadmin_ = [DescribeEn(ityH List Detections | T @

Incident  INC0010058 m Incident Profile  Profile-1 [a
Name AWS:884414556547/us-east-1/lambda: Urgency Score 53
EntityID 322 Severity High
Entity Type account Entity Importance 1
Account Type aws Attack Rating 5
Host Type Prioritized
Attack Profile  AWS Threat Actor Deep Link

https://308714519558.cc1.portalvectra.a
i/accounts/322?pivot=Vectra-
ServiceNow-1.0.0

Note: If the Incident profile is deleted then the action button will not be visible
on the entity form view.
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2.3.4.8. Describe Detection

Role Required: Vectra analyst

Login to the ServiceNow instance.

Navigate to Vectra application > Search for the detection table

Now open the record and click on the button “ Describe Detection”.

It will fetch the latest updated details of Detection from the Vectra platform
and update into the ServiceNow.

_ Detections D r - \
< | = AWSEC2Browsing Activity o= _[ Download PCAP H Mark as Fixed

DetectionID 167 Incident Profile  Profile -3 [ ®

Name AWSEC2 Browsing Activity Detection Type ~ AWS EC2 Browsing Activity

Note: If the Incident profile is deleted then the action button will not be visible

on the entity form view.

2.3.4.9. List Detection

Role Required: Vectra analyst

Login to the ServiceNow instance.

Navigate to Vectra application > Search for the Entity table or the Incident
table(This action can be performed from Entity and Incident table also).
Open the entity/Incident record to run the action.

On the form view you will see the “List Detection” button.

_ Entity
B 414556547/

it

o [ Describe Entity H List Detections | T

Incident
Name

Entity ID
Entity Type
Account Type
Host Type

Attack Profile

e lambdaadming
INC0010058 Incident Profile ~ Profile-1
AWS:884414556547/us-east-1/lambda: Urgency Score 53
322 Severity High
account Entity Importance 1
aws Attack Rating 5
Prioritized
AWS Threat Actor i
Deeplink 111s.//308714519558.cc1 portalvectraa

i/accounts/322?pivot=Vectra-
ServiceNow-1.0.0

Note: This action can perform from the Incident form view also.
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Favorites  History = Workspaces ~ Admin Incident - INC0010114 % ‘ Q_ Search
‘?} :r;lc(i:(é%nltmm Vizon Vizsis s @ ¥ = - ‘ Discuss H Follow H Update N List Detections Hl Mark all Detections as Fixed H Resolve H Deletq
L) X L ) ) )
Number [ l Channel | --None-- v
< Caller Q State | New v
Category | Inquiry/Help v Impact | 3-Low v
Subcategory | --None -- v Urgency | 3-Low v
Service Q Priority 5- Planning
Service offering Q Assignment group Q
Configuration item Q Assigned to Q

o Note: If the Incident profile is deleted, then the action button will not be
visible on the entity and Incident form view.

2.3.4.10. Add to Group

Description: As a ServiceNow Vectra app Admin and Operation User, | should be able
to add members in the Group from the Entity and Incident from using “Add to Group”

Ul action, and the same changes should also get reflected on the Vectra platform.

Role: Vectra analyst

Procedure:

® Login to the ServiceNow instance.
o Navigate to Vectra application > Search for the Security Incident or entity
table.
e This action can be performed from the Security Incident as well from the
entities form view.
e Now open the record and click on the button “ Add to Group”.
e |t opens the pop up to select the Type.
o Then select the relevant Type and group i.g. for Account type entities, select
the group that belongs to the Account type entity.
o Now enter value in the Member field e.g. If the type is Account then enter the
value e.g. uuid or ID.
® Members are added to the “members” list in the body. The member value
added depends on the group type. Below are the types and accepted values.
o Account Members: Add by uuid or entity ID(Integer)
o Host Members: Add by name or url(String) and ID(Integer)
o IP Members: Add by IP address (String)
o Domain Members: Add by domain(String)
o Now click on the “Submit” button to assign the Group and “Cancel” to not to
assign the Group.
e When clicked on Submit, It assigns the group to the entity on the Vectra
Platform and shows the information message on the Ul and the application

log.
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Add an member to a group X

Select group from the below drop-down and click on submit to assign member to the selected group.
e Type:Type of the group.

¢ Group:Name of the group.

¢ Member:Member that need to assign to the group.

Type* IP V]
Group® [ Cognito - Webex v ]
Member* { 192.165.58.3 ]

Note: If the Incident profile is deleted, then the action button will not be visible on
the entity form view also nor visible in the associate Incident form view.

2.3.4.11. Close detection

The user can close the detection with an appropriate reason in ServiceNow, and the
same changes will be reflected on the Vectra XDR detection.

Role Required: Vectra analyst

Procedure:
® Login to the ServiceNow instance.
e Navigate to Vectra application > Detections
e Open detection record which is active & have fixed & is_triaged - false
e Click on the “Close” button.
S = —— 4 @ = - | DescribeDetection || Download PCAP || Mark asFixed ||’P &
DetectionName  Azure AD Privilege Operation Anomaly Incident Profile  Test
Detection Category lateral_movement Detection Type  Azure AD Privilege Operation Anomaly
SrclP State active
First Timestamn  2025-06-23 12:44:37 I ast Timestamn  2025-06-23 13:06:48

e |t should open modal, select the reason for resolution & click submit.

Close Detection

Select Reason®

Remediated v
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e |[f the operation is successful, an info message will be displayed on the detection
form : “Successfully closed detection as <Reason> on the Vectra XDR
platform.”, a note will be added to the detection record & the reason value will
be set as the given reason value. If the selected reason is Benign, is Triaged field
will be checked, or if the selected reason is Remediated the Fixed field will be
checked.

e After closing detection, if there are no remaining active and open detections
linked to the entity, then the entity’s state will be changed to inactive.

e If the operation fails, an appropriate error message should be displayed on the
detection form & related failure notes will be added to the note of detection
record.

Notes:

e |[f user close detection or entity from the Vectra XDR portal, that detection or entity
details won’t be synced in the servicenow because only active entities are fetched from
the Vectra portal into the servicenow.

e [f a user closes a single detection or single active detection or all detections present for
any entity from servicenow, that entity and detection’s latest details won’t be synced in
the servicenow because only active entities are fetched from the Vectra portal into the
servicenow.

e If a user closes an entity from the servicenow, that entity and its related detections latest
state/details won’t be synced in the servicenow because only active entities are fetched
from the Vectra portal into the servicenow.

For all these above scenarios, user can perform the Describe Entity and Describe Detection action to
sync the entity and detection latest details.

2.3.4.12. Re-open detection

The user can Re-open the closed detection in ServiceNow, and the same changes will
be reflected on the Vectra XDR detection.

Role Required: Vectra analyst

Procedure:

® Login to the ServiceNow instance.
e Navigate to Vectra application > Detections
e Open detection record which is fixed/active & have either of fixed or is_triaged -
true
e Click on the “Reopen” button.
_  Detecti

<] = Aws[fllsoer:sHiiacking 4 @ = - | DownloadPCAP || Unmark asFixed NA
a

Detection Name ~ AWS User Hijacking Incident Profile
Detection Category  lateral_movement DetectionType AWS User Hijacking

SrclP State active
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e |t should open the modal for confirmation, click on the “Yes” button.

Reopen Detection

This operation will reopen the detection on the Vectra XDR

platform. Are you sure youwant to reopen detection?

e If the operation is successful, an info message will be displayed on the detection
form : "Successfully opened detection on the Vectra XDR platform.", a note will
be added to the detection record & is Triaged and Fixed fields will be unchecked
& the reason field will be cleared.
After reopening a detection, the entity’s state will be changed to active.

If the operation fails, an appropriate error message will be displayed on the
detection form & related failure notes will be added to the note of detection

record.

2.3.4.13.

Close Multiple Detections

The user can close multiple detection at once from list view in ServiceNow, and the
same changes will be reflected on the Vectra XDR detection.

Role Required: Vectra _analyst

Procedure:

e Login to the ServiceNow instance.

e Navigate to Vectra application > Detections

® Select one or more detections & click on the “Actions on selected rows” button
at the top-right side of the list view, you should be able see the “Close” Ul action
in the dropdown, click on it.

= Y & Detedions[DetedionlD -

Search |

All > State = active

[ Q  DetectionID Detection Category
35537 command_and_control
35420 command_and_control
35538 lateral_movement
35534 lateral_movement
35542 lateral_movement

Detection Type

Azure AD Suspicious
OAuth Application

Azure AD Suspicious
OAuth Application
Azure AD Unusual
Scripting Engine
Usage

Azure AD Unusual
Scripting Engine
Usage

Azure AD Unusual
Scripting Engine
Usage

= V¥ & Detections| DetectionID ~ | Search
All > State = active
[] @ DetectionID Detection Category Detection Type
Azure AD Suspicious
35537 ccommand_and_control OAuth Application
35420 command_and_control  ~2Ure/AD Suspicious

OAuth Application

Entity ID Fixed Certainty Threat
155 false 70 80
155 false o )
1019 false 60 70
994 false 60 70
1,020 true 60 70
Entity ID Fixed Certainty Threat
155 false 70 80
155 false [ 0

Last Timestamp

2025-06-20
14:49:28

2025-06-09
15:39:14

2025-06-23
13:14:45

2025-06-19
01:03:49

2025-06-23
13:53:20

Last Timestamp

2025-06-20
14:49:28

2025-06-09
15:39:14

@ & I‘ Actions on selected rows... v |

Incident Profile Domain Is Triaged State =
Test TOP/ACME false active
Test TOP/ACME true active
Test TOP/ACME false active
Test TOP/ACME true active
Test TOP/ACME false active

4 & & | Actionsonselected rows.. Vi

Actions on selected rows..

C
Close (2 of 5) I

Incldent Profile Domai Delete | 10 close all selected detections
Test TOP/AC| Delete with preview...

Mark as Fixed (2 of 5)
Test TOP/AC| Unmark as Fixed (1 of 5)

Reonen (3 of 5)
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It should open modal, select the reason for resolution & click submit.

Close Detections

Select Reason®

Remediated
Remediated

Benign

e |[f the operation is successful a note : “Successfully closed detection as
<Reason> on the Vectra XDR platform.” will be added to the detection record &
the reason value will be set as given reason value. If the selected reason is
Benign, is Triaged field will be checked, or if the selected reason is Remediated
the Fixed field will be checked.

e After closing detections, if there are no remaining active and open detections
linked to the entity, then the entity’s state will be changed to inactive.

e If the operation fails, an appropriate error note will be added to the note of
detection record.

Notes:

e If user close detection or entity from the Vectra XDR portal, that detection or entity details won’t
be synced in the servicenow because only active entities are fetched from the Vectra portal into
the servicenow.

e If a user closes a single detection or single active detection or all detections present for any
entity from servicenow, that entity and detection’s latest details won’t be synced in the
servicenow because only active entities are fetched from the Vectra portal into the servicenow.

e If a user closes an entity from the servicenow, that entity and its related detections latest
state/details won’t be synced in the servicenow because only active entities are fetched from
the Vectra portal into the servicenow.

For all these above scenarios, user can perform the Describe Entity and Describe Detection action to
sync the entity and detection latest details.

2.3.4.14. Re-open Multiple Detections

The user can Re-open multiple detections from list view in ServiceNow, and the same
changes will be reflected on the Vectra XDR detection.

Role Required: Vectra _analyst
Procedure:

e Login to the ServiceNow instance.

e Navigate to Vectra application > Detections

e Select one or more detections & click on the “Actions on selected rows” button
at the top-right side of the list view, you should be able see the “Reopen” Ul
action in the dropdown, click on it.
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= ¥V & Detections DetectionID ~ | Search @ é,l Actionsonselectedrows... v, |

All > State = active

[] @ DetectionID Detection Category Detection Type Entity ID Fixed Certainty Threat Last Timestamp Incident Profile Domain Is Triaged State -
Azure AD Suspicious 2025-06-20 o

35537 command_and_control OAuth Application 155 false 70 80 14:49:28 Test TOP/ACME false active
Azure AD Suspicious 2025-06-09 .

35420 command_and_control @it et 155 false 0 [ 15:30-14 Test TOP/ACME true active
Azure AD Unusual 2025-06.23

35538 lateral_movement Scripting Engine 1019 false 60 70 13:14:45 Test TOP/ACME false active
Usage T
Azure AD Unusual EEBLD

35534 lateral_movement Scripting Engine 994 false 60 70 01:03:49 Test TOP/ACME true active
Usage o
Azure AD Unusual D

35542 lateral_movement Scripting Engine 1,020 true 60 70 13:53:20 Test TOP/ACME false active
Usage e

= ¥V & Detections| DetectionID ~ | Search 4 & & | Actionsonselected rows.. v

Al St S active Actions on selected rows...
Close (2 of 5.
[ ] @ DetectionID Detection Category Detection Type Entity ID Fixed Certainty Threat Last Timestamp Incident Profile Domain| el { )
elete
35537 command_and_control gz:lfhﬁ ;‘l‘z:;ﬁ')f‘“s 155 false 70 80 igas;ggzo Test TOP/AQ| Delete with preview..
o Mark as Fixed (2 of 5)
Azure AD Suspicious 2025-06-09 A ied (10
35420 ccommand_and_control OAuth Application 155 false 0 0 15:39:14 Test TOP// pmark as Fix
Reopen (30f 5) I
Azure AD Unusual —
v lateral_movement ripting Engine K false. . -_ & est /! caeA °
] 35538 I: | Scripting Engi 1019 fal 60 70 222154365 2 Te TOP/AQ
Usage o Assign Tag:
Azure AD Unusual 20250619 New tag
35534 lateral_movement Scripting Engine 994 false 60 70 010349 Test TOP/AQ Android

e |t should open modal for confirmation.

Reopen Detection

This operation will reopen the selected detection(s) on the
Vectra XDR platform. Are you sure you want to reopen the
detection(s)?

e If the operation is successful a note : “Successfully opened detection on the
Vectra XDR platform.” will be added to each detection record & is Triaged and
Fixed fields will be unchecked & the reason field will be cleared.

After reopening detections, the entity’s state will change to active.
If the operation fails, an appropriate error note will be added to the note of
detection record.

2.3.4.15. Close Entity

The user can close the entity in ServiceNow, which will close all its active detection
in ServiceNow and changes will be reflected on the Vectra XDR detection.

Role Required: Vectra analyst
Procedure:

1. From entity

e Login to the ServiceNow instance.
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e Navigate to Vectra application > Entities
e Open any active entity record.
e C(lick on the “Close” button.
= B arena = @ - [ AddtoGroup || DescribeEntity || ListDetecﬁonsI] &
TEST-MDR 1
Incident  INC0011020 Incident Profile  Test
Name IP-172.16.31.1 Urgency Score 95
EntityID 81,736 Severity Critical

ottt Tomn  hank Fatttobomnncbanan 4

e |t should open modal, select the reason for resolution & click submit.

Close host

Select Reason™

Remediated
Remediated

Benign

e |If the operation is successful, an info message will be displayed :
“Successfully closed <entityType> as <reason> on the Vectra XDR
platform.”. A note will be added to related incident records & and
based on the response returned from the Vectra XDR platform, the
corresponding detections will be closed in SNOW with the given reason.
If the selected reason is Benign, the Is Triaged field will be checked; if
the reason is Remediated, the Fixed field will be checked.

e After closing the entity, it should be marked as inactive.

If the operation fails, an appropriate error message will be displayed & a
note will be added to the note of security Incident record.
2. From Incident

e Login to the ServiceNow instance.

e Navigate to Vectra application > Entities
e Open any active entity's incident record.
e Click on the “Close Entity” button.
= s ¢ @ + = - [ Follow | Update || AddtoGroup || Create securityIncident |[ List Detections |[ Markall DetectionsasFixed || Resoive || close Entity || petete |
Number [ ] Opened [2025-07-07 10:52:36 ‘ 1
> Company [ ‘Q] Opened by {SystemAdminislrator ‘Q[
% Caller [ J Q ‘ Channel [ network_monitoring v‘
Location [ ‘ Q ‘ State [ New v‘
Category { Inquiry / Help v] Assignment group [ ‘Q\
Subcategory [ --None -- v] Assigned to [ ‘Q
Configuration item [ ‘ Q}

e [t should open modal, select the reason for resolution & click submit.
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2.3.5.

Close Entity

Select Reason™

Remediated
Remediated

Benign

e |[f the operation is successful, an info message will be displayed :
“Successfully closed <entityType> as <reason> on the Vectra XDR
platform.”. A note will be added to the incident record & and based on
the response returned from the Vectra XDR platform, the corresponding
detections will be closed in SNOW with the given reason. If the selected
reason is Benign, the Is Triaged field will be checked; if the reason is
Remediated, the Fixed field will be checked.

After closing the entity, it should be marked as inactive.

e |[f the operation fails, an appropriate error message will be displayed & a

note will be added to the note of security Incident record.
Notes:

e |[f user close detection or entity from the Vectra XDR portal, that detection or entity
details won’t be synced in the servicenow because only active entities are fetched from
the Vectra portal into the servicenow.

e |[f a user closes a single detection or single active detection or all detections present for
any entity from servicenow, that entity and detection’s latest details won’t be synced in
the servicenow because only active entities are fetched from the Vectra portal into the
servicenow.

e If a user closes an entity from the servicenow, that entity and its related detections latest
state/details won’t be synced in the servicenow because only active entities are fetched
from the Vectra portal into the servicenow.

For all these above scenarios, user can perform the Describe Entity and Describe Detection
action to sync the entity and detection latest details.

Process Monitor
Description: As a ServiceNow Vectra App Admin and Application analyst, | should see the

ongoing ingestion process of Entity and the Incident creation in the process monitor.

Role: Vectra analyst

Procedure:

e Login to the ServiceNow instance.
e Navigate to Vectra application > Process monitor
e All the fields which are present in the Process monitor are read-only.
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e The process state field will be changed to ‘New’ once the incident profile is
picked for the ingestion.
e The process state field will be changed to ‘Running’ once the data collection
process is started and the ingestion process is started.
= YV G ProcessMonitors| Start Time - |Sea)ch ] & | Actionson selected rows... v
All
Q. startTime v Incident Profile Description State End Time
Search Search Search Search Search
2023-09-14 04:17:54 Profile -1 [2023-09-14 11:17:54] Picked up profile ... Running (empty)
2023-09-1304:16:25 Profile -1 [2023-09-13 11:16:25] Picked up profile ... @ Completed 2023-09-1304:17:12

® Process’s state field will be changed to ‘Complete’ once all Entities are fetched
and associated incidents have been created.

® The process state field will be changed to ‘Failed’ if an error occurs while
fetching any entity or detection.

e The process state field will be changed to ‘Complete with Error’ if an error
occurs after all data is fetched successfully but another process like incident
creation fails.

3. Upgradation

This section describes the process of upgrading from the old version of the application to
the newer version.

Role Required: System Administrator

1. Navigate to “System Applications” & “All Available applications” & “All”.

2. Mark Check the “Installed” checkbox. A list of applications installed in the instance is displayed.
3. Locate the Vectra XDR for ITSM application and click “Update”.

4. The application will be updated in your instance.

Note:

Scheduled Jobs: All scheduled jobs will be reset to their default configurations during the upgrade
process. You must review, update, and reconfigure these jobs as needed after completing the update.

4. Uninstallation

This section describes how to uninstall the Vectra XDR ITSM Integration application from a
ServiceNow instance.

Role Required: System Administrator
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e Navigate to System Applications > All Available Applications > All
e Check the Installed checkbox in the Obtained dropdown.

SErviCeNOW service Management

(Bl systemadn v SR vwarecar v @ System Administrator ~

QOB

A ) A #epications © 0‘ B  FindinStore | RequestPlugin
E * ® FILTERS Clear All Q
System Applications V Listingtype
Applications 815 results Sortby = A-Z v
'V All Available Applications ServiceNow Products
F\l(eredby-
- 'V Obtained
Available To Obtain From Store
Not Installed Activity formatter
ServiceNow Products Other
Updates
Customized Quickly and easily filter the list of activities, or history, on a task form
Installation Scheduled Installed
V¥ Price 1d: com.glide.ui_activity_formatter Free by ServiceNow
Free
Paid
¥ License Status Activity Stream
Subscription not Other
required
Subscribed Activity stream is a history of events that happened for a record
Subscription unknown Installed
- Id: comglideactivity | Free | by ServiceNow
e Search for the application in the Search Bar.
. . . « . ” . .
e Once you locate the application, click “Uninstall” from the three dots on the right side.
All Applications C ﬁ Findin Store | Request Plugin
FILTERS Q
V Listing type
Applications Sortby = A-Z v
ServiceNow Products
V' Obtained View upgrade history B
Installed
Not Installed Repair
1 B
Updates Uninstall
5O
Customized
Open in Studio

Installation Scheduled

¥V Price

Free

Paid

V License Status

Subscribed

Subscription not required
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5. Support, Troubleshooting, and Limitations

5.1. Support Contact

e Any user with “Vectra analyst” privileges can access the Support Contact page for any
issues related to “Vectra ITSM”.

5.2.  Troubleshooting

5.2.1. Application Logs

Role Required: System Administrator

e If you experience any errors, check the application logs to get information about the
error and how to resolve it.

e Navigate to System Logs > System Log > Application Logs or Vectra ITSM” > Application
Logs

servicenow Favorites  History =~ Workspaces ~ Admin App Log ¥ Q_ Search v @) ® o
Y vectra = Y & | App Logl Created - | Search ] @ | Actions on selected rows... v‘l
All > App Scope = Vectra Cloud for ITSM > Created on Today
FAVORITES
| & Created v Level Message App Scope Source Script
No Results
Search | | searcn | search =Vectra Cloud for ITS1 | | Search
[ALL RESULTS
g . N Data collection has been completed successfully for incident Script Include:
« Vectra XDR for [TSM 2023092005:43:35  Information oot profie . Vectra Cloudfor TsM 000 T9uee:
v Configuration i i initi et B .

8 2093099005455 Information Recurring data collection has been nitiated for ncident profile: o Script Include:
Authentications Profile-1 VectraCloudProfile
Incident Profiles 2023-09-2005:43:31  Information Initiated the backeround flow for Entity ingestion for profile VectraCloudfor ITsM  SCTPt Include:

Profile-1. VectraCloudProfile
CI Lookup Rules g P . .
2093.09.9005.4995  Information Data collction has been completed successfullyfor incident Vectra Cloud for Tsm  ScriptInclude:
System Properties profile : Profile -1. VectraCloudProfile
- - L ot Include:
v Vectra XDR Data 2023-09-2005:42:19 Information v\mtmted the background flow for Entity ingestion for profile Vectra Cloud for ITSM Script Include:
Profile-1. VectraCloudProfile
Entities
ey o . Recurring data collection has been initiated for incident profile : Script Include:
Detections 2023-09-2005:42:19 Information Profile 1 Vectra Cloud for ITSM VectraCloudProfile
Vv Administration i inci :
d 0250920054110 Information Data callection has been completed successfullforncident e Seriptnclude:
‘ PrecEs e profile : Profile -1'. VectraCloudProfile
. Recurring data collection has been initiated for incident profile : Script Include:
s 09-2005
| Application Logs 2023-09-2005:41:07 Information Profile 1 Vectra Cloud for ITSM VectraCloudProfile

Problem Statement: Unable to create a new user in the ServiceNow instance.
e Review the following link and execute the steps.

https://docs.servicenow.com/bundle/rome-platform-administration/page/administer/us
ers-and-groups/task/t CreateAUser.html

5.2.3. Problem statement: Integration Profile is Inactive and try performing the actions.
Solution : If the Incident Profile associated with Entity is inactive then a proper error
message should be displayed in the pop-up frame of the current window.
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5.2.4.

5.2.5.

Problem Statement: Cls not getting linked to the Incident.

Solution: The CMDB table should have a configuration item that exists before running the
job in ServiceNow to fetch entities and detections from the Vectra platform. If there are no
Cls that exist in the CMDB table that is selected in the Cl Lookup rule to look up then the
Incident will not have any Configuration Items linked to it.

Automatic Incident is not Created

Problem Statement: Incident Creation Criteria are set to escalate certain entities to Incidents, but the
Incident is not created according to the criteria.

5.2.6.

5.2.7.

Open the Configuration profile.

Go to the Incident Creation tab.

Check the value of the condition, it should be correct if not then change its value to the
correct one.

Save the Configuration and start the Data Collection.

Check whether the Incidents are created or not.

Problem Statement :State of Job got stuck in state “New” OR “Running” for a long time.
Solution : If the job is running and the state got stuck e.g “Running “ state then after 24 hrs
it will auto go in “Failed” state.

Out-of-Sync data between Vectra and ServiceNow results in incorrect Ul
behavior

Problem Statement : This issue can occur when there is a data synchronization issue or
mismatch between the Vectra platform and ServiceNow. Specifically, if changes are made
directly in Vectra but those changes are not yet reflected in ServiceNow.

Solution :

To resolve data inconsistency between Vectra & ServiceNow use the following Ul actions, these
actions manually sync the entity & detections from Vectra to ServiceNow.

1. Describe Entity
2. Describe Detection
3. List Detections

Example Scenario:

1. An entity with 5 active detections is ingested into ServiceNow.

2. One detection is manually closed in Vectra, but this change has not yet been synced with
ServiceNow.

3. The user clicks Close Entity in ServiceNow. As per APl implementation it closes the
remaining 4 detections in Vectra.

Page 52 of 53



L]
SerV|Cen W Vectra XDR for ITSM Integration User Guide

These 4 detection closures are successfully reflected in ServiceNow through the
workflow.

Vectra now marks the entity as inactive, since all active detections were closed.
However, ServiceNow still shows 1 active detection (the one closed manually in Vectra
earlier), because this closure was not yet synced.

On the next ingestion cycle, the entity is not ingested again from Vectra (since it is now
inactive), so the remaining detection in ServiceNow is never updated, causing it to
remain open, and the related entity also stays active.

This causes the Close Entity Ul action to remain visible, even though the entity is already
inactive in Vectra.

To resolve this inconsistency, users can manually sync the affected entity and its detections using
the following Ul actions:

Describe Entity
List Detections

Once these actions are triggered:

5.2.8.

The latest detection statuses are fetched directly from Vectra.

Any closed detections not previously synced will be updated in ServiceNow.
If no active detections remain, the entity will be correctly marked as inactive.
This will ensure the Close Entity Ul action is hidden as expected.

New notes added in Vectra are not reflected in existing ServiceNow Security
incidents

Problem Statement : The integration is designed to add notes to a ServiceNow Security incident
only when the related entity is first ingested as new. This means:

When an entity is initially created in ServiceNow, all its notes (up to the latest 10 -
because the API used to fetch entities from Vectra returns only the 10 latest notes per
entity.) from Vectra are added to the Security incident.

However, if new notes are added later in Vectra to an existing entity, these notes will not
be added to the corresponding Security incident in ServiceNow during subsequent
ingestion cycles.

This behavior occurs because the integration only adds notes during the initial creation
of the entity record in ServiceNow, not on updates.
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