VECTRA

SECURITY THAT THINKS.?

Vectra Integration (QUX) Signal
into Crowdstrike NGSIEM v1

Integrating Vectra Detect (QUX) Signal into
Crowdstrike NGSIEM v1

Version: October 2024

© 2024 Vectra Al, Inc.



VECTR/\ Vectra Integration (QUX) Signal

SECURITY THAT THINKS? into Crowdstrike NGSIEM v1

Table of Contents

OVEIVIBW ..ttt ettt ettt ettt 3
Prepare Data CONNMECLON ..ottt h et b ettt b et b bttt h ettt b ekttt b et 4
CONTIGUIE Data CONMECTON 1.ttt bbbt b bbbt b e bt e bt e b ettt e bt ebebenenena 5
PrERare LOG COllECION ottt 8
CONTIGUIE VBCEIA ettt 4 bbb bbb bbb bbb e b b e bt et b e b et e b et et et en bt enena 10
VEITTY O @IALIONS 1.ttt 11

© 2024 Vectra Al, Inc.



’ Vectra Integration (QUX) Signal
VECTRA into Crowdstrike NGSIEM v1

SECURITY THAT THINKS.?

Overview

Integrating Vectra Detect data with CrowdStrike NextGen-SIEM enables seamless threat detection
and enhanced security visibility. This guide outlines the steps required to configure and direct Vectra's
log output to CrowdStrike’s NG-SIEM platform. By leveraging syslog output directed through a log
collector (such as Humio), the data is transmitted to CrowdStrike's NextGen-SIEM using the HEC (HTTP
Event Collector) data connector. A custom parser within NG-SIEM processes this data, ensuring that it is
accurately parsed and stored in CrowdStrike's NextGen-SIEM environment. This setup allows security
teams to monitor Vectra alerts and events within the broader CrowdStrike ecosystem, supporting
improved threat correlation and streamlined incident response.
N

VECTRA HumMio CROWDSTRIKE

syslog sender log receiver hec connector / ngsiem

Prior to continuing, please download the required parser (Vectra-Detect-QUX-Oct-31.yaml) from:

https://support.vectra.ai/s/article/KB-VS-1838
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Prepare Data Connector

e Login to the Falcon Console and navigate to Next-Gen SIEM > Data onboarding.

= @& Endpoint security
A sookmarks

Next-Gen SIEM 3

Monitor and investigate

M Next-Gen SIEM

Log management

Data onboarding

Fuslon SOAR

= M) Next-Gen SEEM

Data sources

Data sources

Search by name ~
Select a data source to create a new CoONNEctor.

HEC|

Data sources

Select a data source to create a new connector.

HEC / HTTP Event Connector
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Configure Data Connector

e Provide the details to configure the data connector and then select Create new parser.

Data source = friendly name for where the data is coming.

Data type = JSON.

Connector name = friendly name for the connector processing the data.
Description = optional.

ONONONG)

Add new connector

Data details

Vectra Brain Data Source

JSON

Connector details

Vectra Brain Data Connector

Parser details

Create new parser

e Provide a name for the parser (example: Vectra_Detect_ECS) and select Import >Upload file.
Upload the file (Vectra-Detect-QUX-Oct-31.yaml) that was downloaded from
https://support.vectra.ai/s/article/KB-VS-1838.

Create new parser

Par:

Vectra_Detect_ECS

Import

I, upload file

Vectra-Detect-QUX-Oct-31.yaml
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e Once the parser script has loaded select Save and exit.

Create new parser

Parser script @

|

» excludeEmpty=true, handleNull=:

Cpsversion Vendor ecsversion event.dataset eventkind eventmodule eventoutcome observer.type

e Select the newly created parser in the dropdown list and click Save.

Parser details

Vectra_Detect_ECS Create new parser

1 affirm that any data shared with CrowdStrike using connectors or 3rd party applications will be done so in accordance with
the Terms and Conditions .

Connector setup in progress

The connector is being configured to receive your data, however you will first need to enter an API
key into Generic or an appropriate service in order to begin sending data. The API key will be
generated shortly. [£ Learn more
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e Once the connector setup has completed processing (a few minutes), a bar will appear where you
can select Generate API key.

o This connector is ready to receive data. To begin sending data, select the Generate API key button and enter it into Generic or an appropriate service. Generate APl key

e Note: If the generate API key link doesn’t appear after a few minutes, navigate to My connectors
and then select your new connector to refresh and the link should appear.

— ‘.‘ Data connectors | My connectors

e From the connection setup record the API key and API URL, the key will only be shown this one
time. This data is required for the next step.

Connection setup

The system s ready to recelve your data, however you will first need to enter this Information into HEC Data Connector or an
appropriate service In order to begin sending data. This API key will only be shown once.

[7_Learn more

637bf8 I cOd 4d
L
J/f6azi I : T4 1b.ingest.us-1.crowdstrike.com/services/collector

Close
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Prepare Log Collector

Server for Humio Log Collector. RHEL, Ubuntu, MacOS, Windows with appropriate architecture

(ARM/X64) Ubuntu Linux 22.04 AMD/64 was used for this document.

Vectra Integration (QUX) Signal

into Crowdstrike NGSIEM v1

e Log in to Falcon Ul and navigate to Support and resources > Tool downloads. Download the
appropriate Logscale Collector binaries.

= support and resources

Bookmarks

Recently visited

Next-Gen SIEM

Endpoint security

- Exposure management

Counter Adversary Operations

} Investigate

Fusion SOAR

Foundry

Asset inventory

Dashboards and reports

Host setup and management

@ CrowdStrike Store

Audit logs

Support and resources

Data connectors

Support and resources

Support ~

Support portal [

Ideas [

Resources and tools ~

Tool downloads
General settings

Sitemap

Legal ~
Terms and conditions [3

Privacy notice [7

LogScale Collector For MacOS, v1.7.4 6.70MB

LogScale Collector For RHEL - ARMB4, v1.6.6 5.94MB

LogScale Collector For RHEL - ARMB4, v1.7.1 5.97MB

LogScale Collector For RHEL - ARM64, v1.7.3 5.97MB

LogScale Collector For RHEL - ARM64, v1.7.4 3.30MB

LogScale Collector For RHEL - X64, v1.6.6 6.42MB
LogScale Collector For RHEL - X84, v1.71 6.4TMB
LogScale Collector For RHEL - X64, v1.7.3 6.48MB
LogScale Collector For RHEL - X64, v1.7.4 3.62MB

LogScale Collector For Ubuntu - ARMG4, v16.. 5.83MB

LogScale Collector For Ubuntu - ARME4, v1.71  5.88MB

LogScale Collector For Ubuntu - ARM64, v1.7.3  5.89MB

LogScale Collector For Ubuntu - ARME4, v1.7.4  3.21MB

LogScale Collector For Ubuntu - X64 , v1.6.6 6.30MB
LogScale Collector For Ubuntu - X&4, v1.7.1 6.35MB
LogScale Collector For Ubuntu - X64, v1.7.3 6.36MB
LogScale Collector For Ubuntu - X64, v1.7.4 3.51MB

LogScale Collector For Windows - X64, v1.6.6 7.16MB

e Transfer the Logscale Collector binaries to your server and install the application.

sudo dpkg -i humio-log-collector_ 1.

.4 1linux_amd64.deb

e Edit the config.yaml file (in this example on Linux it's stored under /etc/humio-log-collector.

sudo vi /etc/humio-log-collector/config.yaml
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e Configure the log collector as appropriate.

O Sources is where you configure the listening protocol and port and pay close attention to the
sink name. This can be any name, but that name must be used in the sinks portion.

O Sinks is where you provide the destination details for Crowdstrike NextGen-SIEM - this is the
data recorded previously during the generate API key step.

dataDirectory: /var/lib/humio-log-collector
sources:
# listen for syslog from vectra on port 9999
syslog tcp 9999:
type: syslog
mode: tcp
port:
supportsOctetCounting: false
strict: false
sink: logscale

sinks:
# this is referenced in sink under sources and must be type logscale
# the token and url come from generate api key in the data connector
logscale:
type: logscale
token: 6b3f5redacted8ac395542a
url: https://cfl9cceredactedfd9340ff49336b.ingest.us-1.crowdstrike.com

e Enable the log collector to run as a service, start it and verify the status.

sudo systemctl enable humio-log-collector.service

sudo systemctl start humio-log-collector.service

sudo systemctl status humio-log-collector.service
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Configure Vectra

Configure Vectra to send syslog to the newly deployed log collector.

e Login to the Vectra Ul and navigate to Settings > Notifications and select Edit beside the syslog

menu.
VECTRA Settings

Discover General External Connectors EDR Integrations Recall Stream

Hosts
Accounts
AWS CloudWatch -
Campaigns
. AWS Security Hub -
Detections
Alert Emails .
Reports Set up emails to receive alerts

Data Sources
Digest Emails (2 -

CD&EIll ¢ @2 @ > R0 3

Network Stats
Manage Kafka -
Settings SMTP SMTP Configuration
Resources Provider: Custom SMTP
IP [ Server Name: smtp.notworking.com
My Profile Port: 587
Protocol: SMTP
Sender Email: Test@vectra.ai
Syslog Sending syslog messages

103108.207.59, 10.253.255184

e Add a new syslog destination and enter the destination data to match the humio log collector
settings.

Add Syslog Destination

Destination Port

10.253.255.184 9999
Protocol Format

TP 3 ISON >
Log Type

All >

Include enhanced detail

Send syslog messages when these conditions are met:

Conditions

m_/- Include filtered detections
e v
.\m Include detections in info category

@"- Include host/account score decreases

e Use the Test button to dispatch some test syslog messages. ¥ s
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Verify Operations

Confirm data is being ingested successfully into Crowdstrike NextGen-SIEM.

e Login to the Falcon Ul and navigate to Data connectors > My connectors.
e Find the newly provisioned connector and verify the status is active and last ingested timestamp
is present.

Connector name | Datatype Last ingested

Vectra Brain Data Connector Custom ctive Oct. 31, 2024 11:22:16

End of Document
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