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Introduction

Vectra Al Detect for Microsoft Azure Sentinel v1.0 utilizes Microsoft OMS (Log Analytics) agent to collect event data
from Vectra and send it to log analytics workspace. This agent is schedule for end-of-life August 31, 2024, and is
replaced with the Azure Monitor Agent (AMA). This document explains how to configure Microsoft AMA to ingest Vectra
event data into Microsoft Azure Sentinel Log Analytics.

Applicability
This document applies to environments where pre-existing deployments must migrate from OMS to AMA as well as
for new deployments starting with AMA.

Architecture Summary

A data connector is deployed and configured to send Vectra data to log analytics. Once ingested into log analytics,
Vectra data is stored in CEF format in the CommonSecurityLog. A workbook is included with the Vectra integration on
the Content Hub and that workbook retrieves data from the CommonSecurityLog to provide the dashboards.

Existing deployments will enable and configure AMA and data will be ingested into the existing CommonSecurityLog.
When operational, this will allow the OMS agent to be deprovisioned and while there may be some duplicate records
during the time both OMS and AMA are running there should be no impact on any saved queries.

New deployments will need to enable and configure AMA and will need to install Vectra Al Detect from the content hub
to obtain the Analytics Rules and Workbook but can simply ignore the OMS agent deployment instructions.

Pre-requisites
Microsoft Azure Monitor Agent (AMA) operates on an Azure Arc enabled Linux server. Vectra sends data in syslog
CEF, so AMA requires rsyslog or syslog-ng on the Linux server.

Vectra provides syslog CEF data in a format that allows for backward compatibility with older syslog collectors (including
OMS) but AMA doesn’t support this format. To provide Vectra data in a compatible format for AMA, Logstash must be
installed on the Linux server to perform the necessary transformation before handing off to rsyslog or syslog-ng.

In both scenarios, the following instructions require the log analytics workspace and associated resource groups are all
configured and known.

Configuration Method: Logstash Transform

Using Logstash to transform the Vectra syslog messages is the preferred approach as it by provides the most flexibility.
This method allows the operator to use their preferred syslog receiver (rsyslog or syslog-ng) and enables the Vectra
data to be directed to a dedicated port so there is no possibility of conflict (erroneous transforms) when the Linux server
is responsible for multiple data collectors.
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Install Arc Agent
The Linux log server that will be used to run AMA must be connected to Azure via the Arc machine agent.
If the machine is already connected to Azure using Azure Arc, this section can be skipped.

Start with an operable Linux server that has rsyslog installed and running.

Access the Azure Portal 23 portal.azure.com/#home
Search resources for Azure Arc O AsTaatire >,
All Services (99+) Marketplace (11) V' More (4)
Services See all

g Azure Arc data controllers
1 Azure Arc Private Link Scopes
Select Azure Arc from the list 82 Azure Arc

€ Azure Cosmos DB

Select Machines from left-hand Infrastructure
window A Machines

IV,
2

-+ Add/Create v 52 Manage view Q) Refre
From Add/Create drop-down

N Add a machine
menu select Add a machine

== Connect and manage an existing server or virtual
machine from any of your environments

Add a single server

This eption will generate a script to run on your target
server. The script will prompt you for your Azure login,
so this option is best for adding servers one at a time.

Select Generate script from Add a
single server

Generate script Leam more

Add a server with Azure Arc

Ve O Sremse and n Ger COU (0 be managed snd gavemed n Ansre

Enter appropriate Project details Project detall

SEleCl the SUDSCIEUON S 1ESOUNE QROUD WhesE yOu WaRt the Server 10 De Maraged withn Azuse

Server details

Seact details for the ceevers that you want 1o adel An agent package wil be generated for the selected seever type

Enter Server details

Region * (7 WS) West US 2

Cperating system * © Irwax
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Select Connectivity method

Connectivity method

actiot

agent Pro

Connectraty method *

(®) public andpont

() Prowy server

he Internet. This setting only applhes to the Arc

Select Download and run script

Next ‘ Downioad and run script

Download or copy the script code

export subscriptionld="b3

export resaurceGroup="der
4 export tenantId="
5  export location="
export authlypes"tok
expart correlationld=

v
44c-43ba-933¢-878a1318bba7";

export cloud="AzureC

10

11 # Download the installation package

1 output=3(wget https://aka.ns/azcmagent =0 ~/install_linux_azcmagent,sh 2>61

13 if | $? '= @ ]; then wgel -qD- —-metho bscriptionTdy ubscriptionTdy",
\"respurceGroup\" sresourceGroupy \locationy $location\"”,
\"correlationId\":\"scorrelationId\", tauthType\",\ “onboarding\”,
\"messageTypel™:\"Down loadScriptFailedy”,\ 1\"Soutput\"}" “https://gol.his.arc.azure.
O 9" &= fdev/null || true; f1;

14 echo "Soutput";

1

1 # Install the hybrid agent

17 bash ~/install_linux_azcmagent.sh;

1

19 # Run connect command

20 ilo azemagent connect resource-group "SresaurceGroup" tenan i "stenant la¢ c
"slocation™ Subscr id “ssubscriptionId cloud "scloud" correlation

“Scorrelationld”;

B

3d4af-D16ebR1FfA3c";

3b64-bN7-4674-9268-13ad52a09042" ;

Connect to your Linux server and
upload the script and then run it

< (=}

vectra@ama-demo-doc:
OnboardingScript.sh
vectra@ama-demo-doc:

oardingScript

vectra@ama-demo-doc: ~

\

INF( Connecting machine to Azure...

T
NF(

Latest version of azcmagent is installed

This might take a few minutes.
Testing connectivity to endpoints that are needed to connect to Azure...
To sign in, use a web browser to open the

This might take a few minutes.
in and enter the code

to auvthenticate.

Enter the code

Enter code

Enter the code displayed on your app or device.

Select the account to authorize
the agent with

B Microsoft

Pick an account

You're signing in to Azure Connected Machine
Agent on another device located in United States.
If it's not you, close this page.
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B® Microsoft

ale@demolad vectra ai

Authorize the agent ATe you bYg 1o sen it

Agent?

Only continue ¥ you downionded the app from a
#1000 Of Webisite that you trust

Cancel Contiowe

Refresh the machines list and verify machine is present
+ AddiCreats 3 Manage view () Refresh L ExporttoCSV T Open query
| Finter for any field Subseription equals all Resource group equals all > Location equals all < Yo add titer

@ Hano Vhndows Sorver 2012 achines? Kesp machings maching the and of thir supaor Mecyele arotectod Ly snabiling Extended Seourity Updates (ESUS) theough Azure Arc. Ga 1o Esterded Socuriny Updates page i Azure Arc 1o got statod.

Showirg 110 5 0f 5 records,

MNo grouping ~ I == List view v
: Name * Kind T, Arc agent status Resource group T Subscripton T4 Operating system T, Defender extensi_. 74 Monitoring exten... T, Update status T4
O & ams-dema-doc Cornected demalsb-vaestus? demolab vectra ai Ubunty 22042 LTS Mot ensbled Not instalied Enable perodic assess-. *+*

Settings

& Connect

Select the machine and then
select Extensions from the left-

9 Secunity

% Extensions

hand menu Il Properties
8 Locks
- Add
[ hd ] Azure Monitor Agent for Linux
L . -
Select Add then select Azure Microsoft Corp.
Monitor Agent for Linux and click Callect manitoring data from your
N ext infrastructure and deliver it to Azure

Moniter for insights, Sentinel, Defender
for Cloud and more.

Create  Review + create

This will only install the agent You must use Data Collection Rule to configure Azure Monitor Agent's data collection
settings for it to start working.

. Create/Update DCR here
Select Review + create

And then Create Network settings: Proxy configuration

Azure Monitor Agent extension for Linux supports optional network configurations such as direct proxies, Log Analytics
gateway, and private links. You can configure proxy settings here.

Learn more about network configuration

Use Proxy D

Previous ‘ Review + create

Deployment will start === Deployment is in progress

Wait several minutes for

deployment to complete @ Your deployment is complete
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Home > Azure Arc

Navigate back to Azure Arc - .
Machines @ Azure Arc | Machines #

Microsoft

~

[:] Name T Arc agent status T Monitoring extension T

Verify Arc agent status is
Connected, and the Monitoring

Extension is installed D ! ama-demo-doc Connected Installed

Install Logstash

Logstash must be installed on the Linux server to transform incoming data from Vectra. The following instructions
may vary depending on Linux distribution being used. The following link provides detailed instructions on installing
Logstash: https://www.elastic. i n/logstash/current/installing-logstash.html.

These instructions are for installing Logstash on Ubuntu Linux 22.04.

¥ Download and install the Public Signing Key.

wget -q0 - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo gpg --dearmor -o
/usr/share/keyrings/elastic-keyring.gpg

¥ Install transport package and agree to reboot Azure Arc services if prompted.

sudo apt-get install apt-transport-https

v Save the repository definition.

echo "deb [signed-by=/usr/share/keyrings/elastic-keyring.gpg] https://artifacts.elastic.co/packages/8.x/apt
stable main" | sudo tee -a /etc/apt/sources.list.d/elastic-8.x.list

¥ Install Logstash and agree to reboot the server after complete
sudo apt-get update && sudo apt-get install logstash

v Create the Logstash manipulation template to transform the incoming data into a format that AMA can
process.

vi /etc/logstash/conf.d/detect-cf.conf

¥ Add this code to the template and save the file. NOTE: this example is listening on TCP port 4444 for
incoming messages from Vectra, if you would like to use a different port then reflect that change in the input
block.

input {
tep {
port => 4444
type => detect
}
¥

filter {
if [type] == "detect" {
mutate { gsub => [ "[message]”, " -:", "" ]}
mutate {
gsub => [ "message", "\\n", "" ]
¥
}
¥

output {
tep {
host => "127.0.0.1"
port => 514
codec =>
line {
format => "%{message}"
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v Enable Logstash to start on reboot and restart the service.

systemctl enable logstash && systemctl restart logstash

Install Data Connector

The data connector is responsible for controlling how data is shipped from AMA to the Log Analytics Workspace.
Vectra data is provided in syslog CEF format and is stored in the CommonSecurityLog so that means a Common
Event Format data connector is required.

Access the Azure Portal 23 portal.azure.com/#home

Search resources for Sentinel £ Sentine| X

All Services (1) Rescurces (22} ¥ More (4)

Services

Select Microsoft Sentinel from the
list then enter your workspace © Microsoft sentinel

Configuration

Select Data connectors from &% Workspace manager (Preview)
under the Configuration menu B Data connectors
©  Analytics

. T2 Moredat ect
Go to content hub to install a ore data connectors

connector on demand

= -
& I N biplore all connectors in content huis. Install on cemand.

[ Gotocontenthub
[ 2 common Event Format X | status: Al
Search for Common Event Format
and selectitand then Install (] contenttite
[J @ Axamaisecurity
© Common tventForma m View details

Configuration

Return to the Data connectors & Workspace manager (Preview)
page B Data connectors
©  Analytics

Status Connector name 1

Refresh the page and select Common T A R O Refresh

Event Format (CEF) via AMA and then  Microsof

O pe nconn ecto r page Common Event Format (CEF) via Legacy Agent

Any

Create a new data collection rule | +Create data collection rule

© 2024 Vectra Al, Inc. VECTRA Al CONFIDENTIAL



VECTRA

SECURITY THAT THINKS.”

Vectra NDR for Azure Sentinel

AMA Configuration Guide

Create a new data collection rule
using appropriate name and resource

group

Rule details

Rule name | ama_demo_doc_dcr

Subscription * @ [ demolabvectra.ai

V]

Resource group * @

[ demolab-westus2

V]

Search for your Arc connect AMA
machine, selectitand hit Next

O ama-demo-doc x|

Show Selected

v Scope Resource Type

B - ? demolabvectraai

Location

Next: Collect >

= ~ [#4) demolab-westus2
A ama-demo-doc microsoft hybridcompute/machines West US 2
Basic  Resources  Collect  Review + create
Select which data source type and the data to collect for your resource(s).
Facility Minimum log level
LOG_ALERT \ LOG_NOTICE M ‘
Configure the Collect portion of oo [ =
the DCR exactly as shown here L0G AUTH [oone v
B
LOG_SYSLOG [ none ]
LOG_USER [ Loc_norice ]
LOG_UUCP [ none ]

Copy the command and runit on
your Linux server to attach the
DCR

Run the following command to install and apply the CEF collector:

sudo wget -O Forwarder_AMA _installer.py https://raw.githubusercontent.c... ID |

Note: if pythonis not linked to python3 then update the commandto reference python3

Install Vectra Workbook

The Vectra workbook is available in the content hub, and it's used to visualize the data by providing several
dashboards. The content pack also includes the analytics rules templates to generate incidents.

If this is a migration from OMS to AMA and the Workbook is already installed, then this section can be skipped.

Threat management

a

Go to content hubto install the
Vectra workbook

Within Sentinel, navigate to the & Incidents
Workbooks page @l Workbooks
© Hunting
_‘"_ More workbooks
24N

1
Explore all solutions that include workbooks and

standalone workbooks too. Install these on demand.

the workbook and install

‘ 2 Vectra Detect X Status : All
Search for Vectra Detect, select ,
Content title Status

B Vectra Detect

© 2024 Vectra Al, Inc.
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The Vectra platform must be configured to send syslog data to the AMA Linux server. Connect to your Vectra user

interface to complete this configuration.

If this is an existing OMS deployment, then the configuration must be updated to point to the AMA Linux server

configured above.

Configure Vectra > Settings — o
Notifications Syslog to send

desired log types to the

configured Logstash port on your

AMA machine

Secwunt Deech @
Account Lockdown © -
Aecounts hadtlogs @

Campaigns
West Detections
Wost Lockdoms  Wosts

Systers beatth

Vectra Mazch

Validation
Everything should be configured at this point and should be validated to ensure data is being ingested properly.

¥ Connect to your AMA Linux server over ssh and then tail your syslog file.
tail -f /var/log/syslog

¥ The easiest way to force data (providing your Vectra configuration includes syslog of audit data) is to log
on/off the Vectra user interface as this will trigger an audit log. If you are receiving syslog with entries that
include vectra_cef_then syslog data is making it from Vectra to the AMA server.

vectra_cef_

IMPORTANT: It can take 20 minutes for the initial data to make it into the CommonSecurityLog and then
approximately every five minutes afterwards so please be patient.

¥ Navigate back to your Sentinel instance to continue validation.

General

Within Sentinel, navigate to the @ Overview
LOgS page @ Logs

& News & guides

Construct KQL to query the :® New Query 1+ +
CommonSecurityLog and verify

that Vectra data is being ingested

B save v

Time range : Last 24 hours )

1 CommonSecuritylog
2 | where DeviceVendor == "Vectra Networks"

#® ama-demo-doc

Tables Queries Functions -+ €

Expand the results or add SourceSystem

| project CollectorHostName
tothe KQL and verify your AMA serveris
the collector displayed

CollectorHostName

Type

OpsManager
ama-demo-doc

CommonSecurityLog

Congratulations! Vectra data is now being ingested into Microsoft Sentinel using the Azure Monitoring Agent.
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Disable OMS Agent
For existing deployments, the OMS agent should be disabled to prevent duplicate data from being ingested into the
CommonSecurityLog.

¥ Connect to your OMS Linux server using ssh and disable the agent.

sudo /opt/microsoft/omsagent/bin/service_control disable

v Refer to Microsoft documentation for complete instructions for removing the OMS agent. The following link
includes a section on removing the agent.

¥ While it is safe to delete the existing Vectra Al Detect data connector if you do so you will need to reinstall the
Vectra workbook. Please refer to the instructions earlier in this document.
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