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Introduction 
Vectra AI Detect for Microsoft Azure Sentinel v1.0 utilizes Microsoft OMS (Log Analytics) agent to collect event data 
from Vectra and send it to log analytics workspace.  This agent is schedule for end-of-life August 31, 2024, and is 
replaced with the Azure Monitor Agent (AMA). This document explains how to configure Microsoft AMA to ingest Vectra 
event data into Microsoft Azure Sentinel Log Analytics. 

Applicability 
This document applies to environments where pre-existing deployments must migrate from OMS to AMA as well as 
for new deployments starting with AMA. 

Architecture Summary 
A data connector is deployed and configured to send Vectra data to log analytics. Once ingested into log analytics, 
Vectra data is stored in CEF format in the CommonSecurityLog.  A workbook is included with the Vectra integration on 
the Content Hub and that workbook retrieves data from the CommonSecurityLog to provide the dashboards. 

Existing deployments will enable and configure AMA and data will be ingested into the existing CommonSecurityLog. 
When operational, this will allow the OMS agent to be deprovisioned and while there may be some duplicate records 
during the time both OMS and AMA are running there should be no impact on any saved queries. 

New deployments will need to enable and configure AMA and will need to install Vectra AI Detect from the content hub 
to obtain the Analytics Rules and Workbook but can simply ignore the OMS agent deployment instructions. 

Pre-requisites 
Microsoft Azure Monitor Agent (AMA) operates on an Azure Arc enabled Linux server. Vectra sends data in syslog 
CEF, so AMA requires rsyslog or syslog-ng on the Linux server. 

Vectra provides syslog CEF data in a format that allows for backward compatibility with older syslog collectors (including 
OMS) but AMA doesn’t support this format. To provide Vectra data in a compatible format for AMA, Logstash must be 
installed on the Linux server to perform the necessary transformation before handing off to rsyslog or syslog-ng. 

In both scenarios, the following instructions require the log analytics workspace and associated resource groups are all 
configured and known. 

Configuration Method: Logstash Transform 
Using Logstash to transform the Vectra syslog messages is the preferred approach as it by provides the most flexibility. 
This method allows the operator to use their preferred syslog receiver (rsyslog or syslog-ng) and enables the Vectra 
data to be directed to a dedicated port so there is no possibility of conflict (erroneous transforms) when the Linux server 
is responsible for multiple data collectors. 
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Install Arc Agent 
The Linux log server that will be used to run AMA must be connected to Azure via the Arc machine agent.  
If the machine is already connected to Azure using Azure Arc, this section can be skipped. 
 
Start with an operable Linux server that has rsyslog installed and running. 
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Install Logstash 
Logstash must be installed on the Linux server to transform incoming data from Vectra. The following instructions 
may vary depending on Linux distribution being used. The following link provides detailed instructions on installing 
Logstash: https://www.elastic.co/guide/en/logstash/current/installing-logstash.html. 
 
These instructions are for installing Logstash on Ubuntu Linux 22.04. 
 

q Download and install the Public Signing Key. 
wget -qO - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo gpg --dearmor -o 
/usr/share/keyrings/elastic-keyring.gpg  

q Install transport package and agree to reboot Azure Arc services if prompted. 
sudo apt-get install apt-transport-https 

q Save the repository definition. 
echo "deb [signed-by=/usr/share/keyrings/elastic-keyring.gpg] https://artifacts.elastic.co/packages/8.x/apt 
stable main" | sudo tee -a /etc/apt/sources.list.d/elastic-8.x.list  

q Install Logstash and agree to reboot the server after complete 
sudo apt-get update && sudo apt-get install logstash  

q Create the Logstash manipulation template to transform the incoming data into a format that AMA can 
process. 
vi /etc/logstash/conf.d/detect-cf.conf 

q Add this code to the template and save the file. NOTE: this example is listening on TCP port 4444 for 
incoming messages from Vectra, if you would like to use a different port then reflect that change in the input 
block. 
input { 
  tcp { 
    port => 4444 
    type => detect 
  } 
} 
 
filter { 
  if [type] == "detect" { 
    mutate { gsub => [ "[message]", " -:", "" ] } 
      mutate { 
        gsub => [ "message", "\\n", "" ] 
    } 
  } 
} 
 
output { 
  tcp { 
    host => "127.0.0.1" 
    port => 514 
    codec => 
      line { 
        format => "%{message}" 

https://www.elastic.co/guide/en/logstash/current/installing-logstash.html
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      } 
  } 
} 
   

 

q Enable Logstash to start on reboot and restart the service. 
systemctl enable logstash && systemctl restart logstash 

 
Install Data Connector 
The data connector is responsible for controlling how data is shipped from AMA to the Log Analytics Workspace. 
Vectra data is provided in syslog CEF format and is stored in the CommonSecurityLog so that means a Common 
Event Format data connector is required. 

 

 

 

 

 

 

 

 

Search for Common Event Format 
and select it and then Install

Refresh the page and select Common 
Event Format (CEF) via AMA and then 
Open connector page
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Install Vectra Workbook 
The Vectra workbook is available in the content hub, and it’s used to visualize the data by providing several 
dashboards. The content pack also includes the analytics rules templates to generate incidents. 

If this is a migration from OMS to AMA and the Workbook is already installed, then this section can be skipped. 

 

 

 

 

  

Create a new data collection rule 
using appropriate name and resource 
group

Search for your Arc connect AMA 
machine, select it and hit Next

Configure the Collect portion of 
the DCR exactly as shown here

Copy the command and run it on 
your Linux server to attach the 
DCR Note: if python is not linked to python3 then update the command to reference python3

Within Sentinel, navigate to the 
Workbooks page

Go to content hub to install the 
Vectra workbook

Search for Vectra Detect, select 
the workbook and install
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Configure Vectra 
The Vectra platform must be configured to send syslog data to the AMA Linux server.  Connect to your Vectra user 
interface to complete this configuration. 

If this is an existing OMS deployment, then the configuration must be updated to point to the AMA Linux server 
configured above. 

 

 

Validation 
Everything should be configured at this point and should be validated to ensure data is being ingested properly. 

q Connect to your AMA Linux server over ssh and then tail your syslog file. 
tail -f /var/log/syslog 

q The easiest way to force data (providing your Vectra configuration includes syslog of audit data) is to log 
on/off the Vectra user interface as this will trigger an audit log. If you are receiving syslog with entries that 
include vectra_cef_ then syslog data is making it from Vectra to the AMA server. 
vectra_cef_ 

 

IMPORTANT: It can take 20 minutes for the initial data to make it into the CommonSecurityLog and then 
approximately every five minutes afterwards so please be patient. 

 
q Navigate back to your Sentinel instance to continue validation. 

 

 

 

Congratulations! Vectra data is now being ingested into Microsoft Sentinel using the Azure Monitoring Agent. 

  

Configure Vectra > Settings –
Notifications Syslog to send 
desired log types to the 
configured Logstash port on your 
AMA machine

Within Sentinel, navigate to the 
Logs page

Construct KQL to query the 
CommonSecurityLog and verify 
that Vectra data is being ingested

Expand the results or add 
| project CollectorHostName
to the KQL and verify your AMA server is 
the collector displayed
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Disable OMS Agent 
For existing deployments, the OMS agent should be disabled to prevent duplicate data from being ingested into the 
CommonSecurityLog. 

q Connect to your OMS Linux server using ssh and disable the agent. 
sudo /opt/microsoft/omsagent/bin/service_control disable 

q Refer to Microsoft documentation for complete instructions for removing the OMS agent. The following link 
includes a section on removing the agent. 
https://learn.microsoft.com/en-us/troubleshoot/azure/automation/reinstall-oms-agent-linux 

q While it is safe to delete the existing Vectra AI Detect data connector if you do so you will need to reinstall the 
Vectra workbook. Please refer to the instructions earlier in this document. 

https://learn.microsoft.com/en-us/troubleshoot/azure/automation/reinstall-oms-agent-linux

