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Introduction

This document intends to provide guidance to operationalize Vectra Detect in Microsoft Sentinel to get the most out of
the Vectra Platform and its Al prioritization technology. We recommend following these guidelines as a starting point
and then making adjustments that are specific to your environment and desired workflows.

Vectra Attack Signal Intelligence has 3 core components:

v Al Detection
v Al Triage
v Ai Prioritization

Those technologies work hand in hand to provide the best signal to the SOC and focus on what matters. In the
scenario where Microsoft Sentinel is used as the primary tool by the SOC to manage security incidents across their
Security solutions, it is key to bring this signal into Microsoft's Sentinel workflow. This guide relies on Analytic
templates provided by Vectra to implement an effective approach.

This guide is for the Vectra Classic UX (syslog based using the Vectra appliance platform). An update will be released
for the Vectra Respond UX (Vectra cloud platform) in the near future.

Available content in Microsoft Sentinel for Vectra Detect

The below table represents what is currently available and maintained by Vectra if you deploy our Detect solution

from the content hub (or Marketplace):

MS Sentinel Data Point Vectra Detect Solution
Package Version 2.0.5
Data Connector 1 (version 1.1.1)
Workbooks 1
Analytic Templates 7

v This document is an attachment to the Sending Vectra Detect Events to Microsoft Sentinel KB article on the

Vectra support site.
o That KB article details how to send data from Vectra Detect to Microsoft Sentinel while this document
covers best practices around the operationalization of that data in Sentinel.

© 2023 Vectra Al, Inc.
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The most common mistake we are seeing is configuring and enabling all our Analytic templates. We strongly
discourage doing this! Our analytic templates have been developed to cover different use cases and for implementing

the best integration, we recommend following the guidelines shared in this document:

Template Name Description Version Guideline Incident | Severity
Create an incident when an Account is
suspected to be compromised. The higher the
Vectra Al Detect - severity level is, the more immediate attention it
Suspected requires as Vectra Al engine is more confident Highly )
. . . 1.0.5 Yes Dynamic
Compromised that this is a real threat. Level of severity are: Recommended
Account Low, Medium, High, Critical). Recommended
configuration is to trigger an alert for at least
High and Critical.
This analytic rule is looking for new attacker
Vectra Account's ) . .
Behaviors behaviors observed by the Vectra Platform. This 1.0.1 Recommended No Dynamic
Vi
rule is focused on account's detections.
Create an incident when a Host is suspected to
be compromised. The higher the severity level is,
Vectra Al Detect - the more immediate attention it requires as Highl
i
Suspected Vectra Al engine is more confident that this is a 1.05 gy Yes Dynamic
. . : Recommended
Compromised Host | real threat. Level of severity are: Low, Medium,
High, Critical). Recommended configuration is to
trigger an alert for at least High and Critical.
This analytic rule is looking for new attacker
Vectra Host's . . )
Behaviors behaviors observed by the Vectra Platform. This 1.0.1 Recommended No Dynamic
Vi
rule is focused on host's detections.
Create an incident for high severity malicious
behavior detected by Vectra Al (Threat score
Vectra Al Detect - superior to 7.0). The Severity is a mapping with
Detections with High | the Threat score assigned to a detection. It 1.0.6 Optional Optional High
Severity ranges between 0 and 10. The
severity_threshold variable can be adjusted as
desired.
Identifies when a new Campaign has been
Vectra Al Detect - ) ) )
) detected. This occurs when multiple Detections ) . )
New Campaign ) 1.15 Optional Optional Medium
across different Hosts are suspected to be part
Detected )
of the same Attack Campaign.
Create an incident for each new malicious
behavior detected by Vectra Detect. By default, it
Vectra Al Detect - looks through all tactics. This can be modified to
Suspicious create incident only for a subset of tactics. 1.0.7 Optional Optional | Dynamic
Behaviors Example of a common use case: "Create an
incident when a detection in the category
Exfiltration is triggered"”

© 2023 Vectra Al, Inc.
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Recommended workflows

Overview
The Vectra philosophy is to focus on prioritized entities versus individual detections. The recommended configuration
and workflow follow that same logic.

Incident creation for prioritized entities
Analytic templates to enable:

¥ Vectra Al Detect - Suspected Compromised Host
¥ Vectra Al Detect - Suspected Compromised Account

High level view:

Re-open incident
yes————» New Alert
yes but close

Ay y
. § Any existing “ older than ?
New Entity prioritized meet threshold New incident incident for this yEs— Incident exist ( days? | ——yes New incident created
\ / . enfiy? : /
-

no

Update incident &
add event to timeline

no
No further action Create new incident

Alert creation for detections
Analytic templates to enable:

¥ Vectra Host's Behaviors
Vv Vectra Account's Behaviors

The recommended workflow to handle detections associated to entities would be:

Create Alert

New detection (is it triaged? ) no

Extract Category Compute Severity

yes

© 2023 Vectra Al, Inc.
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Anatomy of a Microsoft Sentinel incident for Vectra's signal

4 N ™

Prioritized entity Prioritized entity

Description Description

Severity Severity

Deep Link Deep Link

Alerts list (timeline) Alerts list (timeline)

Entity Entity

> Timeline > Timeline

> Vectra Detections > Vectra Detections
> Other activities > Other activities

The creation of the incident is driven by Analytic rules (created from Vectra's provided Analytic templates) per entity
type:
Description shows the Threat and Certainty scores for this entity.
Deep link is provided to pivot to the Vectra Ul.
Incident's severity is dynamically computed based on Vectra's severity score.
Map the incident to one Entity (Host or account)
o Note that it would be unlikely to be attached to multiple entities.
¥ The Entity's timeline also shows activities, including the behaviors (detections) generated by the Vectra
Platform.
o The analyst can decide to add them to the incident timeline.

4 4 4 <

Il Please Note: Vectra's detections are written to the SecurityAlert table but are not promoted to be incidents (created
from Vectra's provided Analytic templates). The entity mapping allows correlation of detections to the entity. Alerts are
visible in the timeline view of the entity. An alternative approach would be to use some automation to automatically
add those alerts to the incident timeline. This is not done automatically today but is a potential for future

development. Please contact your Vectra account team with feedback.

© 2023 Vectra Al, Inc.



VECTR/\ Vectra Detect / Microsoft Sentinel

SECURITY THAT THINKS? Best Practices Guide

Analytic Templates logic

Priority mapping
The severity level in Vectra's classic UX is slightly different than the one in Sentinel. This is mapping that is applied in
our Analytic Templates:

Vectra Severity Sentinel Severity
Informational Informational
Low Low
Medium Medium
High High

Critical High

Our analytic templates have a default severity of "Informational”. The correct severity is set dynamically according to
the above mapping. The severity of the Alert or the Incident is automatically mapped to Vectra's severity.

Frequency

This defines when a threat is identified and prioritized. Time to investigate is critical. Our analytic templates use the
following parameters:

¥ Run every 5 minutes.
v Look at the events from last 5 minutes.

Query scheduling

Run query every *

| 5 | | Minutes ~ |

Lookup data from the last* (O

| 5 | | Minutes ~ |

Start running (@

a P —
Automat\call},' At specific time (Preview) p;

o Starting automatically, the rule will run every 5 minutes, locking up data from last 5 minutes.

Alerts

Alert (Event) grouping must be disabled (this is set by default in our Analytics Templates). The Kusto query is already

grouping by entities or detection and takes care of duplicates. A single alert or incident must be created for each entry
of the result table.

Event grouping

Configure how rule query results are grouped into alerts
O Group all events into a single alert

@ Trigger an alert for each event

0 Asingle analytics rule can generate up to 130 alerts. If you choose "Trigger an alert for each event” and the rule query returns more than 130 events, the rule will generate 130 alerts, and the last
alert will include a summary of all the events. Learn more >

© 2023 Vectra Al, Inc.
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Incidents
There are few things we tried to avoid:

¥ Creating duplicate incidents.
v Creating too many incidents.

v Creating incidents every time a detection shows up.
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Best Practices Guide

The table below provides a mapping between our Analytics templates and what we recommend:

Analytic Template Name

Type

Grouping settings

Vectra Al Detect - Suspected Compromised Host

Incident

7 days (per entity)

Vectra Host Behaviors

Alert

None

Vectra Al Detect - Suspected Compromised Account

Incident

7 days (per entity)

Vectra Account Behaviors

Alert

None

We do not include other analytic templates as their configuration would depend on the use case that needs to be
addressed. We do not recommend enabling them by default as they could generate too many incidents if not properly

tuned.

Step by step configuration of recommended workflows

Incident creation for prioritized hosts

First, we want to create Incidents when Hosts are prioritized in the Vectra appliance platform. To do so, we are going
to modify the analytic template named: Vectra Al Detect - Suspected Compromised Host.

v Menu: Configuration > Analytics > Rule templates.

v Search for Vectra and select the template name Vectra Al Detect - Suspected Compromised Host.

v Click "Create rule".

2 > Microsoft Sentinel

4 Microsoft Sentinel | Analytics

Selected workspace: ‘demolab-loganalytics

Microsoft Sentinel

A7 Guides & Feedback

P Search | + create v [ k2 Analytics workbooks v
General
&1 Q4 More content at Rules by eouky
Content hub
O Overview (review) Active rules RHigh() | Medium 30) 1 Low (D
# Logs
e B ey Activerules  Rule templates  Anomalies
) search
5 vears X | ¥ Addfiter
Threat management
Y Incidenes Severity Name Rule type
i workbooks
| edum Vectra 41 Detect - Suspected Compromised Account © scheduled
© Hunting |
Informational  Vectra Host's Behaviors (U scheduled
@ Notebooks
I High Vectra Al Detect - Detections with High Severity © scheduled
& Entty behaior
. Informational  Vedtra A Detect - Suspected Compromised Host © scheduled
& Threat intelligence
g | medum Vectra Al Detect - Suspicious Behaviors © scheduled
®  MITRE ATT&CK (Preview) |
| Medm Vectra Al Detect - New Campaign Detected © Scheduled
Content management
Informational  Vectra Account's Behaviors © Scheduled

& Content hub (Preview)
@ Repositories (Preview)
@ Community
Configuration

B Data connectors

& Anaytics

B watchiist

£ Automation

& Ssettings

artal anies rom/Hhams. Page| 1 V of1 Showing 1o 7 of 7 results.

© 2023 Vectra Al, Inc.

Informational (0)

Data sources

Vectra Al Detect

Vedtra Al Detect

Vectra A Detect

Vectra Al Detect

Vectra Al Detect

Vectra Al Detect

Vectra Al Detect

Tactics Tochniques
L
-
LR

o

Cormp
=%
a3

Source name

Vectra Al Detect

Vectra Al Detect

Vectra Al Detect

Vetra Al Detect

Vectra Al Detect

Vectra Al Detect

Vectra Al Detect

LEARN MORE
About analytics rules )

O rrrEET—T—"

Informational 3 Gallery Content

Content Source

Scheduled
Rule Type

Description

Create an incident when a Host is suspected to be compromised.
The higher the severity level is, the more immediate attention it
requires a5 Vectra Al engine is more confident that this is a real
threat.

Level of severity are: Low, Medim, High, Critical). Recommended
configuration is to trigger an alert for at least High and Critical.

Data sources

Vectra Al Detect
& CommonSecurtylog (AlvectraDetect) 3/31/2023, 1:59:53 PM

Tactics and techniques
Collection (0)
Command And Control (0)

Credentlal Access (0]

s & ¢ B

Discovery (0)
= Exfitration (0)
B Impact ©)
w Lateral Movement (0)
Rule query
// €dit this variable to only keep the Severity 1¢

let configured_level = dynamic([“High", "Critical’

s v ot bemplne /o cu e 9 cababe
‘snalybics rules.
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V¥ Set the status to Enabled and make sure than Severity is set to Informational (it should be default).

Microsoft Azure L Seart

Home > Microsoft Sentinel > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create new rule from template

Vectra Al Detect - Suspected Compromised Host

General  Set rule logic Incident settings Automated response  Review and create

Create an analytics rule that will run on your data to detect threats.

Analytics rule details

Mame *

| Vectra Al Detect - Suspected Compromised Host

Description

Create an incident when a Host is suspected to be compromised.

The higher the severity level is, the more immediate attention it requires as
Vectra Al engine is more confident that this is a real threat.

Level of severity are: Low, Medium, High, Critical), Recommended configuration

Tactics and techniques

| 7 selected e |
Severity

| Informational N |
Status

(@ oisabled )

On the next page, the rule logic settings are all preconfigured:

¥ The query (use the view query results to validate if it returns any results).
¥ Anincident is created when a host is in the High or Critical quadrant.
¥ The Alert enrichment:
o  Entity mapping.
o Custom detalils.
o Alert details.
¥ The scheduling of the query and the threshold.
¥ Event grouping.

© 2023 Vectra Al, Inc.
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e e

Home » Microsoft Sentinel » Microsoft Sentinel | Analytics »

Analytics rule wizard - Create new rule from template

Vectra Al Detect - Suspected Compromised Host

Define the logic for your new anahtics rule

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

A\ One or more entity mappings have been defined under the new version of Entity Mappings. These will not appesr in the query code Any entity mappings defined in the query code will be disregarded.

o
// Edit this variable to only keep the Severity level where an incident needs to be created (Defaults are: “High®, "critical®™ }. Possible values are: "Low", i
"Medium", "High", "Critical®™
let configured_level = dynamic(["High®, "Critical"])};
CommonSecuritylog L
| where Devicevendor == "vectra Metworks"
| where DeviceProduct == "X Series”
Wiew query results >
Alert enrichment
-~ Entity mapping
Mzap up to five entities recognized by Microsoft Sentinel from the spproprste fislds availables in your queny results
Thiz enables Microzoft Sentinel to recognize and classify the dats in these figlds for further analysis.
For each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unigue. Learn more >
o Unfike the previous version of entty mapping, the mappings defined below do not sppear in the query code Any mapping you define below will replace not only itz parallel old mapping in the guery code,
but any mappings defined in the query code - though they =till appear, they will be dizregarded when the query runs. Learn more >
| B Host B | il
| HostName R | | SourceHostMame v | @ Add identifizr
Add new entity

o Custom details

Here you can surface particular event parameters and their values in slerts that comprise those events, by adding key-value pairs below. In the Key field. enter 3 name of your choosing that will appear as the field name
in slerts. In the Vialue field, choose the event parameter you wish to surface in the slerts fram the drop-down st Learn maore >

ScoreDecrease \/| | score_decreases o | o}

Add new
oo Alert details

Here you can select parameters in your alert that can be represented in the name or description of each instance of the alert, or that can contain the tactics and severnity assigned to that instance of the alert.
Enter free text in the fields below, 2nd to insert 2 parameter, type 3 column name from the queny results, surounded by double cury brackets. Examples {{columniNamel).

|f the parameter has no value [or 2n invalid value in the caze of tactics and severty). the slert details will revert to the defaults specified in the firzt page of the wizard.

Learn more >

Alert Name Farmat

Wectra Al Detect - Host [{SourceHostMamel} reaches [Jlevell] severty v

Alert Description Format

The host {[SourceHostMame]} has 3 Threst score of {[threat_scorsl} and 2 certainty of
{loentainty_scorel}

[ asentink | [ vecr=uRL | @
| ProductMame o | | DeviceProduct e | o}
| ProviderMame o | | DeviceVendor e | o}
| ConfidenceScone s | | centsinty_score e | lﬁl

MNext : Incident settings >

¥ Next, the Incident settings should all be preconfigured as well but please check them for incident creation as
well as the grouping:

© 2023 Vectra Al, Inc.
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T

Home > Microsoft Sentinel > Microsoft Sentinel | Analy

s

Analytics rule wizard - Create new rule from template

Vectra Al Detect - Suspected Compromised Host

jeneral  Setrulelogic  Incident settings  Automated response  Review and create
Incident settings
Microsoft Sentinel alerts can be grouped together into an Incident that should be looked into.
You can set whether the alerts that are triggered by this analytics rule should generate incidents.

Create incidents from alerts triggered by this analytics rule

Alert grouping
Set how the alerts that are triggered by this analytics rule, are grouped into incidents.
Grouping alerts into incidents provides the context you need to respond and reduces the noise from single alerts.

Group related alerts, triggered by this analytics rule, into incidents

(@I oisavled
@ Up to 130 alerts can be grouped into a single incident. If more than 150 alests are generated, a new incident will details g
alerts

Limit the group to alerts created within the selected time frame *

[ ] [oays ~

Group alerts triggered by this analytics rule into a single incident by

(®) Grouping alerts into a single incident if all the entities match (recommended)

O Grouping all alerts triggered by this rule into a single incident

QO Grouping alerts into a single incident if the selected entity types and details
match:

A Entity-based slent grouping can make use only of entities mapped using the new version, if any exist.
Entities mapped with the old vession (that appear in the query code) wil be available for there are

Re-open closed matching indidents
Disabled

Previous

v The automated response depends on your environment and does not have anything configured by default.
v Click Review then Create.

£ Search resources, services, and docs (G+/)

Home > Micrasoft Sentinel > Microsaft Sentinel | Analyt

Analytics rule wizard - Create new rule from template
Vectra Al Detect - Suspected Compromised Host

alidstion pessed
L

General  Satruelogic  Incident satti

5 Automated response  Review and create

Analytics rule details

Hame Vedtra Al Deted - Suspedted Comgremised Host
Description Create an incident when a Host s suspected o be compe The higher the severity the mare immediate aitenion f requires as Vecira &1 engine is more confident that thes is a real hrea. Level of severity are: Low, hedium, High, Critical)
figuratian is to trigger an High and Critical
Tactics and techniques % Credential Access
* Discovery
& Lateral Movement
B Collection
"% command and Cantral
= daration
B mpact
Soverity Informatianal
Status Enabled
Analytics rule settings
Rute query /7 Edit s variabie 10 anly keep the Severity level where 3n incident needs to b crested [Defauls sre: “Hgh, "Critical ). Passible values are: “Low, “Medium’, High, “Criticar
let configurectJevel = cymamic{[High", 'Criical ]y
Commonsscuritytog

| where Devicevendor = = veara Nenworks”
| where DevicePraduet == *X Series*
| where DeviceEventClassi == "hee”
| project-rename threat score = Fleshumbert
| project-rename certainty_scare = Flexhumber2
| preect rensme vectra URL = DeviceCustomString4
|prese detecton_pame tassi
Broject-rename seore_decreases = DenceCustamstringl
| xtend level = cass( threat_scare « %0 and cartainty_score < 50, "Low’,
threat_score < 50 and centanty_score » 50, *Mediun”
threat score » = 50 and certainty_scare <= 50, "High',
threat score >= 50 and certainty_score == 50, "Crtical”.
“UNKNEWN')
|estend Severity = case( level == “Low, “Low’,
level = = “Medium”, "Medium’.
“Hight, *Hight
“Crieal”, “High',
FUNKNOWN')
| where level in (configured level
ikeep oniy the event with the highest threat score per Host
| summarize arg maxTimeGenerated. *) by SourceHasthame
Rute frequency Run query every § minutes

Fute per

Last § minutes data

© 2023 Vectra Al, Inc.
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¥ Once deployed, you should see the analytic rule in the Active rules list:

ome > Microsoft Sentinel > Microsoft Sentinel

4. Microsoft Sentinel | Analytics - P

Selected workspace: 'demolab-loganalytics'

D search « + create ~ () Refresh b analytics workbooks ~ ) enable @ pisable [i] Delete ' import —* Export A’ Guides & Feedback
General i
&2 &\ Maore cantent at Rules by severity LEARN MORE -
i Content hub About analytics rul
@ overview Preview) Active rules NHigh(1)  §Medium(30) " Llow (D [ Informational (1) out analynics rules
@ Logs ]
& News & guides Active rules Rule templates Anomalies (D Vectra Al Detect - Suspected Compromised Host
4+ Search
Informational Content hub ") enabled
£ Vecra X | W Add fitter Severity Content Source Status
Threat management
- Incidlents Severity Name Rule type Status Tactics Techniques Soutce name Lastr @
@ workbooks : . 6750022c-6352-4635-baB7-f6ab384c2018 |
= Informatinal Vectra Al Detect - Susp (U Scheduled ") Enabled Eormapg +3 Vectra Al Detect  4/11/
© Hunting
Description
& nNotebooks Create an incident when a Host is suspected to be compromised,
 Enity behovs The higher the severity level is, the more immediate attenticn it
# Enlity behawor requires as Vectra Al engine is more confident that this is a real
threat.
& Th i
D Theeat nteligence Level of severity are: Low, Medium, High, Critical), Recommended
2 MITRE ATT&CK (Preview) configuration is to trigger an alert for at least High and Critical.
Content management Tactics and techniques
) > ma Collection (0)
B <Content hub (Preview)
% Command and Control (0)
@ Repositories (Preview)
& Community > @ Credential Access (0)
> . Discovery (0)
Configuration vo
B8 Data connectors = Gxitration (0)
& Analytics > B Impact (0)
Wiatchlist > wi Lateral Movement (0)
% Automation
Rule query
@ settings /7 Edit this variable to only keep the Severity le
let configured level = dynamic(["High", "Critical’
CommonSecuritylog
| where DeviceVendor == "Vectra Networks"
| where DeviceProduct == "X Series” -
| where DeviceEventClassID == "hsc”
Rule frequency
Run query every 5 minutes
Rule period
Last 5 minutes data
< > Rule threshold

N v IO ST Compare with tempiate

Alert creation for host detections
The intent is to create alerts for every host detection triggered by Vectra's Attack Signal Intelligence. Alerts go to the
SecurityAlert table. To do so, we are going to modify the analytic template named: Vectra Al Detect - Vectra Host's
Behaviors.

¥ Menu: Configuration > Analytics > Rule templates.

v Search for Vectra and select the template name Vectra Al Detect - Vectra Host's Behaviors.

v Click "Create rule"

© 2023 Vectra Al, Inc.
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2. Microsoft Sentinel | Analytics H

Selected workspace: ‘demolab-loganalytics'

P search « + create v b analytics workbooks () Enable © pisable [i] Delete ' import = A7 Guides & Feedback
General .
a2 ﬁ‘ More content at Rules by severity LEARN MORE
i i Content hub About analytics rules £
@ overview Preview) Active rules RHigh(i) I Medium (30) | Low(7) ! Informational (1) i
@ Logs
- (D vectra Host's Behaviors
News & guides Activerules  Rule templates  Anomalies
) Search —_—
Infermational 3¢ Gallery Content Scheduled
[[vectra Hosf X ] ¥ addfiter Severity Content Source Rule Tyrpe
Threat management
& incidents N N . Description
Severity Name Rule type Data sources Tactics Techniques Source name This analytic rule is loaking for new attacker behaviors observed by
@ workbooks the Vectra Platform. This rule is focused on host's detections.
Informational  Vectra Host's Behaviars (9 scheduled Vectra Al Detect W o g +3 Vectra Al Detect
© Hunting Data sources
Vectra Al Detect
& Notebooks -

& CommonSecuritylog (AlVectraDetect) 4/11/2023, 9:48:38 AM
& Entity behavior

& Threat intelligence Tactics and techniques
b » ma Collection (0)
® MITRE ATT&CK (Preview)
> % Command And Control (0)
Content management
> @ Credential Access (0)
& Content hub (Preview)
s Discover:
& Repositories (Preview) y (o

& Communty > W Exfitration (0)

Impact (0)
Configuration mpact )

B Data connectors @ Lateral Movement (0)

& Analytics

Rule query
B watchlist CommonSecuritylog
| where DeviceVendor == “Vectra Networks"
45 Automation | where DeviceProduct == "X Series”
4 seftings | where Deﬁ:ezuentclassm
and DeviceEventClassID ! —
and DeviceEventClassID I= "

Rule frequency
Run query every 5 minutes

Rule period
Last 5 minutes data

Rule threshold

0  HNote

= You haven't used this template yet: You can use it to create
analytics rules.

< Previous Page’—v|of| Mext > Showing 1 to 1 of 1 results,
Vv Set the status to Enabled and make sure than Severity is set to Informational (it should be default).

Home > Microsoft Sentinel > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create new rule from template

Vectra Host's Behaviors

seneral  Set rule logic Incident settings ~ Automated response  Review and create

Create an analytics rule that will run on your data to detect threats,

Analytics rule deta

Name *

| Vectra Host's Behaviors

Description

This analytic rule is looking for new attacker behaviors observed by the Vectra
Platform. This rule is focused on host's detections.

Tactics and technigues

| 7 selected e |
Severity

| Informatianal hd |
Status

© 2023 Vectra Al, Inc.
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On the next page, the rule logic settings are all preconfigured:

v

v

The query (use the view query results to validate if it returns any results)
o An alert would be created for every detection that is not triaged.
The Alert enrichment:
o Entity mapping
o Custom details
o Alert details
The scheduling of the query and the threshold
Event grouping

Home > Microsoft Sentinel » Microsoft Sentinel | Analytics »

Analytics rule wizard - Create new rule from template

Vectra Host's Behaviors

General  Setrule logic  Incident settings  Automated response  Review and create

Diefine the logic for your new analytics rule.

Rule query
Any time dtsils st here will be within the scops defined below in the Query scheduling fields.

A\ ©One or mare entity mappings have besn defined under the naw version of Entity Mappings These will not appear in the quary code Any entity mappings definad in the query code will be disregarded.

o
Threat_score »= 58 and Certalnty_score <= 5@, HIgn u
threat_score »= 52 and certainty_score >= 58, "Critical”, -
"UNKNOWN™}
| extend Severity = case(level == "Info”, “Informational®,level == "critical®, "sigh®, level}
| summarize arg max({threat_score, *)} by source_entity, Activity
| sort by Timegenerated 1
Visw query resuits >
Alert enrichment
~ Entity mapping
Map up to five entities recognized by Microsoft Sentinel from the appropriste fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the dats in these fiekds for further analysis.
For each entity, you can define up to three identfiers, which are attributes of the entity that help identfy the entity as unique. Learn mare >
@ Uniike the previous version of entity mapping. the mappings defined below do not sppesr in the guery code. Any mapping you define below will replace not only its parallel old mapping in the query code
but any mappings defined in the query code - though they stil appear, they will be disregarded when the query runs. Lesmn mors >
[B hos: v | @
[ Hostizme | [ sourcerosthame w | il 4 Add identfier
Add new entty

- Custom details

Here you can surface parficulsr event parameters and their values in slerts that comprise thass svents, by adding key-value paits btow. In the Key fisld, enter & name of your choasing that will sppear as the fisld name
in slerts. In the Value field, chagss the event parameter you wish to surface in the alerts from the drop-down st Leamn mare >

Activity <] [[categony ~ @

Add new
-~ Mlert details
Here you can select parameters in your alert that can be reprasented in the name or description of each instance of the slert or that can contain the tactics and severty assigned to that instance of the alert
Enter free text in the fislds below. and to insert & parsmeter. type 2 column name from the query results. surcunded by double curly brackets. Example [fcolumnhzmel.

If the parameter has no value {or 2n invelid value in the case of tactics and severy), the sler detsis will revert 10 the defaults specified in the it page of the wizard.
Learn mare =

Alert Name Format

Vectra Al - [{Activity}} Detected -

Azt Description Format

Entity is 3 host Category i {[Categony}) Threat score is [{threat_scorel} and certainty score i
Hesnainty_scorell

[ erttin v [ vectraure v | @
|Swer'ny v| | Severity v|]E[
| ProductName W | | DeviceProduct s | E

Next : Incident settings >

© 2023 Vectra Al, Inc.
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¥ Next, the Incident settings must disabled. We want to create only alerts.

Home » Microsoft Sentinel > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create new rule from template

Vectra Host's Behaviors

General Set rule logic Incident settings  Automated response  Review and create

Incident settings
Microsoft Sentinel alerts can be grouped together into an Incident that should be locked into.
You can set whether the alerts that are triggered by this analytics rule should generate incidents.

Create incidents from alerts triggered by this analytics rule

crete incidnts rom
(Ersbied CEEED)

Alert grouping
Set how the alerts that are triggered by this analytics rule, are grouped into incidents,
Grouping alerts into incidents provides the context you need to respond and reduces the noise from single alerts.

Group related alerts, triggered by this analytics rule, into incidents

s - ~
L Enabled  Disabled )

Limit the group to alerts created within the selected time frame

5 | | Hours

Group alerts triggered by this analytics rule into a single incident by

Grouping alerts into a single incident if all the entities match (recommended)

Grouping all alerts triggered by this rule into a single incident

match:
| Select entities Y |
| Select details Y |

A Entity-based alert grouping can make use only of entities mapped using the new version, if any exist.
Entities mapped with the old version (that appear in the query code) will be available for grouping only if there are no mappings defined using the new version.

Re-open closed matching incidents

s - ~
L Enabled  Disabled )

Next : Automated response »

¥ The automated response depends on your environment and does not have anything configured by default.
v Click "Review" and then "Create”.

© 2023 Vectra Al, Inc.
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Home > Microsoft Sentinel > Microsoft Sentinel | Analytics

Analytics rule wizard - Create new rule from template

Vectra Host's Behaviors
@ Velidation passed,

General  Set rule logic

Analytics rule details

Name
Description

Tactics and techniques

Severity

Status

Analytics rule settings

Rule query

Incident settings

Automated response Review and create

Vectra Host's Behaviors

This analytic rule is looking for new attacker behaviors observed by the Vectra Platform. This rule is focused on host's detections.
W credential Access

% Discovery

@ Lateral Movement

BE Collection

% Command and Control
B Exfiltration

P impact

Infarmational

> Enabled

CommensecurityLog

| where Devicevendor == “Vectra Networks™

| extend Category = coalesce(

column_ifexists(" DeviceEventCategory”, ™),
extract("cat=(.+7)¢[$)", 1, AdditionalExtensions),

)

| project-rename threat_score = FlexNumber1

| project-rename certainty_score = FlexNumber2

| project-rename vectra_URL = DeviceCustomString4

| project-rename detection_name = DeviceEventClassiD
| project-rename triaged = DeviceCustomString5

| where triaged 1= “True" and AdditionalExtensions thas "account”
| extend source_entity = casel(ist ply ), Sour ),
“UNKNWON")

| extend level = case(threat_score 0 and certainty_score == 0, “Info",
threat_score < 50 and certainty_score < 50, "Low",

threat_score < 50 and certainty_score == 50, "Medium',

threat_score >= 50 and certainty_score <= 50, "High",

threat_score >= 50 and certainty_score >= 50, "Critical’,

"UNKNOWN")

[P A

o nfat ef bl Il = SRl AR Tl

¥ Once deployed, you should see the analytic rule in the Active rules list:

Home > Microsoft Sentinel > Microsoft Sentinel

4. Microsoft Sentinel | Analytics

Selected workspace: ‘demolsb-loganshytics'

Search « 4 create ~ (0 Refresh b analytics workbooks tnable (D pisable [ Delete + import '~ Export A7 Guides & Feadback
General
&3 More content at Rules by severlty LEARN MORE
w W) Content hub 2 ics: rul
O Overview Praview) Active rules orenth BHigh() 8 Medium(30) ¥ Low(7) ¥ infarmational (2) Abot anaitics rules
#® Logs
. pews & guides Active rules Rule templates Anomalies @ Vectra Host's Behaviors
£ search
1 Informational Content hub ) Enabled
£ vedra X | W addfiter Severity Comtent Source Seatus
Threat management
 Incidents ] severty Mame Rule type Status Tactics Jechniques Source name tastr
@ workbooks = — [(asastbee-7 [)
= informational vectra Host's Behavior () Scheduled ') Enabled W o 3 vectra Al Detect  4/11/
‘© Hunting
O Informational Vectra Al Detect - Susj (O Scheduled ) Enabled oo 3 Vectra m1Detect  4/11/  pescription
& Notebooks

# Entity behavior

& Threat intelligence
T MITRE ATTRCK (Preview)
Content management

£ Content hub (Preview)
@ Repositories (Preview)
& Community
Configuration

@ Data connectars

& Analytics

B watchlist

& Automation

o settings

© 2023 Vectra Al, Inc.

“This analytic rule is loaking for new attacker behaviors observed by
the Vectra Platform. This rule is focused on host's detections.

Tactics and technigues

Collection (0)

]
" Command and Control {0}
w

Credential Access (0)

= Discavery (0)

Exdiltration (0]

Impact (0)

=i Lateral Movement (0)

Rule query

CommonSecuritylog

| where DeviceVendor

| where

| where
and
and

DeviceProduct ==
DeviceEventClassIO
DevicetventClassID I=
Davicetventclassio I=

“Vectra Hetworks"
“X Series™

“audit”

Rule frequency
Run query every § minutes

Rule period
Last 5 minutes data

Rule threshald

Trigger alert if query returns mere than O results

Event grauping
> Triager an alert for each event

EYTE [ comoare with temn
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Incident creation for prioritized accounts
The same logic is being applied to accounts.

v Menu: Configuration > Analytics > Rule templates.
v Search for Vectra and select the template name Vectra Al Detect - Suspected Compromised Account.
v Click "Create rule".

ome > Microsoft Sentinel » Microsoft Sentinel

4 Microsoft Sentinel | Analytics X
Selected workspace: ‘demalab-foganalytics
-+ Create 2 Analytics workbooks al « t A7 Guides & Feedback
General
&5 fa More content at Rules by sevainy LEARN MORE
Content hub About ics rules (3
@ Overview (Preview) Actvaiiles BHigh(1) B Medium (30) [ Low (D) | Informational (2) = ==
# logs
@ News & guides Activeruies  Ruletemplatas  Ancmalies (D Vectra Al Detect - suspected Compromised Account
4/ Search -
[ veara X | ¥ Addfmer Informational 3 Gallery Content  Scheduled
Severty Content Source Rule Type
Threat management
& incidents Severity Name Rule type Data sources Tactics Techniques Source name Description
Create an incident when an Account is suspected to be
@ viorkbooks compromised.
A - A 0 A Eormgy -3
Informational  Vectra Al Detect - Suspected Compromised Account (U scheduled Vectra Al Detect - Vectra Al Deteat The igher the severit level i, the more immediate attention &t
© Hunting wbirmational B VWctra Hoss Behaviors © Scheduled VetraAlDetect W ovuB N +3 Vectra Al Detect  '€Quires as Vectra Al engine is more confident that this is a real
threat.
8 Notiboots: I High Vectra Al Detect - Detections with High Severity @© scheduled Vectra AlDetect % G <3 Vectra Al Dietct. | - Livelof severly are: Low. Mediam; High, Critical) Recommended
configuration s to trigger an alert for at least High and Criical.

7 Entity behavior

Informational  IMUSE Vectra Al Detect - Suspected Compromised Host Scheduled Vectra A Detect Vectra Al Detect

@ Threat intelligence Data sources

informational  Vectra Al Detect - Suspicious Behaviors by Category © scheduled Vectra Al Detect B S0 @B +3 Vectra Al Detect  vectra Al Detect
0 MTRE ATTACK Breviest I Medium Vectra Al Detect - New Campaign Detected @ scheduled vectra AiDetet @B '® Wi aiprna | * O Commansentiylog AMdrDslect 51112023, 122798 P
Content management Informational  Vectra Account's Behaviors © Scheduled Vectra Al Detet @Bl +3 Vectra Al Detect Tactics and techniques
O Content hub (Preview) = Collection [0)
@ Repositories (Preview) & Command And Control (0)
& Community @ Credential Access (0)
Configuration ~ Discovery (0)
i Data connectors = Bxiltration (0)
) B impact (0)

B watchiist
@ Lateral Movement (0)

% Automation

& settings Rule query
// Edit this variable to only keep the Severity 14
//Level of severity are: Low, Medium, High, Critic
let configured_level - dynamic([“High®, "Critical’

O Note

* You haven't used this template yet: You can use it to creste
fics rofes.

Page| 1 v of1  Next Showing 1t 7 of 7 results

V¥ Set the status to Enabled and make sure that Severity is set to Informational (it should be the default).

Microsoft Azure P Search resources, ser

Home » Microsoft Sentinel » Microsoft Sentinel | Analytics »

Analytics rule wizard - Create new rule from template

Vectra Al Detect - Suspected Compromised Account

General  Set rule logic Incident settings Automated response  Review and create

Create an analytics rule that will run on your data to detect threats.

Analytics rule detai

MName *

| Vectra Al Detect - Suspected Compromised Account

Description

Create an incident when an Account is suspected to be compromised.

The higher the severity level is, the more immediate attention it requires as
Vectra Al engine is more confident that this is a real threat.

Level of severity are: Low, Medium, High, Critical). Recommended configuration  «

Tactics and techniques

| 7 selected v ‘
Severity

| Informational v ‘
Status

© 2023 Vectra Al, Inc.
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¥ In the next screen: Set rule logic, everything is preconfigured and should be left with default values (An
incident would be created when an account is in the High or Critical quadrant).

Home > Microsoft Sentinel > Microsoft Sentinel | Analytics

Analytics rule wizard - Create new rule from template

Vectra Al Detect - Suspected Compromised Account

General Set rule logic Incident settings Automated response  Review and create

Define the logic for your new analytics rule. Results simulation
This chart shows the results of the last 50 evaluations of the defi
Rule query that point in time,

Any time details set here will be within the scope defined below in the Query scheduling fields.

{3 Test with current data

A\ One or more entity mappings have been defined under the new version of Entity Mappings. These will not appear in the query code, Any entity mappings defined in the query code will be disregarded. -

// Edit this variable to only keep the Severity level where an incident needs to be created.

//Level of severity are: Low, Medium, High, Critical). Recommended configuration is to trigger an alert for at least High and Critical.’ "
let configured_level = dynamic(["High", "Critical™]);
let upn_has_prefix - *:";
CommonSecuritylLog
| where Devicevendor == "Vectra Networks™
View query results >
Alert enrichment
. Entity mapping
Map up to five entities recognized by Microsoft Sentinel fram the appropriate fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
For each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unique. Learn more >
0 Unlike the previous version of entity mapping the mappings defined below do nat appear in the query code, Any mapping you define below will replace not only its parallel old mapping in the query code,
but any mappings defined in the query code - though they still appear, they will be disreqarded when the query runs, Learn more >
& Account ~ | m
Name ~ | | name ~ | @+ Add identifier
UPNSuffix e | upn_suffix e |m
-+ Add new entity

¥ In the Incident settings page, make sure that:
o Incident settings is enabled.
o Alert grouping is enabled with 7 days (Grouping alerts into a single incident if all the entities match).
o Re-open closed matching incidents is enabled.

M oft Azure P Search resources, services, and docs (G+/)

Home > Microsoft Sentinel > Microsoft Sentinel | Analytics

Analytics rule wizard - Create new rule from template

Vectrs Al Detect - Suspected Compromised Account

General  Setrulelogic  Incident settings  Automated response  Review and create

Incident settings
Microsoft Sentinel alerts can be grouped together into an Incident that should be locked into,
Vou can set whether the alerts that are triggered by this analytics rule should generate incidents,

Create incidents from alerts triggered by this analytics rule
( Disabled )

Alert grouping
Set how the alerts that are triggered by this analytics rule, are grouped into incidents.
Grouping alerts inta incidents provides the context you need to respond and reduces the noise from single alerts.

Group related alerts, triggered by this analytics rule, into incidents

Disabled
L :

@ Up to 150 slerts can be grouped inte 8 single incident. If mere than 150 alerts are genersted, & new incident will be crested with the same incident details a5 the riginal,
and the excess alerts will be grouped into the new incident.

Limit the group to alerts created within the selected time frame *
[z V| [ Days

Group alerts triggered by this analytics rule into a single incident by

(®) Grouping alerts into a single incident if all the entities match (recommended)

(©) Grouping all alerts triggered by this rule into a single incident

(O Grouping alerts into a single incident if the selected entity types and details
match

| select entiies |
[ select details |

A\ Entity-based alest grouping can make use goly of entities mapped using the new version, if any exist.

Entities mappe I appear query code) will be available for grouping ealy, if there are no mappings defined using the new version,

Re-open closed matching incidents

v

© 2023 Vectra Al, Inc.
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¥ Review and create. The rule is now listed as active:

More content at
Content hub

46

Active rules

o]

Active rules Rule templates Anomalies

| J2 vedtra *

Severity Mame
Informational

Informational

Informational

o [

Wectra Host's Behaviors

Rules by severity
'

I High (11)

Alert creation for account's detections
The intent is to create alerts for every account's detection triggered by the Vectra Attack Signal Intelligence. Alerts go
to the SecurityAlert table. To do so, we are going the analytic template named: Vectra Al Detect - Vectra Account's

Behaviors.

S Add filter

Vectra Al Detect - Suspected Compromised A

Vectra Al Detect - Suspected Compromised H =~ (U

¥ Menu: Configuration > Analytics > Rule templates.
v Search for Vectra and select the template name Vectra Al Detect - Vectra Account's Behaviors.

v Click "create rule"

[ Medium (30)

Rule type

o
©

e

Low (T)

Scheduled
Scheduled

Scheduled

Vectra Detect / Microsoft Sentinel

Informational (3)

C e B

Home > Microsoft Sentinel > Microsoft Sentinel

4 Microsoft Sentinel | Analytics

Selected workspace: ‘demalab-loganalytics

& Gudes & Feedback

9 Search | + Create h k2 Analytics workbooks
General severi
46 More content at e —
Content hub
© Overview (Preview) Active rules Whigh() 1 Medium (30)
@ Logs
@ News & quides Aciverules  Ruletemplates  Anomalies
5 search
O veara X | ¥ addfier
Threat management
& Incidents Severity Name
o vorkbooks Informational  INUSE Vectra Al Detect - Suspected Compromised Account
© Hunting Informational  INUSE  Vectra Host's Behaviors
& Notebooks I High Vectra Al Detect - Detections with High Severity
& Entity behavior Informationsi  MUSE Vectra Al Detect - Suspected Compromised Host
O Th h
W Theeat ineiigence Informationsl  Vectra Al Detect - Suspicious Behaviors by Category
™ MITRE ATTACK (Preview)
Medium Vectra Al Detect - New Campaign Detected
Content management Informational  Vectra Account's Behaviors

& Content hub (Preview)
@ Repositories (Preview)
© communty
Configuration

B Data connectors.

4 analytics

B watchist

€ Automation

© settings

Page 1 v lof1  Next Showing 110 7 of 7 results.

© 2023 Vectra Al, Inc.

Low(®

Informational (3)

Rule type

Scheduled

Scheduled

© scheduled

Scheduled

Scheduled

© scheduled

> Scheduled

Data sources

Vectra Al Detect

Vectra Al Detect

Vedtra Al Detect

Vectra Al Detect

Vectra Al Detect

Veatra Al Detect

Vedtra Al Detect

Tactics

a3
Eramy 3
Womigg 43
LR R
o+
@R

€ o 3

Techniques

Status

"y Enabled
(") Enabled

(") Enabled

Source name

Vectra Al Detect
Vectra Al Detect
Vectra Al Detedt
Vectra Al Detet
Vectra Al Detect
Vectra Al Detedt

Vectra Al Detect

Best Practices Guide

Tactics Tecl
Ermpg +3
g +3

E e 3

LEARN MORE
About analytics rules (3

N

Informational 3 Gallery Content  Scheduled
Severty Content Source Fule Type
Description

This analytic rule is looking for new attacker behaviors observed by
the Vectra Platform. This rule is focused on account's detections.

Data sources

Vectra Al Detect
# CommonSecuritylog (ANVectraDetect) 5/1/2023, 12:27:03 PM

Tactics and techniques
m Collection (0)
% Command And Control (0)
@ Credential Access (0)
s Discovary (0)
= Exfitration (0)
B impact (0

@ Lateral Movement (0)

Rule query

ConmonSecurityLog
| where Devicevendor == “Vectra Networks"
| where DeviceProduct == X Series”
| where DevicetventClassID I= "campaigns”
and DeviceEventClassID !a “hsc™
and DevicetventClassID I= "audit”

0 ot
* You havent used tis templat ye; You can use o creae
s ules.
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V¥ Set the status to Enabled and make sure than Severity is set to Informational (it should be default).

M ft Azure £ Search resources, se

Home > Microsoft Sentinel > Microsoft Sentinel | Analytics

Analytics rule wizard - Create new rule from template

Vectra Account’s Behaviors

General  Setrulelogic  Inddent settings  Automated response  Review and create

Create an analytics rule that will run on your data to detect threats.
Analytics rule details

Name *

‘ Vectra Account's Behaviors

Description

This analytic rule is looking for new attacker behaviors observed by the Vectra
Platform. This rule is focused on account's detections.

Tactics and techniques

‘ 7 selected ~
Severity

‘ Informational e
Status.

@ Dlsabled)

¥ In the next screen: Set rule logic, everything is preconfigured and should be left with default values (query,
entity mapping, alert details, frequency, etc.)

p o SIS

Home > Microsoft Sentinel > Micresoft Sentinel | Analytics

Analytics rule wizard - Create new rule from template

Vectra Account's Behaviors

General Set rule logic  Incident settings Automated response  Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

A\ One or more entity mappings have been defined under the new version of Entity Mappings. These will not appear in the query code. Any entity mappings defined in the query code will be disregarded. -
CommenSecuritylog |
| where DeviceVendor == "Vectra Networks"
| where DeviceProduct == "X Series™ -
| where Devi:e[vsntclassm 1= "campaigns”

and

and Devi(efventclassm ’ udit”

View query results >

Alert enrichment

~ Entity mapping

Map up to five entities recognized by Microsoft Sentinel from the appropriate fields available in your query results.
This enables Microsoft Sentinel to recognize and classify the data in these fields for further analysis.
Far each entity, you can define up to three identifiers, which are attributes of the entity that help identify the entity as unique. Learn mare =

@ Unlike the previous version of entity mapping, the mappings defined below do not appear in the query cade, Any mapping you define below will replace pot only its parallel old mapping in the query code,
but any, mappings defined in the query code - though they still appear, they will be disreqarded when the query runs. Leam more >

[ & Account v m
[ Name ] [ name | | add idenifier
[ UPNSuffix VJ [ upn_suffix v | 0}

- Add new entity

~ Custom details

~ Alert details
Here you can select parameters in your alert that can be represented in the name or descripticn of each instance of the alert, or that can contain the tactics and severity assigned to that
instance of the alert.
Enter free text in the fields below, and to insert a parameter, type a column name from the query results, surrounded by double curly brackets. Example: {{columnName]}.

If the parameter has no value (or an invalid value in the case of tactics and severity), the alert details will revert to the defaults specified in the first page of the wizard.
Learn more >

Next : Incident settings >
© 2023 Vectra Al, Inc
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v In the next screen, Incident settings must be set to Disabled.

S

Home > Microsoft Sentinel > Microsoft Sentinel | Analytics >

Analytics rule wizard - Create new rule from template

Vectra Account’s Behaviors

General Set rule logic Incident settings  Automated response  Review and create

Incident settings
Microsoft Sentinel alerts can be grouped together into an Incident that should be looked into.
You can set whether the alerts that are triggered by this analytics rule should generate incidents.

Create incidents from alerts triggered by this analytics rule
\: Enabled

Alert grouping
Set how the alerts that are triggered by this analytics rule, are grouped into incidents,
Grouping alerts into incidents provides the context you need to respand and reduces the noise from single alerts.

Group related alerts, triggered by this analytics rule, into incidents
Y

Disabled

Limit the group to alerts created within the selected time frame

5 ‘ | Hours

Group alerts triggered by this analytics rule into a single incident by

Grouping alerts into a single incident if all the entities match (recomme

() Grouping all alerts triggerad by this rule into a single incident

d entity

) Grouping alerts into a single incident if the and

match

Select entities ‘

| Select details ‘

A\ Entity-based alert grouping can make use only of entities mapped using the new version, if any exist.
Entities mapped with the cld version (that appear in the query code) will be available for grouping enly if there are no mappings defined using the new version.

Re-open closed matching incidents
bled )

nabled

Previous Next : Automated response >

v Click "Review" and then "Create".
v The rule is now listed as active:

= G I

Home > Microsoft Sentinel > Microsoft Sentinel

4 Microsoft Sentinel | Analytics

Selected workspace: ‘demolab-loganalytics

£ search « ~+ create v () Refresh |~ Analytics workbooks v © Disable [i] Delete ' Import > Export A% Guides & Feedback
General ,

&7 More content at Bl by severky.

Content hub

Q@ Overview (Preview) Active s B High (11) ¥ Medium (30) Low (7) Informational (4)
@ Logs
@ News & guides Activerules  Rule templates Anomalies
- Search

P vectra X | 'V Add filter

Threat management

&4 Incidents D Severity Name Rule type Status Tactics Techniques Source name Last Modified |

@ workbooks Informational Vectra Account's Behaviors (U scheduled ') Enabled E oy +3 Vectra Al Detect  5/1/2023, 5:46:04 PM
© Hunting O informational Vectra Al Detect - Comp a @ Enabled € o 43 Vectra Al Detect  5/1/2023, 5:17:27 PM
& Notebooks O informational Vectra Host's Behaviors @ scheduled Enabled oy 43 Vectra Al Detect  5/1/2023, 4:58:37 PM
@ Entity behavior O informational Vectra Al Detect - Suspected Compromised H (U Scheduled (') Enabled L] R Vectra Al Detect  5/1/2023, 1:12:54 PM

& Threat intelligence

W MITRE ATT&CK (Preview)

© 2023 Vectra Al, Inc.
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The SOC analyst journey

This section describes an example of the workflow for an analyst. It starts in the Incidents page where, as a SOC
analyst, new and existing incidents would be picked up.

Pivot to Vectra

/UI

& Microsoft Sentinel | Incidents

o B 3 5o pr— )

8 smmrnm AR - o s Yo " — Severity

Vo Al Dt  Host conrac 480 resches Gl >

o s g i) o (b o |a oo dynamically

— e T T TRy f~ maploVectra's

i (o]~ we e —— ) : e s severity

© e Gl ) , ——— o

e el e R o,

o i ] o e Samiy Moo 9 W . Reflect the

e ce il = i RS i latest Threat
(=] ] dense sanes o ™ %
5] B wu s 5 o and certainty
=] S oo e w - scores

-

Entity’s name

=14_ Investigate the

incident

The full details provide additional detail such as the timeline where you can see incidents associated to this entity.
The grouping configuration of events (7 day windows) allows a view of how the score has been evolving over time
which will directly impact the severity associated with that incident.

T | cadeor eyl
& Vectra Al Detect - Host conrad-t480 reaches Critical severity
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Now, as the next step, an analyst would like to see all the different attacker's behaviors that have been observed for
that entity. This can be done right in Sentinel by clicking on the entity's name, and then the timeline tab:

é Vedra Al Deu;t - H;m con‘uc‘lAuao reaches Critical severity
) Retresn @ Oelete modent P g B taks premew B 2oy log
WD e esverancn
[ |
Entity’s name W
: worv— L
h el an alert
iRt RO : ) coming from
- SR e any source.
A‘erts "A:f; o -m.u w-ll-km'yl?- ®
attached el § Vs AL S rmition e
to lhIS Bl §~-.:.’ Port Smeep Detected
—— entity L8 ey s
— i it The button
= o e adds the
20 © W e :
Lt Mot i alert into the
L PO T
T . incident
u‘:"" ° é‘k.“‘. smu.mwk(mon ®
i | i e i

Alerts in the entity's timeline view can come from any source (EDR, FW, etc.). This is why the entity mapping
configuration is key to successfully correlate them. Alerts of interest from this entity can be added to the incident by
clicking the + button, then it shows up in the incident timeline view. Navigate back to the overview tab to see the
timeline view. You can click on any new alert that you added in your incident to see additional details for each of them

that allow you to continue your investigation:
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Best practices

Keep the content up to date!

As we continuously improve our content for Microsoft Sentinel, please make sure that you are using the latest
version. New versions can include enhancements for new features as well as bug fixes. When updates are available,
it can be seen in content hub:

nel
o Microsoft Sentinel | Content hub (Preview)
Selected workspace: 'demolab-loganalytics’
|P Search ‘ « O Refresh )’3? Guides & Feedback
General
T

S £ 287 £ 270 =5 O3
@ Overview (Previen) Solutions Standalone contents Installed Updates
&£ Logs
@ News & guides | 22 vectra H ‘ Status : All Content type : All Support : #
52 search Content sources : All

Threat management
Solutions (2)

& Incidents
‘ Warkbooks
© Hunting
& nNotebooks
Vectra Al Stream Vectra Detect
<" Entity behavior Vectra 4, Inc Vectra Al, Inc
& Threat intelligence Security - Network Security - Cloud Security, Security -
Network
@ MITRE ATT&CK (Preview) Datz connector  Hunting queny {10)  +2

Analytics rule (5) | Data connector | +1
‘Content management
©3 Content hub (Preview)

@ Installed @ Installed © updates
& Repositories (Preview)

¥ Once you click on the tile, on the bottom right, click on Actions > Update to deploy latest version of the
content and follow the wizard to deploy it in the right workspace.

O Refresh &7 Guides & Feedback

& 287 270 &5 o3
Solutions Standalone cantents Installed Updates
[£ veara > | swaws:AN comentwype:Al  support:AN  Provider:All  category:All  Comtent sources ; All . Vectra Detect
=
oo IS
Vectra Al I vectra a1 W 202
Provider Support version
Solutions (2,
@ Description
vedra® is the leader in Security Al-driven cyber threat detection and
response for hybrid cloud. Vectra's patented Attack Signal Intelligence
detects and prioritizes threats across public doud, Saas, identity, and
networks in a single platform. Vectra's Attack Signal Intelligence goes
beyond simple anomaly detection to analyze and understand attacker
Vectra Al Stream Vectra Detect behavior, The resulting high-fidelity signal and deep cantext enables
vedtra Al Inc Vedrs AL Inc security operations teams to prioritize, investigate and respond to cyber:
attacks in progress sooner and faster, Organizations worldwide rely on
Securlty - Network Security - Cioud Securmy, Security - the Vectra platform and MDR services to stay ahead of modem cyber-
Network attacks,

Dats connector Hundng aves (1) =2
Anaiyscs e (5] Data connector =1
Vectra Detect for Microsoft Sentinel contains:

+ Data Connactor 1o ingest events generated by Vectra Detect
o (through OMS agent).
@ lnstolled © inctalled @ Updates « Workbook: Dynamic dashboard view of Hosts and Accounts with
assodiated detections,
+ Analytics templates: Cover typical use cases when an incident
and/or alert can be generated.

content type ©

és )
Anslgtice rul Workbook
Ccategory @

Security - Cloud Security, Security - Network

pricing @
D Free

il pelere

View details
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¥ Once it has been deployed, you would see that an update is available for the templates you already deployed.
In the scenario of analytic templates, the tag "UPDATE AVAILABLE" is added to rules that have an update.
¥ To proceed, click the "Review and update" button at the bottom right of the page.

A
|:| Severity Name Rule type Status Tactics Techniques Source d
54b79984-d7fa-481f-86b7-0c309cb83ea2 I ]
D informational Vectra Host Behaviors (U scheduled ") Enabled Custom
Informational vroare svaissie Ved (D Scheduled () Enabled Eoomm 3 Vedrak | Description
. N Create an incident when a Host is suspected to be
D Informational Vecira Account Behavi () Scheduled (") Enabled Custom compromised.
. 5 o The higher the severity level is, the more immediate
] Informational uepaTe avaiasie Ved (D Scheduled (') Enabled Eormm +3 Viectra 4 attention it requires as Vectra Al engine is more confident
" d ~ f @ scheduled isabled that this is a real threat.
[:I Medium Vedars detections for 1 & Schedule © Disable Custon Level of severity are: Low, Medium, High, Critical).
) . ) Recommended configuration is to trigger an alert for at
T e
O Medium ueoare vaagie Ved (D scheduled © Disabled Eooom +3 Vedrad 1o ion and critical,
El Medium Potential DGA detecte (U Scheduled & Disabled ® Command and  T1568 +1 0 Gallery
Tactics and techniques
] Medium Threat Essentials - MR () Scheduled © Disabled (] Custom > @ Collection (0)
i - ) i L& N
I:l Medium Threat Essentials - Ma (D Scheduled @ Disabled [ ] Custom > % Command and Control ()
Medium vepate svaiasie Sus| (D scheduled Disabled Q% T1098 Galle
[:I ® v » @ Credential Access (0)
[l Medium Threat Essentials - Tin () scheduled @ Disabled B Exfiltration Custom .
> s Discovery (0)
El Medium €S562 - RDP Nesting () Scheduled @ Disabled i Lateral Movem: Custom
> m Exfiltration (0)
D Medium €5591 - Rare Group A (U Scheduled © Disabled (] Custom
N > m Impact (0)
I:l Medium upoare avaiLaste Det (D Scheduled ) Disabled [saly ] Ti008 +1@ Gallery
B . P Lateral Movement (0
O Medium upoate avaiagie Offi (D scheduled © Disabled D™ T1058 +1@ Gallery = @
[l Medium Excessive NXDOMAIN (U Scheduled © Disabled '® Command And  T1568 +1@ Gallery Rule query
El Medium ueoate avaiLasie Excl (D scheduled © Disabled “(® Defense Evasio  T1562 Gallery // Edit t_hls variable to ”"1)_' kgfp.thf Sf"
let configured_level = dynamic(["High", "C
El Medium 5575 - Possible conti (O Scheduled © Disabled % Command And Custom CommonSecuritylog
. v | where DeviceVendor == “Vectra Networks"
< - > I whana Ravicafnadicts - 9% Canine®

M a1 B Edit Revi d updat
Previous Page| 1 v |of2 Next > Showing 1 to 50 of 54 results. @

Create an alert when no event is received

As described in this KB, we rely on a Microsoft agent to send Vectra's events to Sentinel. This agent is receiving
events via syslog and forwards them to the correct Log Analytics Workspace within Azure. To detect any issues with
the middleware component, we recommend using Azure Monitor to setup an alert when no events are received for 24
hours. Itis very unlikely that the Vectra platform does not generate any events for so long. Depending of your
preferences, you can go as low as 1 hour.

¥ In Azure Monitor, create a new alert similar to the below:

up No data from Vectra Detect the last 24 hours

Log search alert rule

Si h «
B & Edt [] pisable [0 Duplicate [i] Delete

&R Overview
& Activity log -~ Essentials
Bq Access control (IAM) Resource group (move) : cloud-shell-storage-westeurope Severity : @ 1-Error
® Tags Location (move) D WestuUs 2 Description : No data coming from the CEF connector
Subscription (move)
Settings Subscription 1D
A Locks
Tags (edit) : Click here to add tags
Automation
3i Tasks (preview) Scope Actions
3 Export template
Resource Hierarchy Name Contains actions

Support + troubleshooting

Conditions
Name Estimated monthly cost &
Table rows = 0 $0.50
~ Query View results in Logs HP

1 CommonSecuritylog

2 | where DeviceVendor == "Vectra Networks™
3 | where DeviceProduct == "X Series"”

4 | sort by TimeGenerated

5
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KQL query used:

CommonSecuritylog
| where DeviceVendor == "Vectra Networks"
| where DeviceProduct == "X Series"

| sort by TimeGenerated

In this case, we send out an email notification when the alert is triggered. You can change the action to whatever fits
best in your environment.

Worldwide Support Contact Information

v Support portal: hitpsJ/supportvectra.aj
v Email: support@vectra.ai (preferred contact method)
v Additional information: https.//www.vectra.ai/support
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