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Introduction

This document describes the pre-requisites, specifications, and steps required to deploy a Vectra NDR (formerly
Detect for Network) Virtual Sensor (vSensor) in an Azure subscription to monitor cloud Infrastructure-as-a-Service
workloads. These Sensors can be paired with Brains of any type.

Azure Sensors can be deployed in configurations that support up to 1 Gbps or 2 Gbps of network throughput per
Sensor. The input to the Sensor can be from any VxLAN-based 3rd party packet broker or the Microsoft virtual
network tap (VTAP) when it becomes available in your region.

Azure Sensors can be used in both Respond UX and Quadrant UX deployments. For more detail on Respond UX vs

Quadrant UX please see Yectra Analyst User Experiences (Respond vs Quadrant). One of the below guides should
be the starting point for your overall Vectra deployment:

v Vectra Respond UX Deployment Guide

v Vectra Quadrant UX Deployment Guide
Either of the above guides cover basic firewall rules needed for the overall deployment and initial platform settings.
Virtual Sensor (VMware, Hyper-V, KVM, AWS, Amazon, and GCP) configuration and pairing and covered in their

respective guides. Physical appliance pairing is covered in the Vectra Physical Appliance Pairing Guide. Please see
the Vectra Product Documentation Index on the Vectra support site for additional documentation including
deployment guides for CDR for M365 / IDR for Azure AD and CDR for AWS.

Deployment from Azure Marketplace

¥ Browse to the Azure Marketplace and search for “Vectra”.
v Under the “Vectra Sensor & Stream for Azure” offering, click on “Create” and select the “Cognito Sensor”.

Home >

Marketplace

Private Marketplace

o You have Private Offers available, View Private Offers + Plans
Favorites

Recently created

'p Vectra X Pricing : All < Operating System : All < Publisher Type : All

Service Providers
Publisher name : All <

Private Offers + Plans
Showing results for 'Vectra'. You have results customized for your organization in Private Offers + Plans

Categories .
Showing 1 to 4 of 4 results.

Get Started

Al + Machine Learning
Analytics

Blockchain

Compute

Containers

Databases

Developer Tools
DevOps

Identity
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Vectra Sentinel Solution

Vectra Al, Inc

Azure Application
Wectra Cognito Detect Threat

Detection and Response (TDR)

Platform Sentinel integration

Price varies

Create -~

Vectra Sensor & Stream for
Azure

Vectra Al, Inc

Azure Application

Intelligent, Al-driven threat detection
and response for native and hybrid
clouds

Cognito Stream
Cognito Sensor

Create Cognito Sensor

Vectra Cognito Threat
Detection and Response

Vectra Al, Inc
SaaS

Vectra enables enterprises to detect
and respond to attacks across cloud,
data center, and loT

Software plan starts at
$40.00/year

Set up + subscribe -~ v

\...,',.,,ﬁ)

Azure Sentinel Cognitive SOC
Service

Wipro Ltd

Managed Services

Azure Sentinel powered fully
managed Detection and Response
(MDR) service offering..

Create v


https://support.vectra.ai/s/article/KB-VS-1673
https://support.vectra.ai/s/article/KB-VS-1696
https://support.vectra.ai/s/article/KB-VS-1077
https://support.vectra.ai/s/article/KB-VS-1275#PlatformStreamHypervisor
https://support.vectra.ai/s/article/KB-VS-1275#PlatformStreamHypervisor
https://support.vectra.ai/s/article/KB-VS-1080
https://support.vectra.ai/s/article/KB-VS-1275
https://support.vectra.ai/s/article/KB-VS-1275#DfAADM365
https://support.vectra.ai/s/article/KB-VS-1275#DfAWS
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¥  You will now need to fill in details on the “Create Vectra Sensor & Stream for Azure” screen that follows.

Home > Marketplace >

Create Vectra Sensor & Stream for Azure

Basics  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © I demolab.vectra.ai ~ |
Resource group * (@ l N |
Create new
Instance details
Region * (O | West US s |
Base Name * () I |
Instance Size * () 1x Standard DS3 v2
4 vepus, 14 GB memory
Change size
Configure virtual networks
Virtual network * (D [ v

Create new

Manamamant Cubnat (0 [

< Previous Next : Review + create >

During this process you will be asked to fill in the following fields:
v Subscription — This should default to your current subscription. All resources in an Azure subscription are

billed together.

¥ Resource group — Each Sensor must be deployed in a different resource group. Either select an existing
resource group with no Sensors, or create a new resource group using the “Create new” link.

¥ Region — Select the region to deploy the Sensor into. To optimize costs, always keep the source and target
(Sensor and Brain) in the same region.

v Base Name — Base name for all the resources that will be created as part of this deployment.

¥ Instance Size — VM instance size for Detect for Network Sensor. DS3_v2 supports approximately 2 Gbps
and Ds11_v2 supports approximately 1 Gbps.

VM Size TL Family TJ vCPUs Ty RAM (GiB) Ty Data disks T, Max IOPS T Temp storage (GiB) T,
' Most used by Azure users ~” The most used sizes by users in Azure

DS3_v2 A~ General purpose 4 14 16 12800 28
' D-Series v2 The 2nd generation D family sizes for your general purpose needs

DS3_v2 A~ General purpose 4 14 16 12800 28

DS11_v2 Memory optimized 2 14 8 6400 28

v Virtual network — Select an existing virtual network (VNet) or choose the “Create new” option and create a
new VNet to deploy the Sensor into.

o !l Please take special note that when choosing the “Create new” option, Azure previously defaulted
the traffic subnet to be out of range with respect to the VNet address space. In the screenshot
example below, this could be remedied by simply editing the traffic subnet to 10.3.0.64/26. If this
change is not made, the deployment will fail. Please choose appropriate ranges for the VNet,
Management Subnet, and Traffic Subnet are selected. Editif necessary.

© 2025 Vectra Al, Inc.
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Home > Marketplace > Create virtual network X
Create Vectra Sensor & Stream for Azure

The Microsoft Azure Virtual Network service enables Azure resources to securely communicate with each other in a virtual network which is a
logical iselation of the Azure cloud dedicated to your subscription. You can connect virtual networks to other virtual networks, or your an-
Subscription * () | demolab.vectrasi premises network, Leam mare.

Name * | vnetd1

Resource group * O (New) thilen-sensor
Create new

ADDRESS SPACE

Instance details The virtual network’s address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

Region * (0 West US " Address range Addresses

Base Name * () | thilen-sensor 10.3.00/24 10.3.00 - 10.3.0.255 (256 addresses)
SUBNETS
Instance Size * ) 1x Standard DS11 w2

2 vepus, 14 GB mamory The subnet's address range in CIDR notation. It must be contained by the address spackof the virtual network.

Change size
Subnet name Address range Addresses

Configure virtual networks mgt 10300726 10.3.00 - 10.3.0.63 (64 addresses)

Virtual network * () (new) vnet01 traffic 103.1.0/26 10.3.1.0 - 10.3.1.63 (64 addresses)
Create new 1 .
\ Edit to be

Management Subnet* {new) magt (10.3.0.0/26) within the VNet

Traffic Subnet = O (new) traffic (10.3.1.0/26)

¥ Management Subnet - The Sensor must be able to reach your Vectra Brain over HTTPS (443) and SSH
(22). Select a management subnet that can enable this reachability.
v Traffic Subnet - This is the subnet where the Sensor can receive traffic from the packet broker over VxLAN
(UDP 4789) or directly from the Azure VTAP (when available).
v Brain Hostname or IP Address - The IP address or the Fully Qualified Domain Name (FQDN hostname) of
the Vectra Brain.
o This address must be reachable from the Sensor’'s management subnet over port 22 and 443.
¥ Registration Token - This token must be copied from the Data Sources > Network > Sensors > Sensor
Configuration > Sensor Registration and Pairing page of the Vectra Ul.
o The token is valid for 24 hours and can be regenerated on-demand
o Avalid registration token must be presented by the Sensor in order to register with the Brain so that
the Sensor will become “Available” for pairing.
o Instructions to generate a Sensor registration token are included in Cloud Sensor Registration Token
below.
¥ Public SSH Key — Generate an RSA SSH key pair using any standard tool. Enter the public key in this field.
Retain the private key safely for SSH access to the Sensor.
o This will allow the “vectra” user to log into the Sensor's command line interface.
o Azure has a “SSH Keys” function that can be loaded in another tab to generate a key pair.
o You may need to make the key readable to you using a command such as:
= chmod 400 vectra.pem
o Example login command:
= ssh -i <private key path> vectra@BrainHostnameOrIP
v SSH user (only “vectra” will work) — Leave this at the default.

Azure Network Security Group Considerations

The vSensor deployment does not create any Azure Network Security Groups. If you choose to apply a security
group, ensure the following connectivity is allowed.

Source Destination Protocol/Port Description
Admin Hosts vSensors TCP/22 (SSH) CLI access to vSensor
Brain vSensors TCP/22 (SSH) Remote management and troubleshooting
vSensors Brain TCP/22 (SSH) Pairing, metadata transfer, and ongoing
TCP/443 (HTTPS) | communication
Traffic Source | Front end IP for LB VXLAN 4789 Allows traffic to the Front end IP of the Load
Balancer created during vSensor deployment.

© 2025 Vectra Al, Inc.
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v Click “Review + create” and you’ll be presented with a screen where you can review your configuration before
creating.
Home > Vectra Sensor & Stream for Azure >

Create Vectra Sensor & Stream for Azure

0 Validation Passed

with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details,

Subscription

Resource group

Region

Base Name

Instance Size

Virtual network

Management Subnet

Address prefix (Management Subnet)
Traffic Subnet

Address prefix (Traffic SubneI)
Brain Hostname or IP Address
Registration Token

Public SSH Key

demolab.vectra.ai

tbilen-sensor

West US

tbilen-sensor

Standard_DS11_v2

vnet01

mgt

10.3.0.0/26

traffic

10.3.0.64/26

10.3.0.10
rbvgytnwahlyjgwjrvwtwsjstmljimyh
ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABgQDHQMyfVIu/FUFUKMXXVWC...

SSH user (only ‘vectra' will work) vectra
Next Download a template for automation

v Click “Create”
O

Some status messages will appear on the top right and then you will see another screen with full

details as the deployment progresses and then completes.

Home > TB-vSensor-Test-April2025 | Deployments >

» vectraaiinc.vectra-sensor-stream-armtemplates-20250402135123 | Overview =
b Deployment
O Search X« fi] Delete “* Redeploy L Download () Refresh
2, Overview .
@ Your deployment is complete
3 Inputs
L Deployment name : vectraaiinc.vectra-sensor-stream-armtemplates-20250402135123 Start time
= Outputs Subscription :d ai Correlation D : 1ae a%
[ Template Resource group  : TB-vSensor-Test-April2025

v Deployment details

Resource

TB-wSensor-Test

vnet01

O 0000

pid-5e.

" Next steps

TB-vSensor-Test-trafficnic

TB-vSensor-Test-mgtnic

Type Status Operation details

Kl Virtual machine oK Qperation details

4 Microsoft Network/networkinter Created Operation details

4 Microsoft Network/networklnter  Created Operation details

4> irtual network OK Qperation details

ercenter Iil Deployment OK Qperation details

Go to resource group

© 2025 Vectra Al, Inc.
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Cloud Sensor Registration Token

v During Sensor deployment a valid Sensor registration token must be presented to the Brain so that the
Sensor can become “Available” to Pair. This token can be created in the Vectra Ul. It is valid for 24 hours
and can be regenerated at any time.

¥ Navigate to Data Sources > Network > Sensors > Sensor Configuration > Sensor Registration and Pairing.

Active

@ Netwark v

Sensars

Network Sensors Download Virtual Image

Expand All

SENSOR NAME TYPE PAIRING LOCATION/REGION STATUS
Brain Setup
» VS64dca03Be5dibrar DCs Paired - @ Forwarding
Available

4 Azure AD & M365 10 B | perpage Viewing 1-10f 1
per pag 2

Reports

Data Sources .
Sensor Configuration

Pair using the Cognito brain management IP address: 172161210 £ Edit
Virtual Senor Automatic Pairing is: disabled

Sensor Pairing and Registration

Sensor Registration Token (7
"""" mhas Copy

\ Expired
Generate New Sensor Registration Token (7

CLI Password (Sensors) Password is set

& Edit

v If you have a valid token, you can “Copy” it here for later use using the link.
o Otherwise, click the “Generate New Sensor Registration Token” link.
o Upon saving the page a new token will be generated that can be copied.
o Use this token for Sensor deployment (tokens expire 24 hours after generation).

Forwarding Traffic to Azure vSensors

Microsoft no longer supports basic load balancer deployment as of March 2025. For more details, please see this
Microsoft Azure update. Vectra’s previous version of the Azure vSensor deployed with an Azure Basic Load Balancer.
The current version does not deploy with any Azure load balancer and is simply a VM with mgt and traffic (capture)
NICs. To redeploy, deploy the new vSensor, redirect traffic to its capture port, and then delete the old vSensor.

If you wish to use 3 party tools to direct traffic at the vSensor capture port, it should be VXLAN encapsulated and
sent on port 4789. When using such tools, to ensure accurate metadata generation and session reconstruction, traffic
distribution to Vectra sensors must maintain flow-level persistence — that is, all packets from a single network
session must be seen by the same sensor. Azure standard load balancers cannot be used because the vSensor
cannot respond to required Azure standard load balancer health checks. It only listens for traffic coming inbound.

To find the IP assigned during deployment to your traffic NIC, go to your Azure resource group that was used during
deployment, click on the traffic NIC (it will be the interface that ends with “trafficnic”), and there you will see the
private IP that was assigned to the traffic NIC (capture interface of your newly deployed vSensor).

For guidance using Microsoft VTAP to direct traffic, please see Virtual network TAP at Microsoft. Vectra professional
services can also assist in Azure deployments. Please contact your Vectra account team for details.
© 2025 Vectra Al, Inc.


https://azure.microsoft.com/en-us/updates?id=azure-basic-load-balancer-will-be-retired-on-30-september-2025-upgrade-to-standard-load-balancer
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-tap-overview
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Pairing Azure vSensors

¥ Once the deployment is complete, the vSensor will automatically boot up and reach out to the Vectra Brain.
o If the Brain is configured for automatic pairing for virtual Sensors, the Sensor will register with the
Brain and then attempt to Pair with the Brain and finally will update its software from the Brain.
o The Sensor will show up in the Data Sources > Network > Sensors tab of the Vectra Ul just like a
physical Sensor would.

@ Data Sources

Aetive

@ , Natwark Senzors Downtand Virtual Image
Ketwar -

Collapse all
Sensors

X SENSOR MAME TreE PAIRENG LocATIN [REGION sTars
Brain Setup

¥ vssedcameesdsbnl.  OCs Fairedd - © ramwarding
Mwailable
§ hnere 40 8 M3GS lan 26th 20313113
Shirmewe
WAL
VabhdeaIBesd I naTeseadbl b
A8

¥ Once you see the Sensor here and it is current with the Brain’s software version, it is ready for operation.

Additional Guidance for Normal Pairing

v vSensors (vSensors) do not offer a web Ul.
o The Vectra Brain has the GUI for vSensor management at Data Sources > Network > Sensors.
o Some configuration of the vSensor can be done at the CLI of the vSensor using the “vectra” user.
v As per the Vectra Respond UX Deployment Guide or Vectra Quadrant UX Deployment Guide, Sensors,
including vSensors, support pairing by IP or by hostname.
o Please refer to that guide for additional guidance on pairing by hostname or IP.
¥ Once the vSensor is powered on and the interface configuration is set, the vSensor will announce itself to the
Brain.
o This can take a few minutes, check firewall rules if there is an issue.
o If the vSensor appears in the Data Sources > Network > Sensors page then it has made a successful
HTTPS connection to the Brain.
o If the vSensor does not appear in the Data Sources > Network > Sensors page check that the
vSensor has IP connectivity and that TCP port 443 (HTTPS) is permitted through your firewall.
o If the vSensor is unable to pair with the Brain, complete its initial update or forward metadata to the
Brain check that TCP port 22 (SSH) is permitted through your firewall.
v If “Auto Pairing” is enabled in Data Sources > Network > Sensors > Sensor Configuration, the pairing
process will begin automatically.
o Enabling “Auto Pairing” is a best practice during rollout.
v If “Auto Pairing” is not enabled, the vSensor must be manually paired by clicking on the “Pair” icon &
o You will then be presented with a dialog box where you can start the pairing process.
v Initially you will see the “Pairing Status” as “Pairing” once the vSensor has successfully announced itself to
the Brain.
o Once pairing is complete, the “Pairing Status” will change to “Paired”, and the “Status” should
change to “Forwarding” once traffic is successfully being forwarded from the vSensor to the Brain.

© 2025 Vectra Al, Inc.
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¥ Please note:

o vSensors, like physical Sensors, will update themselves to stay current with their Brain

o Certain vSensor CLI functions and traffic functions will become available only after the vSensor has
fully updated.

o Depending on the specific version of the vSensor, you may see errors or warnings when running CLI
functions during the period of time when the vSensor is still updating.

o “show version” can be done at the CLI to see the current version and if the vSensor is still upgrading
itself from the Brain to become fully updated. Please bear in mind that state changes are not
immediate, and you may need to execute this command more than once to see the state change.

v The vSensor can be renamed or have its location labeled as desired by clicking on the pencil icon £ on the
right of the vSensor.

Pairing Guidance for Special Situations

Pairing with new or changed Brains:

v If you have a backup of your Brain and restore it to a new Brain with the same configuration (IP or hostname),
previously paired Sensors (including vSensors) will connect to the new Brain automatically as the Sensor
state is saved in the backup.

v If the Brain IP has changed but otherwise remains the same, the vSensors may be updated to the new IP
address using the "set brain" command.

v Existing tunnels have to terminate to re-establish connection to a new Brain. This can be accomplished a few
different ways.

o Naturally, because the original Brain is no longer reachable due to firewall change, hardware or
software failure, etc.

o Unpairing the vSensor from the original Brain and having the vSensor attempting communication to
the original Brain.

o Using the “set brain” command at the CLI will terminate an existing tunnel and attempt to start
pairing with a new Brain.

v If you have a Brain that will not be restored from backup that you wish to pair an existing vSensor to, this is
possible via the use of the “Sensor Registration Token”.

o Retrieve or generate a current Sensor Registration Token from Data Sources > Network > Sensors >
Sensor Configuration > Sensor Pairing and Registration in the Brain GUI.

o Perform the “set registration-token <token>” command at the Sensor CLI.

o Finally perform the “set brain <IP or Hostname>"” command at the Sensor CLI.

© 2025 Vectra Al, Inc.
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Host ID Extraction

To enable efficient investigation of cloud hosts, the Vectra Brain can be configured to periodically query the API
offered by the Azure Resource Manager to gather additional information about hosts running in Azure. This
information contributes to Vectra’'s automated Host identification (Host ID) and adds information to the Host details
screen.

It is a best practice is to enable this integration. Detect for Network attributes Detections to a Host or an Account.
For some algorithms that support learning, Detections must be attributable to a Host (including statically defined
hosts), rather than a generic Host container (denoted by IP-x.x.x.x in the Vectra Ul). Enabling this integration can
help contribute to more complete Detection as a result.

Please see this example screenshot below of a host in Azure where additional context was pulled through API calls:
@ brain' I'4 Threat () / Certainty ) (7)

= Actions Group {2 Tag El Note E] Assign @ Share

Last Seen IP: 10.5016.4 HOST
Sensor: Vectra X ™ 10.5016.4
Last Seen: Aug 4th 2021 20:55 Last Seen: Aug 4th 2021 20:55

Show Details
SENSOR DETAILS

Sensor: Vectra X
Azure VM /

Server Type: X Series
0S Type: linux
HOST ID ARTIFACTS
Host Name: brain-
. ARTIFACT VIA FIRSTSEEN
Location: westus2
cfdSb16a-4fe3-4d6d-9bes-825f6263fb4b Azure Resource Manager Aug 4th 2021 21:01
brain- Azure Resource Manager Aug 4th 2021 21:01
Attack Phases /
AZURE VM
Resource Group of VM: vail-brain-
Admin Username: vectra
NICs: 1
Last Seen: Aug 5th 2021 02:04

As you can see, the integration provided the following (viewable by drilling down to the Host and then the Details tab):
¥ Host ID artifacts including a unique identifier and hostname
¥ Resource group, Admin, NICs, and Last Seen date/time
¥ Summary information on the left-hand side including OS, Host Name, and Location

Creating an Azure AD application and service principal that can read Azure management APIs is required. At
minimum, read access to the following endpoints of the Azure resource manager will be required:
https://management.azure.com/subscriptions
https://management.azure.com/subscriptions/SUBSCRIPTION/providers/Microsoft.Network/networkinterfaces
https://management.azure.com/subscriptions/SUBSCRIPTION/providers/Microsoft. Compute/virtualMachines
https://management.azure.com/subscriptions/SUBSCRIPTION/providers/Microsoft. Compute/virtualMachineScaleSets

4 444

© 2025 Vectra Al, Inc.
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An alternative is to provide the Vectra Brain permissions to query the following APIs (this is a wider scope):
¥ Microsoft.Network//read
¥ Microsoft.Compute//read

The simplest way to accomplish this is to apply the built-in Azure “Reader” role to the application. This will allow your
Vectra Brain to view all resources but does not allow it to make any changes.

Once created, you will then enter the Application (client) ID, Directory (tenant) ID, and Application Secret value into
the Vectra Ul to enable the integration. Multiple credential sets can be added if required.

Configuration Example

Resources
¥ Full instructions for creating Azure AD application and service principal are available from Microsoft here:

o ) _ _ _ - i

Steps

To enable this functionality, the following steps need to be completed for every Azure subscription where there are
Sensors deployed. In this example we will apply the “Reader” role at the Azure Subscription level.
v After signing in to the Azure AD portal, navigate to Azure Active Directory > App registrations and select “New
registration”.
o Give the application a “Name” of your choosing and choose a supported account type.
o A Redirect URI is not required.

Dashboard > Vectra Al, Inc. >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Vectra Brain APl Access v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Vectra Al, Incfonly - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | e.g. https://example.com/auth

By proceeding, you agree to the Microsoft Platform Policies =

© 2025 Vectra Al, Inc.
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v Click “Register” and then copy the Application (client) ID and Directory (tenant) ID for later use:

Dashboard > Vectra Al, Inc. >

sz Vectra Brain APl Access =
Yy

|)3 Search (Cmd+/) ‘ « 1] Delete @ Endpoints 2 Preview features

i Overview

&5 Quickstart

#" Integration assistant A Essentials

Display name

Vectra Brain APl Access

Application (client) ID (
Object ID

Directory (tenant) ID ’

Supported account types
My organization only

Manage

B Branding

3 Authentication

U Certificates & secrets
{I!' Token configuration
<=~ API permissions

@ Expose an API

¥ Now we will assign an Azure role to the application:

o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Client credentials

Add a certificate or secret
Redirect URIs

Add a Redirect URI
Application ID URI

Add an Application ID URI

Managed application in local directory
Vectra Brain APl Access

o In the Azure portal select “Subscriptions” and select which subscription to apply the role to by clicking

on it.

o Select “Access control (IAM), then click “+ Add”, and then click “Add role assignment”.

&3\ demolab.vectra.ai | Access control (IAM)

Subscription

I,O Search (Cmd+/) 1 « + Add & Download role assignments == Edit columns
T Overview Add role assignment

@ nts Roles  Deny assignments
E Activity log Add role assignment (Preview)

. Access control (IAM) Add co-administrator

urce.
@ Tags Add custom role
Z? Diagnose and solve problems s |
© Security Check access
. Review the level of access a user, group, service principal, or
Events

managed identity has to this resource. Learn more o
Cost Management Find @

| User, group, or service principal v ]

S, Cost analysis

E3 Costalerts | Search by name or email address ‘

19 Budgets

@ Advisor recommendations

Select “Reader” under Role.

Search for your application and select it.
Click “Save”.

O O O O

© 2025 Vectra Al, Inc.

() Refresh

> Remove P Got feedback?

Classic administrators

Grant access to this resource

Grant access to resources by assigning a role.

Add role assignment (Preview)

Use the classic experience Learn more -

View access to this resource

View the role assignments that grant access to this and
other resources.

Leave “Assign access to” unchanged (it should say “User, group, or service principal”)
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Add role assignment X
Access control (IAM)
Role (@O
-+ Add ) Download role assignments Edit columns () Refresh > Remove < Got feedback? [ Reader © \4

Assign access to (O

Check access  Role assignments  Roles  Deny assignments  Classic administrators User, group, or service principal v ‘
Select (0
My access Vectra ‘
View my level of access to this resource. Grant access to this resource
Grant access to resources by assigning a role. - Vectra - User ldentification
Check access Coani
Review the level of access a user, group, service principal, or - Vectra Cognito
managed identity has to this resource. Learn more of Add role assignment (Preview)
find © Use the classic experience Learn n Vectra IT
I
. vectra_it@demovectra.onmicrosoftcom
| User, group, or service principal v J

- View access to this resource
| Search by name or email address 1

View the role assignments that grant access to tt Selected members:
other resources.
Vectra Brain API Access

. Remove

View deny assignments

View the role assignments that have been denie .

access to specific actions at this scope.

¥ Next, we will create a new application secret:
o Inthe Azure AD portal, navigate to App registrations and select your application.
o Select “Certificates & secrets”, click “+ New client secret”, enter a “Description” and select and when
you want this to expire:

Dashboard > Vectra Al, Inc. » Vectra Brain APl Access Add a client secret w
o Vectra Brain API Access | Certificates & secrets =
L
Description I Enter a description for this client secret |
Search (Cmd+ « 7 Got feedback?
[/C { / J Expires [ Recommended: 6 months . ]
B overview Credentials enable confidential applications to identify them
HTTPS scheme). For a higher level of assurance, we recommg
& Quickstart
# Integration assistant
Certificates
Manage
Certificates can be used as secrets to prove the application’s
B2 Branding
2 Authentication T Upload certificate
| Certificates & secrets Thumbprint
I ‘ .
IIl" Token configuration Nao certificates have been added for this application.
& APl permissions
& Expose an API
¥L App roles Client secrets
&2 Owners A secret string that the application uses to prove its identity N

& Roles and administrators | Preview
+ Mew client secret
m

Manifest
Description Expires
Support + Troubleshooting
& Troubleshooting No client secrets have been created for this application.

& New support request

o R

o Click “Add”
o Once created, you must copy the “Value” before navigating away from this screen as you cannot
retrieve it later.
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Dashboard > Vectra Al, Inc. > Vectra Brain APl Access

Vectra Brain APl Access | Certificates & secrets = - X
0 Search (Cmd+7) | « QD Got feedback?
B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an
. HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential,
& Quickstart
#" Integration assistant
Certificates
Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
& Branding
3) Authentication T Upload certificate
Certificates & secrets Thumbprint Start date Expires Certificate ID

”I Token configuration No certificates have been added for this application.
- AP| permissions

@ Expose an API

5 App roles Client secrets

&2 Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

&l Roles and administrators | Preview k

+ New client secret
Manifest
Description Expires Value Secret ID

Support + Troubleshooting
Vectra Brain AP| Access Secret 2/9/2022 [} o [
&7 Troubleshaoting

2 New support request

v To complete the integration, in the Vectra Ul, browse to Settings > External Connectors.
o Click on the pencil or “Edit” link for Azure.
o Toggle the integration to “On” and fill in the Application (client) ID, Directory (tenant) ID, and
Application secret values that you created above:
o Click “Save”. Multiple sets of credentials can be configured if required for different subscriptions.

Azure Enable integration with Azure.

Credentials + Add Credential
CLOUD TYPE APPLICATION ID TENANT ID (7) APPLICATION SECRET
Public Cloud » df7c3677-6eb3-41de-Bdas-b0i | | sesssesnes

o The connection will best tested and if successful, you will see a green checkmark showing that Azure
Resource Manager integration has been completed.

Settings

General Notifications Services EDR Integrations Cognito Recall Cognito Stream Cognito Saas

Active Directory and Lockdown - £ Edit
AWS - £ Edit
Azure é @ Azure Enabled Connected &* Edit
Reverse DNS Lookup 10.5010.101 & Edit
SIEM = £ Edit

© 2025 Vectra Al, Inc.
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Viewing and Modifying Virtual Networks Considered by the Connector

The connector will only look at virtual machines or virtual machine scale sets that belong to some virtual networks, not
necessarily all virtual networks that the credentials have access to. Specifically, by default, the connector will only
look for virtual machines with network interfaces in the virtual networks where a Vectra Azure Sensor traffic/capture
interface is deployed into, and all the virtual networks with a "double peering" to it (if the Sensor traffic interface lives
in virtual network A, and virtual network A is peered with virtual network B and C, but only virtual network B is peered
with virtual network A, then the connector will look for virtual machines in virtual networks A and B only). If a virtual
machine has multiple network interfaces, the connector will provide host identification only for the IP addresses
belonging to interfaces on monitored virtual networks.

Vectra limits the scope of the connector to only virtual networks that can reach an Azure Sensor for the following
reasons:

v Vectra wants to avoid an excessive number of connections to the Azure resource manager.

v To improve performance, Vectra wants to avoid storing unnecessary information in the platform for resources
that we are not monitoring.

¥ Inthe cloud it is possible that you may have some isolated virtual networks that are not monitored by Vectra
Sensors but have overlapping IP space with some other networks that are monitored. Duplicate IPs are not
supported by Vectra. To avoid Host ID issues, we only consider virtual machines on the networks that appear
reachable by our Sensors.

If you want to add or remove some virtual networks from the set of virtual networks that Vectra monitors, you can do
so through the CLI (ssh to the Brain as the “vectra” user). This functionality is not available in the Vectra Ul. The use
case for adding or removing virtual networks could be the following:

v If you have some tunneling or forwarding enabled and Vectra Azure Sensors see traffic from virtual networks
that are NOT directly connected to our Sensor:
o You will want to add the networks to the monitored networks list to extend Host ID coverage to the
tunneled/forwarded traffic’s associated Hosts.
v If you do NOT have any Azure Sensors deployed, but mirror Azure traffic into your data center where you
have Vectra physical or virtual Sensor coverage:
o You will want to add the networks to the monitored networks list to extend Host ID coverage to the
mirrored traffic.
v If you do have some overlapping IP space on a network that appears reachable by our Sensor, but that it is
not monitored by our Sensor:
o You will want to remove the overlapping networks from the monitored networks to avoid any Host ID
issues.
v If you have a lot of peered networks but only some are monitored by the Sensor:
o You will want to remove the non-monitored networks from the monitored networks list to increase
performance and reduce load on the Azure resource manager.

The command to add or remove virtual network from the Vectra CLI is "set azure vnets". The command has a
very helpful help message illustrating its use:

© 2025 Vectra Al, Inc.
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vscli > set azure vnets -h
Usage: set azure vnets [OPTIONS]

Set Azure virtual network information.
Usage example:
> set azure vnets ——whitelist A ——whitelist B
will set the whitelist to [A, BI
> set azure vnets ——blacklist A ——blacklist B
will set the blacklist to [A, B]
> set azure vnets ——clear-whitelist
will set the whitelist to [] (ie remove the whitelist)
> set azure vnets ——clear-blacklist
will set the blacklist to [] (ie remove the blacklist)
Options:
—whitelist TEXT virtual network to include in whitelist
—blacklist TEXT virtual network to include in blacklist
—clear-whitelist reset whitelist to empty list

—clear-blacklist reset blacklist to empty list
-h, —help Show this message and exit.

The command "show azure wvnets" will show the virtual networks configuration, including the whitelist (networks to
ADD), the blacklist (networks to REMOVE), the Sensors network, and finally the overall monitored networks, which is
simply computed as ((Sensors networks + peered) + whitelist) - blacklist. It may take up to 10 minutes for the
summarized "monitored networks" to update in the "show azure vnets" command output. Example of usage:

3fe75ab—94a2 84af-016eb01ff4 /tbilen-tes e_brain/prov J fvir

telist /subscriptii

riptions/ /resourcegroups/thilen-test_azure_brain/providers/microsoft.network/virtualnetworks/tbilen_brain_test
et

rain/provide soft.netw rtualne /tbilen_brain_test

Traffic Validation

Please see the following Vectra support article for recommendations on network traffic that should be examined and
excluded from analysis:

v v Platf N K Traffic R .
Once you have directred traffic at your Sensor’s capture interface though either 3 party traffic broker or Microsoft's
VTAP (once available) and have traffic flowing to the Sensor you can validate the traffic flow.

To validate flow from the Vectra side there are several methods

o To see that packets are being receive by the traffic interface, use ssh to login to the CLI of the Sensor
as the “vectra” user and use the “show traffic stats” command.

© 2025 Vectra Al, Inc.
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= Runthe “show traffic stats” several times to see that packet counts are increasing.
o Inthe Vectra GUI if you navigate to Network Stats > Ingested Traffic, you can see the traffic graph for
your Sensor.
= For this graph to display, there must be at least 1 Mbps of traffic being captured.
= Once traffic capture begins, it will take a few minutes for this graph to be populated. Use the
CLI of the Sensor as shown above to validate that packets are flowing 15t

@ Network Statistics

Observed IPs Stream Metadata Recall Metadata

OVERALL TRAFFIC Peak  ®Troug @ Connected to Vectra Statistics

ay

DEVICE STATUS SENSOR IP TRAFFIC PEAK TRAFFIC SUBNETS v LAST CONNECTION TYPE

3 39E2ESIELEECADBEIBTAT Paired 10100.0.2 A 450 Mbps 3 Aug 30th 2021 20:36 vSensor

o The Network Stats > Observed IPs page shows the subnets being observed and numbers of hosts

seen:
SUBNET HOSTS
10.100.0.0 1
10.250.0.0 1
10.200.0.0 1

After sending traffic to your Sensors, it is a best practice to validate that the traffic observed meets quality standards
required for accurate detection and processing. Vectra’s Enhanced Network Traffic Validation feature provides
alarms and metrics that can be used to validate the quality of your traffic. Please see the following Vectra support
article for details:

v Enhanced Network Traffic Validat
Worldwide Support Contact Information

v Support portal: hitps://support.vectra.aj
v Email: support@vectra.ai (preferred contact method)
v Additional information: hitps://www.vectra.ai/support
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