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Introduction 
Vectra AI Stream for Microsoft Azure Sentinel v1.0 utilizes Microsoft OMS (Log Analytics) agent to collect event data 

from Vectra and send it to log analytics workspace.  This agent is schedule for end-of-life August 31, 2024, and is 

replaced with the Azure Monitor Agent (AMA). This document explains how to configure Microsoft AMA to ingest Vectra 

network telemetry (aka metadata) into Microsoft Azure Sentinel Log Analytics. 

Applicability 
This document applies to environments where pre-existing deployments must migrate from OMS to AMA as well as 

for new deployments starting with AMA. 

Architecture Summary 
A data connector is deployed and configured to send Vectra metadata to log analytics. Once ingested into log analytics, 

Vectra metadata is stored into individual custom tables as JSON data per metadata type (there are currently 17 

metadata types provided with Vectra Stream).   

Impact on Existing (OMS) Deployments 
When migrating from OMS to AMA deployment model, please note that Vectra Stream metadata will be stored in 

multiple custom tables so data will stop being ingested into the single custom table VectraStream_CL when you stop 

the OMS agent. 

Since all streams won’t be loaded into that single custom table this means that existing Stream Workbooks and Queries 

will not function against the new tables. These will continue to function on the existing data until the data expires based 

on your retention policy. 

Vectra is investigating adding a workbook and sample queries to operate on the new custom tables in the future.  

Configuration Method: Syslog-NG  
Using syslog-ng to filter the Vectra metadata streams (data flows) is required to enable all streams to be ingested into 

the same Sentinel workspace. This method uses syslog-ng to filter the incoming data streams and spread them across 

two outputs so that each output can use a different Data Collection Rule thus allowing all Stream metadata to be sent 

to the same receiver.  
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Prepare Linux Server 
Microsoft Azure Monitor Agent (AMA) operates on an Azure Arc enabled Linux server. For this integration, Vectra sends 

the Stream data in raw JSON data and AMA requires a receiver. Since Vectra provides multiple metadata types and a 

Data Collection Rule only supports up to 10 data flows, a syslog-ng receiver running on the Linux server will be required. 

This documentation was validated on an Azure Arc enabled Linux server running Ubuntu 22.04. The default syslog 

configuration for Ubuntu 22.04 is rsyslog so the following steps were taken to make syslog-ng the primary syslog 

receiver after connecting to the server using SSH. 

 

The commands to the right remove rsyslog 

# stop rsyslog 

# remove the rsyslog package 

# clean up left over configuration files 

# verify that rsyslog has been removed 

 

sudo systemctl stop rsyslog 

sudo apt remove --purge rsyslog 

sudo apt purge --auto-remove rsyslog 

sudo dpkg -l | grep rsyslog 

The commands to the right installs syslog-ng 

# update package lists 

# install syslog-ng 

# enable syslog-ng 

# start syslog-ng 

# verify syslog-ng is running 

 

sudo apt update 

sudo apt install syslog-ng 

sudo systemctl enable syslog-ng 

sudo systemctl start syslog-ng 

sudo systemctl status syslog-ng 

 

Install Arc Agent 
The Linux log server that will be used to run AMA must be connected to Azure via the Arc machine agent.  
If the machine is already connected to Azure using Azure Arc, this section can be skipped. 
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Modify Syslog-NG Configuration 
Since a data collection rule can’t have more than ten output flows, we need to direct the traffic to two different data 

collections by using syslog-ng. 
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Deploy Vectra Stream App 
The Vectra Stream app is required to be installed into the Sentinel workspace where the Vectra Stream metadata 

should reside. This app must be installed even if there is an existing integration using OMS. 

 

 

 

 

 

 

Verify Custom Tables 
After the Vectra Stream for Azure Sentinel connector is deployed, the custom tables that are used to host the Stream 

metadata should all be created. 

 



 

© 2024 Vectra AI, Inc. VECTRA AI CONFIDENTIAL 

Vectra Stream for Azure Sentinel 
AMA Configuration Guide 

 

 

 

Install Syslog via AMA Data Connector 
The data connector is responsible for controlling how data is shipped from AMA to the Log Analytics Workspace. Vectra 

Stream data is provided in syslog JSON format and is stored in custom tables, so that means a syslog connector is 

required. 
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Create Data Collection Rule 1 
Create the first data collection rule that will be further customized before deploying to the AMA server. 

 

 

 

 

 

 

Create Data Collection Rule 2 
Create the second data collection rule that will be further customized before deploying to the AMA server. 
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Verify Data Collection Rules 
Next, verify that both data collection rules have been created and the event filter type looks accurate. 

 

 

Modify Stream JSON File 
We need to prepare the json file that will be used in the data collection rule to use the desired Sentinel Workspace. 

There are two stream json files (one per DCR) that will need to be modified, but proceed with one at a time and revisit 

these instructions when it’s time to work on the second DCR. 

 

 

 

 

Customize Data Collection Rule 1 
We need to modify our first data collection rule to send each data flow (flows 1-10) to the correct custom table based 
on its metadata type. This is accomplished by replacing the default dataFlows stanza of the DCR with the content just 
prepared. 
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Modify and Customize DCR2 
We need to modify our second data collection rule to send each data flow (flows 11-17) to the correct custom table 
based on its metadata type. Repeat the documented steps above (Modify Stream_DataFlows_dcr1 JSON File and 
Customize Data Collection Rule 2) using data collection rule 2 data. The summary of the configuration is provided here: 
 

 Download Stream_DataFlows_dcr2.json and edit it. 

 Replace all seven instances of <WORKSPACE_NAME> with your Sentinel Workspace name and copy the 

updated contents to your clipboard. 

 Open Azure Monitor and navigate to Settings – Data Collection Rules and find your second DCR. 

 Navigate to Automation – Export Template and then select Deploy and Edit template. 

 Replace the DataFlows stanza starting around line 67 with the content in your clipboard. 

 Replace the string “DataCollectionEvent” with your Sentinel Workspace name. 

 Save, Review + create, then Create. 

 

Deploy Data Collection Rules 
To deploy the customized data collections rules, SSH into your Azure ARC enabled Linux server that is running AMA 

and run the following command: 
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sudo wget -O Forwarder_AMA_installer.py https://raw.githubusercontent.com/Azure/Azure-
Sentinel/master/DataConnectors/Syslog/Forwarder_AMA_installer.py&&sudo python3 Forwarder_AMA_installer.py 

 

Configure Vectra 
The Vectra platform must be configured to send the Stream data to the AMA Linux server.  Connect to your Vectra user 

interface to complete this configuration. 

If this is an existing OMS deployment, then the configuration must be updated to point to the AMA Linux server 

configured above. 

Additional details for deploying Vectra Stream are available in the following knowledge base article. 

https://support.vectra.ai/s/article/KB-VS-1189 

 

 

Validation 
Everything should be configured at this point and should be validated to ensure data is being ingested properly.  

 Connect to your AMA Linux server over ssh and then tail your syslog file to make sure data is coming in. 
tail -f /var/log/syslog 

IMPORTANT: It can take 20 minutes for the initial data to make it into the system and then approximately every 

five minutes afterwards so please be patient. 

 

 Navigate back to your Sentinel instance to continue validation. 

 

 

 

Congratulations! Vectra data is now being ingested into Microsoft Sentinel using the Azure Monitoring Agent.  

  

https://support.vectra.ai/s/article/KB-VS-1189
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Disable OMS Agent 
For existing deployments, the OMS agent should be disabled to prevent duplicate data from being ingested into the 

Sentinel workspace. 

 Connect to your OMS Linux server using ssh and disable the agent. 

sudo /opt/microsoft/omsagent/bin/service_control disable 

 Refer to Microsoft documentation for complete instructions for removing the OMS agent. The following link 

includes a section on removing the agent. 

https://learn.microsoft.com/en-us/troubleshoot/azure/automation/reinstall-oms-agent-linux 

 While it is safe to delete the existing Vectra AI Detect data connector if you do so you will need to reinstall the 

Vectra workbook. Please refer to the instructions earlier in this document. 
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