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Introduction

Vectra Al Stream for Microsoft Azure Sentinel v1.0 utilizes Microsoft OMS (Log Analytics) agent to collect event data
from Vectra and send it to log analytics workspace. This agent is schedule for end-of-life August 31, 2024, and is
replaced with the Azure Monitor Agent (AMA). This document explains how to configure Microsoft AMA to ingest Vectra
network telemetry (aka metadata) into Microsoft Azure Sentinel Log Analytics.

Applicability
This document applies to environments where pre-existing deployments must migrate from OMS to AMA as well as
for new deployments starting with AMA.

Architecture Summary

A data connector is deployed and configured to send Vectra metadata to log analytics. Once ingested into log analytics,
Vectra metadata is stored into individual custom tables as JSON data per metadata type (there are currently 17
metadata types provided with Vectra Stream).

Impact on Existing (OMS) Deployments

When migrating from OMS to AMA deployment model, please note that Vectra Stream metadata will be stored in
multiple custom tables so data will stop being ingested into the single custom table VectraStream_CL when you stop
the OMS agent.

Since all streams won'’t be loaded into that single custom table this means that existing Stream Workbooks and Queries
will not function against the new tables. These will continue to function on the existing data until the data expires based
on your retention policy.

Vectra is investigating adding a workbook and sample queries to operate on the new custom tables in the future.

Configuration Method: Syslog-NG

Using syslog-ng to filter the Vectra metadata streams (data flows) is required to enable all streams to be ingested into
the same Sentinel workspace. This method uses syslog-ng to filter the incoming data streams and spread them across
two outputs so that each output can use a different Data Collection Rule thus allowing all Stream metadata to be sent
to the same receiver.
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Prepare Linux Server

Microsoft Azure Monitor Agent (AMA) operates on an Azure Arc enabled Linux server. For this integration, Vectra sends
the Stream data in raw JSON data and AMA requires a receiver. Since Vectra provides multiple metadata types and a
Data Collection Rule only supports up to 10 data flows, a syslog-ng receiver running on the Linux server will be required.

This documentation was validated on an Azure Arc enabled Linux server running Ubuntu 22.04. The default syslog
configuration for Ubuntu 22.04 is rsyslog so the following steps were taken to make syslog-ng the primary syslog
receiver after connecting to the server using SSH.

The commands to the right remove rsyslog

# stop rsyslog sudo systemctl stop rsyslog

# remove the rsyslog package sudo apt remove --purge rsyslog

# clean up left over configuration files sudo apt purge --auto-remove rsyslog
# verify that rsyslog has been removed sudo dpkg -1 | grep rsyslog

The commands to the right installs syslog-ng

# update package lists sudo apt update

# install syslog-ng sudo apt install syslog-ng

# enable syslog-ng sudo systemctl enable syslog-ng
# start syslog-ng sudo systemctl start syslog-ng
# verify syslog-ng is running sudo systemctl status syslog-ng

Install Arc Agent
The Linux log server that will be used to run AMA must be connected to Azure via the Arc machine agent.
If the machine is already connected to Azure using Azure Arc, this section can be skipped.

Access the Azure Portal 23 portal.azure.com/#home
Search resources for Azure Arc £ Azure Arc %
All Services (99+) Marketplace (11) ~ More (4)
Services See all

B Azure Arc data controllers
B Azure Arc Private Link Scopes
Select Azure Arc from the list B3 Azure Arc

£ Azure Cosmos DB

Select Machines from left-hand Infrastructura

window B Machines

k=

Add/Create ~ 3% Manage view ~ () Refre

From Add/Create drop-down

. Add a machine
menu select Add a machine

== Connect and manage an existing server or virtual
machine fram any of your environments
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Add a single server

This aption will gencrate a seript to ran on your tanget
seroer. The scrpt will prosmpt you for your Azwre login,
0 this eglion is best far adding servers one al a tine,

Select Generate script from Add a
single server

Add a server with Azure Arc

Enter appropriate Project details Project detall

Sele0) e SLOBIPEUDN arell IESIUAE QU0 whet YO Wttt SETer I DE maraged withe knuse

b v

B3Ot (O demda it

Server details

Skt details far the ceevers that vau wanr 1o adel Anagent package eell be generated far e selected seever type

Enter Server details

WS Wesr U5 F RS

Cperating system * (21 Lirere i

Connectivity method

Chaoose haw the connected machine agent running in the sereer should conrect to the Internet. This setting only apphes to the Arc

Sele ct Connectiviw method agent Praxy settings for exterdions are configured separately

Connectivity methad *

Fubilie andpoint

—
L Pry serer

Select Download and run script Previous

wnigad and run

1

z expart subscriptionTd="bife7Sab-0a-4337-24a f=-BlhebR]f fa3e";
3 expart resourceGraup="denolab-westus2™;

4 ewport aaSed315-dddc-43ba-183c-B7Ealilabba?"

5 export location="westusz"j
[}

7

a8

a

Download or copy the script code

expart
expart correlation Beabid-bddT-4674-0268=13ad52ab9ed2" ;
expart ¢loud="hrurel Loud"

11 # Download the installation package

1z output=3iwget https:/faka.ns/azemagent =0 ~/install_Llinus_azcmagent.sh 2=&11;

1% if | g7 '=@ |; then wagel -gl- —-method=PUT —E ="{""subscriptionTdy "1\ fsubscriptionTdy”,
RS DU RGO ) S SDUFCEG oy $TenantIay” " lecatbony" 1\ §locationy”,
wreorrelationIdy” oy scarre lationIdy” \ aUThTypes 1\ fauthTypey "\ operationy ™\ "onboardingy ",
messageTypet™ i "Down loadsoriptFalledy”, ' nessagel” 1\ Soutputh 1 "nttps:/s/gol.his.arc.azure,
comflog" e Sdevinull || true; fi;

14 echa "Soutput™;

16 & Install the hybrid agent
17 bash ~¢install_linue_azomagent.sh;

19 # Run connect command

0 sudo AFCMAQEnt CONMEET --reipurcE-group "SresaurceGraoup” --lenant-id "StenantTd" --lacation
"slocation” —-subscription-ig "ssubscriptionld” —cloud "$cloud” --correlation-1d
“scorrelationId”;

21
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Connect to your Linux server and
upload the script and then runit

vectra@ama-demo-do: ~

o sign in, use a web browser to o

Testing connectivity to endpoints that are n
en the

te Azure...

d to conn This might take a few minutes.
age https://microsoft.com/devicelogin and enter the code to avthenticate.

Enter the code

=" Microsoft

Enter code

Enfier the code displayed on your app or device:

Select the account to authorize
the agent with

B8 Microsoft

Pick an account

You're signing in to Azure Connected Machine
Agent on ancther device located in United States.
I it's not you, close this page.

Authorize the agent

Sale@demolsd vectra a
Are you trying to sign in to

Azure Connected Machine
Agent?

rioased 1he 4o om &

s trus!

= AddiCreats £ Manage view () Refresh

| Filtar far sy fiald Subscription aguals all

Shorwirg 1 1o 5 of 5 reconds.
Mame T

L ama-dama-doc

Kind T

Refresh the machines list and verify machine is present

L Expart 1o {5V

Reagaires group equals sl 3

& Haren Wi o Sorver 2012 wachines? Koep mackings aching s and of tir suppan Becycls antecton Ly snallivg Exended Ssoily Updatis (ESUS theough Azure Arc Ga to Extercad Sacurin Updates page in Aaure Are fe ot startod.

"5 Open guery

Lacation eqials all Y A finer

Mo grouping - List wiew e

Arcagent status T Resource group To Subscription T4 Operating system T1. Defender cebensio. T Monitering exten... 7L Update status T

Cornected e ala-westis? demodal: vactra & Ubanty 22042 LT3 Pt el et installed Frablke perindls assess

Select the machine and then
select Extensions from the left-
hand menu

Semtings

A Connect

D Security

Extensions
Proparties

B Locks

© 2024 Vectra Al, Inc.

VECTRA Al CONFIDENTIAL



VECTR/\ Vectra Stream for Azure Sentinel

SECURITY THAT THINKS? AMA Configuration Guide

- Add

[ b 4 ] Azure Monitor Agent for Linux
E . -

Select Add then select Azure Microsoft Corp.

Monitor Agent for Linux and click Collect manitoring data from your
infrastructure and deliver it to Azure

NeXt ll?’iojw:ovj (foj' ‘Cr :&';hls.cxj\met: ;:(encen

for Cloud and more.

Create  Rewiew + create

This will only install the agent. You must use Data Collection Rule to configure Azure Maonitor Agent's data collection
settings for it to start working,

5 Create/Update DCR here
Select Review + create

And then Create Network settings: Proxy configuration

Azure Monitor Agent extension for Linux supports optional netwerk configurations such as direct proxies, Log Analytics
gateway, and private links. You can configure proxy settings here,
Learn mare about network configuration

Use Proxy I:‘

Previous | Review + create

Deployment will start === Deployment is in progress

Wait several minutes for

deployment to complete @ Your deployment is complete

Home > Azure Arc

Navigate back to Azure Arc - .
Machines @ Azure Arc | Machines =

Micrascdt

Verify Arc agent status is [ Name *
Connected, and the Monitoring
Extension is installed

Arc agent status Ty Monitoring extension Ty

D !, ama-demo-doc Connected Installed

Modify Syslog-NG Configuration
Since a data collection rule can’t have more than ten output flows, we need to direct the traffic to two different data
collections by using syslog-ng.

~ Step 1. Modify the syslog-ng configuration

Note: A DCR cannot have more than 10 output flows. As we have 16 custom tables in this solution, we need to split the traffic to two DCR using syslog-ng.

Download the syslog-ng configuration
1. Download the modified syslog-ng configuration m

fl le 2. Log into the instance where syslog-ng/AMA is running.
3. Browse to /etc/syslog-ng/conf.d/ and replace the content of azuremonitoragent-tcp.conf file with the one that you just downloaded
4. Save and restart syslog-ng (systemct! restart syslog-ng)

SSH into your Azure ARC enabled Linux
server running AMA and edit /etc/syslog- stream: $ vi azuremonitoragent-tcp.conf
ng/conf.d/azuremonitoragent-tcp.conf

© 2024 Vectra Al, Inc. VECTRA Al CONFIDENTIAL
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Replace the contents of the conf file with
the contents from the downloaded file
and save the file

Restart syslog-ng stream: $ sudo systemctlL restart syslog-ng

Deploy Vectra Stream App

The Vectra Stream app is required to be installed into the Sentinel workspace where the Vectra Stream metadata
should reside. This app must be installed even if there is an existing integration using OMS.

Access the Azure Portal 23 portal.azure.com/#home

Search resources for Sentinel £ sentine| X |
All Services (1) Resources (22) More (4)

Select Microsoft Sentinel from the Services

listthen enteryour workspace © Microsoft Sentinel

~ Content management

Under Content management, _
navigate to Content Hub £ Content hub %

Search for Vectra Al Stream and

Cartent tile View details
install it =3
[- i
Step 1 Create custom tables in Log Analytic Workspace (ARM Template)
1. Ciick the Deploy to Azure button below
Select Deploy to Azure and follow

the on-screen instructions

Provide the required detals such a5 the resource Group and Miroscft Log Analytics Workspace (the workspace must exist!]

3 Cick Review + Create 10 deploy

Verify Custom Tables

After the Vectra Stream for Azure Sentinel connector is deployed, the custom tables that are used to host the Stream
metadata should all be created.

From the Azure Portal search bar search
for and access Log Analytics
workspaces

~ Services 27) Marketplace (1
Sereces

i Log Analytics workspaces

© 2024 Vectra Al, Inc. VECTRA Al CONFIDENTIAL
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Select the log space you are installing
Stream to then select Settings - Tables

v Settings

= Tables b 4

Filter by string ‘vectra’ and verify that 17
tables are present

(] Tabie name *

Install Syslog via AMA Data Connector
The data connector is responsible for controlling how data is shipped from AMA to the Log Analytics Workspace. Vectra
Stream data is provided in syslog JSON format and is stored in custom tables, so that means a syslog connector is

required.

Access the Azure Portal

2% portal.azure.com/#home

Search resources for Sentinel

Select Microsoft Sentinel from the
list then enter your workspace

-

2 Sentine| x

All Services (1) Resources (22] = Wore (4)

Services

Q' Micrasedt Seniinel

Select Data connectors from
under the Configuration menu

Configuration
&% Workspace manager (Preview)
B Data connectors

@ Analytics

Go to content hub to installa
connector on demand

%" More data connectors

- -
g™ beplore el connectors in content huk. Install on gemand,

o to content hub

Search for Syslog and selectthe
one from Microsoft with category
IT Operations

Return to the Data connectors
page

Configuration
&% Workspace manager (Preview)
B8 Data connectors

& Analytics

Refresh the page and select Syslog via
AMA and then Open connector page

C) Refresh

B Syslog via AMA

Mucrosoft

Open connector page

© 2024 Vectra Al, Inc.
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Verify that there are no existing Data
Collection Rules in place and create a g
new data collection it s e

Create Data Collection Rule 1
Create the first data collection rule that will be further customized before deploying to the AMA server.

Create the 1st new data collection rule | +Create data collection rule |

(El‘ﬂ‘l! D‘at_a-(‘:‘;.llmion Rule
Provide a meaningful name for the 1st
DCR and use appropriate subscription
and resource group and

Select the required Azure Arc enabled
resource from the resources tab

Basic Resources Collect Review + create

DCR1 requires just LOG_USER setto
LOG_NOTICE for collection

Select which data source type and the data 1o collect for your resource(s)

LOG_USER LOG_NOTICE o
Review + Create and then Create the -
< Previous Next: Review + create >

1st DCR

Create Data Collection Rule 2
Create the second data collection rule that will be further customized before deploying to the AMA server.

) . () Refresh
Go back into Syslog via AMA

connectorto create DCR2 ) Pewam
<rosoft

C-r-eale th?-s:\?l!eeﬁun Rule
Provide a meaningful name for the 2nd
DCR and use appropriate subscription
and resource group and

Create Data Collection Rule

[

Select the required Azure Arc enabled
resource from the resources tab

© 2024 Vectra Al, Inc. VECTRA Al CONFIDENTIAL
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Basic Resources Collect Review + create
DCR2 requires just LOG_LOCALO set
. Select which data source type and the data to collect for your resource(s).
to LOG_NOTICE for collection 06 106AD e -
Review + Create and then Create the
oo DCR cprevous | [

Verify Data Collection Rules
Next, verify that both data collection rules have been created and the event filter type looks accurate.

0 Refresh

Verify the rules exist by going back into
the data connector and hitting refresh Rule name Event filter type

Modify Stream JSON File

We need to prepare the json file that will be used in the data collection rule to use the desired Sentinel Workspace.
There are two stream json files (one per DCR) that will need to be modified, but proceed with one at a time and revisit
these instructions when it’s time to work on the second DCR.

[ H H
DOWn load Stream_DataFlDWS_dcr1 'Json 3. Download the dataFlows configuration for LOG_USER DCD‘{: Stream_DataFlows_dcr1 json +nd find/replace the destination placeholder
from the content hub link

Openthe file in an editor and use
search/replace toreplace all ten
instances of KWORKSPACE_NAME> with
the name of your Sentinel Workspace
and SAVE the file

Select the entire contents of the file
and copy the entire contents into your
clipboard as it will be needed during
the next section

#C

Customize Data Collection Rule 1
We need to modify our first data collection rule to send each data flow (flows 1-10) to the correct custom table based
on its metadata type. This is accomplished by replacing the default dataFlows stanza of the DCR with the content just

prepared.

© 2024 Vectra Al, Inc. VECTRA Al CONFIDENTIAL
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5 monitor
Within your Azure Portal search for A\ Senvices (1) Resources )
monitor and select the Monitor service o
() Monitor
Vv Settings
& Diagnostic settings
Navigate to Settings — Data Collection & Data Collection Rules Click on the name of your first DCR
Rules %> Data Collection Endpoints sothat youcan workon it
7 Autoscale
I Private Link Scopes
v Automation
Navigate to Automation — Export M cu/ps
Temglate and then cl|ck Dep?oy 8 Taks Greview) 4 Download E Add to library ' Visualize template Q_ Feedback
+ Export template
Basics  Review + create
We need to editthe template to make S
R . emplate
our changes before deploying it b
1 resource . j f d%b
Edit template Edit parameters Visualize
59 “gestinations”: {
(1) “logAnalytics”: [
6 {
Locate me ”data FlOWS” stanza that o; "workspaceResourceld": ~(parameters('workspaces_dog_strean_asa_externalid'))”,
63 “name”: "DataCollectionEvent™
should start on or around row 67. 6 )
65 ]
66 ),
. . 67 “dataFlows“: |
Highlight the stanza as shown (be “ -
- 9 st o
cautious to start at “dataFlows” row o e eraseteAyIos”
. 1 1,
and end at the closing]. ” “destinations”s [
73 “pataCollectiontvent"”
74 1
. }
Paste the data from your clipboard to ZZ )
overwrite this stanza. : y
79 )
80 }

© 2024 Vectra Al, Inc.
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67  “dataFlows": [

68 {
69 “streams": [
70 “Microsoft-Syslog"
71 1,
72 “destinations”: [
73 “dog-stream-ama"
74 N
75 | "transformKql": "source | where SyslogMessage has \"metadat
tostring(data.referrer), user_agent = tostring(data.user_agent),
H H response_content_disposition), request_header_count = tolong(data
When you paSte the Cllpboard data In’ response_expires), orig_hostname = tostring(data.orig_hostname),
the formatting may look strange, but it 3 || —— e
. ’
will be formatted properly once saved. |
79 “streams": [
80 “Microsoft-Syslog"
81 1,
82 “destinations": [
83 "dog-stream-ama"
84 1,
85 "transformKql": "source | where SyslogMessage has \"metadat

resp_hostname), orig_huid = tostring(data.orig_huid), resp_huid =
client_subject), client_curve_num = data.client_curve_num, client
sensor_uid = tostring(data.sensor_uid)",

86 | “outputStream": "Custom-vectra_ssl_CL"

Inthe same template, locate the Dy .

. . {
deStlnatlons blOCk that has the “workspaceResourceld”: “([parameters(‘workspaces_dog_stream_ama_externalid')]™,
LogAnalytiCS name : “name”: “DataCollectionfvent™
“DataCollectionEvent” !
Replace DataCollectionEvent with the | 1
same name used previously when {
modlfylng your Workspace name in mm:ﬂr: :luruetem'nmmes.ooo_sxm-n_extemuu')l'.

. b

‘Stream_DataFlows_dcr1.json’ ]

Select Save, then Review + create, then -
Create to deploy the edited template [_Previous ]

I Previous “ Next

Modify and Customize DCR2

We need to modify our second data collection rule to send each data flow (flows 11-17) to the correct custom table
based on its metadata type. Repeat the documented steps above (Modify Stream_DataFlows_dcrl JSON File and
Customize Data Collection Rule 2) using data collection rule 2 data. The summary of the configuration is provided here:

v Download Stream_DataFlows_dcr2.json and edit it.

¥ Replace all seven instances of <WORKSPACE_NAME> with your Sentinel Workspace name and copy the
updated contents to your clipboard.

¥ Open Azure Monitor and navigate to Settings — Data Collection Rules and find your second DCR.

¥ Navigate to Automation — Export Template and then select Deploy and Edit template.

v Replace the DataFlows stanza starting around line 67 with the content in your clipboard.

v Replace the string “DataCollectionEvent” with your Sentinel Workspace name.

Vv Save, Review + create, then Create.

Deploy Data Collection Rules

To deploy the customized data collections rules, SSH into your Azure ARC enabled Linux server that is running AMA
and run the following command:

© 2024 Vectra Al Inc. VECTRA Al CONFIDENTIAL



. Vectra Stream for Azure Sentinel
VECTRA AMA Configuration Guide

SECURITY THAT THINKS.?

sudo wget -0 Forwarder_AMA_installer.py https://raw.githubusercontent.com/Azure/Azure-
Sentinel/master/DataConnectors/Syslog/Forwarder_AMA_installer.py&&sudo python3 Forwarder_AMA_installer.py

Configure Vectra
The Vectra platform must be configured to send the Stream data to the AMA Linux server. Connect to your Vectra user

interface to complete this configuration.

If this is an existing OMS deployment, then the configuration must be updated to point to the AMA Linux server
configured above.

Additional details for deploying Vectra Stream are available in the following knowledge base article.

Destination Publisher

Configure Vectra > Settings — Stream to Raw 50N :

send Raw JSON over TCP to your Azure - poe

Arc enabled Linux AMA server Server PlHostname

192.168.56.217

Validation
Everything should be configured at this point and should be validated to ensure data is being ingested properly.

¥ Connect to your AMA Linux server over ssh and then tail your syslog file to make sure data is coming in.
tail -f /var/log/syslog

IMPORTANT: It can take 20 minutes for the initial data to make it into the system and then approximately every

five minutes afterwards so please be patient.

¥ Navigate back to your Sentinel instance to continue validation.

General

Within Sentinel, navigate to the @ Overview

Logs page # Logs
& News & guides

@ New Query 1+ +
Run thi S KQL a nd Verify that therB i@ dog-stream-ama Time range : Last 24 hours
are records in that table 5| 1 vectra_isession_cL

2 | take 18

Congratulations! Vectra data is now being ingested into Microsoft Sentinel using the Azure Monitoring Agent.

© 2024 Vectra Al, Inc. VECTRA Al CONFIDENTIAL
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Disable OMS Agent
For existing deployments, the OMS agent should be disabled to prevent duplicate data from being ingested into the
Sentinel workspace.

v Connect to your OMS Linux server using ssh and disable the agent.

sudo /opt/microsoft/omsagent/bin/service_control disable

v Refer to Microsoft documentation for complete instructions for removing the OMS agent. The following link
includes a section on removing the agent.

¥ While it is safe to delete the existing Vectra Al Detect data connector if you do so you will need to reinstall the
Vectra workbook. Please refer to the instructions earlier in this document.

© 2024 Vectra Al, Inc. VECTRA Al CONFIDENTIAL
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