VECTRA

Vectra Al Platform Azure Metadata Attributes and Descriptions

This document describes the important attributes in all Azure metadata supported by the Vectra Al Platform.

Field Description Field Description

actor.id

Internal Vectra Ul reference ID

actor.name

Actor identity which has performed the operation

actor.objectid

Canonical ID of the actor

resourcegroup The resource group containing the resource which emitted
the event
resourceid The tenant ID associated with the event

applicationid

The application ID used to perform the operation

resultdescription

The static text description of this operation

applicationname

The application name used to perform the operation

calleripaddress

The caller IP address, if the operation was from a publicly

resultsignature

The substatus of the event; if this operation corresponds
to a REST API call, this is the HTTP status code of the
corresponding call

operationname

The name of the operation that this event represents

vectra.identity.id

accessible endpoint resulttype The status of the event
category The log category of the event roleid The ID of the role used for the operation
correlationid A GUID used to group together a set of related events rolename The name of the role used for the operation
durationms The duration of the operation in milliseconds rolescope The scope of the role used for the operation
identity A JSON blob that describes the identity of the user or subscription The subscription ID of the resource which emitted the event
application that performed the operation
tenantid The resource ID of the resource that emitted the event
level The severity level of the event: Informational, Warning, Error,
or Critical time The timestamp (UTC) of the event
location The Azure region of the resource emitting the event timestamp Event timestamp
objectid The object ID of the entity which performed the operation

Vectra Ul reference ID for identity

operationversion

The API version associated with the operation

vectra.identity.
name

Identity that performed or is targeted by the operation

properties Extended properties related to the event; all custom or unique vectra.identity. Canonical ID of the Vectra identity
properties must be put here objectid
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